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ABSTRACT

Social media platforms and smartphones have been inevitably effecting our
lives. Many people prefer to use mobile applications for several reasons. However,
they generally do not know the artifacts they left in smartphones. Due to an
increasing frequency of encountering smartphones related to various crimes, the
need for new approaches in mobile forensics area is increased. Investigating the
artifacts of mobile applications may help to find various evidences.

This thesis provides an overview of files and directories created by popular
social media applications. Two popular smartphones with six most used social
media mobile applications were taken into consideration. Mobile applications were
downloaded from official stores and example scenarios were prepared for each.
Both logical and physical imaging of smartphones were performed. Low level
modifications like rooting and jailbreaking were accomplished for physical
imaging. Both commercial and open source tools were used for imaging and
analysis.

The results of the research emphasizes that mobile social media applications
generally create database files, log files, xml files and plist files to store most of the
private and evidentiary data. The contents of these files can be obtained easily.
Malware infection or device lost may cause the malicious usage of the private data.
Many ethical concerns also come into question for mobile forensic investigators.
They should pay attention to the confidentiality of private information irrelevant to

the case.



OZET

Sosyal medya platformlar1 ve akilli telefonlar hayatimizi kag¢inilmaz olarak
etkilemektedir. Birgok kisi ¢esitli nedenlerle mobil uygulamalar1 kullanmayi tercih
etmektedir. Ancak kullanicilar, akilli telefonlarda biraktiklart kisisel izleri
genellikle bilmemektedirler. Cesitli suglarla alakali akilli telefonlarla gittik¢e daha
fazla karsilasilmasi, mobil adli analiz alaninda yeni yaklasimlara ihtiyaci
artirmaktadir. Mobil uygulamalarin kisisel izlerini inceleme g¢esitli kanitlart
bulmaya yardimci olabilir.

Bu tez popiiler sosyal medya uygulamalar1 ile olusturulan dosyalar ve
dizinler i¢in genel bir bakis agis1 saglamaktadir. iki adet popiiler akilli telefon ve
alt1 adet ¢ok kullanilan sosyal medya mobil uygulamasi dikkate alinmistir. Mobil
uygulamalar resmi magazalardan indirilmis ve her birisi i¢in Ornek senaryo
hazirlanmistir. Cep telefonlarinin hem mantiksal hem de fiziksel imaj alma islemi
gergeklestirilmistir. Fiziksel imaj almak igin rooting ve jailbreaking gibi alt seviye
degisiklikler yapilmistir. Imaj alma ve inceleme igin hem iicretli hem de acik
kaynak kodlu programlar kullanilmistir.

Aragtirma sonuglari, mobil sosyal medya uygulamalarinin birgok 6zel ve
kanit olabilecek bilgiyi saklamak icin genellikle veri tabani, log, xml ve plist
dosyalar1 olusturdugunu vurgulamaktadir. Bu dosyalarin igerikleri kolaylikla elde
edilebilmektedir. Zararli yazilim bulagmasi ve cihazin kaybolmasi 6zel verilerin
kotii niyetli kullanimina neden olabilir. Mobil adli analiz arastirmacilari igin birgok
etik kaygi da giindeme gelmektedir. Dava ile alakasiz 6zel bilgilerin gizliligine
dikkat etmelidirler.
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§1. INTRODUCTION

Mobile devices are used commonly in today’s world. People prefer them for
personal and organizational purposes. Online communication platforms like
Facebook, Twitter and LinkedIn have become widespread by means of mobile
devices and vice versa. These kind of websites have influence on millions of people
all around the world. According to a research announced in 2014 September by We
Are Social agency, 1,56 billion people have active mobile social account?. In other
words, 22% of total world population use social media via mobile devices.
According to published cases by X1 Social Discovery from 2010 and 2011
involving social media evidence, only 2% of cases refer mobile devices as a source?.
These figures show the significance of social media forensics on mobile devices.

The digital forensic community has to follow rapid changes in mobile device
and mobile application world to be able to acquire invaluable evidences. Increase
in social media usage on mobile devices effects the likelihood of such devices being
involved in an electronic crime like identity theft, drug dealing and fraud (Casey
and Turnbull, 2011). Social networks also encourage people to share personal data
such as age, location, education, job, religion and some preferences. Majority of the
users of these networks are young people and the lure of social media makes them
vulnerable to fraudsters, child predators and phishers. Most of the victims and
criminals also do not know the artifacts they left on their digital devices. E-mails,
text messages, photos, passwords, credit card numbers and internet history are types
of evidences which can be retrieved by the help of mobile forensics tools. There is
also a possibility to recover deleted contents even if they were deleted from devices.

Law enforcement authorities can also request information about users from
social network providers. Providers release law enforcement data request guidelines
which is a document describes procedures law enforcement authorities should

follow to request data from them. Requested data may be basic subscriber

1 Available at http://wearesocial.net/tag/sdmw/ , accessed on September 23, 2014.
2 Available at http://www.x1.com/products/x1_social_discovery/case_law_2011.html, accessed on
November 25, 2014


http://wearesocial.net/tag/sdmw/
http://www.x1.com/products/x1_social_discovery/case_law_2011.html

information such as an E-mail, ID number, IP logs, profile photo, connection times
and a friend list. Providers may not respond to requests due to privacy policies and
jurisdictional differences between countries. Undoubtedly, it is better to have a
chance of comparing evidences retrieved from providers and acquired from mobile

devices.

I. Aims and Objectives

The aim of this research is determination of the artifacts and potential
evidences related to most popular social media applications on mobile devices.
Differences between applications and operating systems are tried to be specified in
terms of retrieved user artifacts. Most used social media applications in Turkey and
in the world are taken into consideration. Facebook, Twitter, Google+, Instagram,
WhatsApp and LinkedIn are chosen for investigations. Some worldwide known
social media applications such as QQ, Qzone and WeChat are out of topic because
of their local popularity and rare usage in Turkey. Mobile devices are also chosen
according to mobile operating system usage statistics. Android and iOS operating
systems dominate the market in 2014. Therefore, Samsung GT-i9500 Galaxy S IV

and Apple iPhone 5S are popular smartphones chosen for this research.

[l. Thesis Structure

This thesis organized as follows:

o Chapter 2 gives the definitions of digital forensics, social media and mobile
forensics. Mobile forensics is explained in terms of operating systems,
evidence extraction methods and tools, evidence types and challenges in this
area. Prior work and sample cases in social media forensics on mobile
devices are also discussed in this chapter.

o Chapter 3 describes the test environment and requirements. Limitations are
explained and low level modification types are discussed. Applied scenarios
and acquisition methods with tools are explained together with analysis

methods and tools.



Chapter 4 contains detailed implementation of Chapter 4 and presentation
of obtained files and directories.

Chapter 5 states the summary of findings and evaluation of retrieved
artifacts in terms of privacy. Comparisons of applications and operating
systems are also specified.

Chapter 6 states the conclusion and the future work.



§2. LITERATURE REVIEW

l. Digital Forensics

Digital Forensics is the application of computer science to the analysis and
recovery of data in various digital devices related to crime while preserving the
integrity of the information (Kent et al., 2006). The aim of digital forensics is to
acquire clues and information which helps to clarify criminal activity. There are
some stages that experts must follow from the original incident alert through to
reporting of findings (Casey and Turnbull, 2011). Acquisition, analysis and
reporting stages form forensic process. Lots of digital forensic process models have
been developed for specific environments but none have been accepted worldwide.

Acquisition means creating a forensic copy of the evidence. Acquiring sector
level (bit-to-bit) duplicate of the electronic evidence is preferred if it is possible. In
some situations, only logical copy of the electronic evidence can be retrieved and
deleted data cannot be recoverable. If electronic device is still power on, some
volatile data may be seizable.

Different forensic tools and techniques may be needed while analyzing the
forensic copy of the evidence. EnCase, FTK, R-Studio and XRY are some special
tools for examiners. Timeline analysis, data carving, string search and media
analysis are common methods during analyzation phase.

Reporting is the entire reason to perform the forensic investigation and needs
to answer all questions that reader may have. Report must cover the reason of
analysis conducted, analyzed evidences, evidence integrity and used process.
Conclusion part of the report should be as simple as possible to be understood by
nontechnical readers. Finally, the findings of the examination should be listed and
any conclusions supported by those findings should be clearly stated.

Digital forensics has developed diverse sub-disciplines, including computer
forensics, mobile device forensics, memory forensics, network forensics and
database forensics. These are different areas focused on because of electronic

evidence variety.



[l. Social Media and Social Networks

Social media is a form of communication that users express their ideas and
share various data like photos, videos and text messages in an electronic
environment. It evolves with the enhancement of smart phones and mobile
applications. Social media websites can be classified as blogs and microblogs,
social networking sites, virtual game worlds and content communities (Hong,
2012). Nevertheless, some social media platforms may be involved in more than
one class. Social media and social network concepts will therefore be used
interchangeably throughout this thesis.

According to the research announced in 2014 August by We Are Social
agency as shown in Figure 1, Facebook is most popular social platform with 1320
million active accounts in the world. QQ, originally Tencent QQ has 848 million
active users but most of them are from China and it is not common worldwide. QQ
has simultaneous online users record with a peak of 176.4 million on 20 March
20133, Qzone is also created by Tencent and 644 million users prefer it. WhatsApp
has 500 million users and most of them are from Latin America, The Middle East
and Africa*. People from China, South Korea and Japan generally do not prefer

WhatsApp due to popular local social platforms.

FACEBOOK

Qo

QZONE

WHATSAPP

WECHAT

GOOGLE+

LINKEDIN

TWITTER

TUMBLR

TENCENT WEIBO

Figure 1 - Active users by social platforms in the world

3 Available at http://www.prnewswire.com/news-releases/tencent-announces-2012-fourth-quarter-
and-annual-results-199130711.html, accessed on September 24, 2014.

4 Available at http://wearesocial.net/blog/2014/09/global-usage-whatsapp/, accessed on September
24,2014,


http://www.prnewswire.com/news-releases/tencent-announces-2012-fourth-quarter-and-annual-results-199130711.html
http://www.prnewswire.com/news-releases/tencent-announces-2012-fourth-quarter-and-annual-results-199130711.html
http://wearesocial.net/blog/2014/09/global-usage-whatsapp/

WeChat is another communication service developed by Tencent in China
which reaches 396 million users. Google+ is owned and operated by Google Inc.
and platform’s popularity is growing faster than Facebook®. LinkedIn is a business-
oriented social networking service which is most popular in USA and India. Twitter
Is most popular microblogging website described as the SMS of the internet and
nearly 500 million tweets sent every day. Tumblr is also a microblogging platform
owned by Yahoo in May 2013 and hosts over 204,8 million blogs and more than
92,2 billion posts in total as of September 26, 2014%. Tencent Weibo is a
microblogging platform similar to twitter with a 140 character limit.

Detailed usage statistics about Turkey is announced in 2014 July by We Are
Social agency. Most used social media platforms are Facebook, Twitter, Google+,
Instagram and LinkedIn. 4 of them except Instagram are also in most used 10
platforms in the world. Instagram is a mobile photo sharing platform and nearly 200

million Instagrammers capturing and sharing their lives.

C*
FIGURES REPRESENT THE PERGENTAGE GF INTERNET USERS SURVEYED BY GLOBALWEBINDEX

FACEBOOK social

Figure 2 - Top social media platforms in Turkey

[1l. Mobile Forensics

Mobile Forensics is the science of recovering digital evidence or data from
amobile device under forensically sound conditions using accepted methods (Ayers
et al., 2014). It is a new discipline in digital forensics area and effective methods

are required due to an increasing frequency of finding smartphones at crime scenes.

5 Available at http://wearesocial.net/?s=google%2B, accessed on September 24, 2014,
® Available at https://www.tumblr.com/press, accessed on September 26, 2014.
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Existing computer forensic methods are not satisfactory and the nature of mobile
forensics is challenging. Different CPU architectures, well-secured operating
systems, limited memory resources and variety of proprietary hardware are general
difficulties that mobile forensic examiners have to overcome.

Mobile forensic process can be divided into three main category; seizure,
acquisition and analysis. While seizing the mobile device as a source of evidence,
it must be disconnected from any network. If the device is powered off, it can be
placed in a faraday bag which is a special material for isolation of device. If the
device is powered on, it is better to leave the device switched on to acquire the
volatile data. If the phone is encrypted or password protected, powering it off may
cause inaccessibility of digital evidences. It is needed to place the device in an
airplane mode and to disable all network connections to prevent remote wipe
commands. Battery life problem may occur over the device and available external
power source may be needed during acquisition process (Bommisetty et al., 2014).

There are many commercial and open source tools available to acquire and
analyze digital evidences in mobile devices. Tool type and current state of the phone
affects the amount of retrieved evidence. Multiple methods can be needed to extract
all existing significant data. It can be challenging and expensive to acquire some
critical data due to current unbreakable security features of mobile devices. Some
acquisition methods are easy to perform with a simple software but some
professional methods necessitate to desolder the internal memory chip.

The essential side of mobile forensics is avoiding any unnecessary data
modification from beginning to the end of whole stages. Documenting every step
of the investigation is also indispensable for examiners. Low level alterations like
rooting and jailbreaking may be needed and have to be explained in detail for
admissibility of the evidences in court. Due to the fact that mobile devices are
generally active during investigations, possibility of data update must be taken into
consideration by forensic experts. Differences may occur between forensic images
of the same device. But, it is expected to get the same hash value for an individual
file.



A- Operating System Perspective

Operating system type is one of the major factors in data acquisition from
smartphones. Technology for telecommunication is standardized but hardware and
software types are diverse. Current market shares in Table 1 shows that Android
and i0S dominates the market in the second quarter of 2014. It is so clear that
market share of Android is increasing while others’ shares are decreasing in last
four years. i0S is developed by Apple Inc. and used only by Apple mobile devices
such as iPhone, iPad and Apple TV. Android is Linux-based open source operating
system developed by Google Inc. and used by various vendors such as Samsung,
LG and HTC. In this research, forensic analysis of these two mobile platforms will

be covered and some information will be given about other platforms as needed.

Period Android ios Windows Phone BlackBerry OS Others
Q22014 84.7% 11.7% 2.5% 0.5% 0.7%
Q22013 79.6% 13.0% 3.4% 2.8% 1.2%
Q22012 69.3% 16.6% 3.1% 4.9% 6.1%
Q22011 36.1% 18.3% 1.2% 13.6% 30.8%

Table 1 - Market shares of mobile operating systems’
1. Android

Android was first released in 2007 by Open Handset Alliance which is a
collaboration of mobile technology companies®. It is an open source platform built
on the Linux kernel. Linux is portable and compiled easily on different hardware.
Open source nature makes Android free and customizable. Each Android version
has a special name and they are released in alphabetical order.

Mobile applications which increases the functionality of devices generally

written in Java. Preinstalled applications like Contacts and Web Browser comes

7 Available at http://www.idc.com/prodserv/smartphone-os-market-share.jsp , accessed on October
16, 2014.

8 Available at http://www.openhandsetalliance.com/press_110507.html, accessed on October 16,
2014.
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http://www.openhandsetalliance.com/press_110507.html

within the device as a default. User-installed applications like WhatsApp and
Instagram can be downloaded from Google Play Store, Amazon Marketplace and
so on. Android applications are not affected by other applications or system
functions since each application runs in its own sandbox. An application cannot
access the data of another one due to this security feature.

Android version 4 provides a disk encryption feature for the user partition.
The encryption is based on dm-crypt which is a Linux kernel feature. Versions prior
to 4.4 used a fairly easy to brute force key derivation function. Android 4.4 allows
users to create a separate encryption password. It is expected for new versions of
Android to come with hardware level encryption mechanisms and enabled full disk
encryption by default.

The first step of Android forensics is identifying the device properly. Device
vendor, device model and operating system version should be primarily determined.
Then, suitable device cable and certain drivers to connect the device to the forensic
workstation must be supplied. The USB cable interface of the device may be mini-
USB, micro-USB, EXT-USB and so on. There is no single generic driver for all
Android devices and each manufacturer writes its own driver. USB debugging
option of the phone must also be enabled for accessing to the device.

Linux forensic techniques are not enough for Android forensics since
different Read Only Memory (ROM) types and kernel modes. The Android
Software Development Kit (SDK) is a collection of software used for application
development. It is also a convenient forensic tool to access to the data in device.
After enabling successful connection between workstation and device, Android
Debug Bridge (ADB) in SDK enables communication between client and server. If
the device is locked (by passcode, PIN code or pattern lock), it can be required to
bypass it. Many techniques to bypass these lock mechanisms are available and they
can be applied from easiest to hardest depending on the state of the phone. Deleting
the gesture.key file, updating the settings.db file, smudge attract, Gmail account
usage, recovery mode method and flashing a new recovery partition methods are
common for bypassing the lock mechanisms (Hoog, 2011). The last and hardest
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methods are Joint Test Action Group (JTAG) method and micro-read which will be
discussed later.

The integrity of the device is crucial for admissibility in court but some low
level modifications like rooting may be necessary to acquire data in a forensic
manner. Rooting is simply exploiting a security bug in the device’s firmware and
gaining superuser access. If the device is not rooted, ADB connection will not be
exactly completed. Accessing the sensitive private data in an application generally
requires root access. The examiner must explain and defend the need for rooting
clearly. Positive and negative consequences of the action must be stated fairly for
admissibility of the evidences. By the way, the device may have been rooted before

and this may be an advantage for forensic examiner.
2.10S

10S (previously iPhone operating system) is a mobile UNIX-based operating
system unveiled in 2007 by Apple Inc. It is a closed source operating system unlike
Android that means the source code is not available to the public. It is reproduced
from MacOS X and used in all Apple mobile devices such as iPhone, iPad, iPod
and Apple TV. According to Table 2, iOS was the most used operating system for
Tablets until 2014 July worldwide.

Month Android ioOs Java Symbian Windows Other
ME Phone
MNowvember, 2013 33.89% 55.17% | 4.49% 3.12%% 0.67% 2.66%
December, 2013 35.41% 54.27% | 3.90% 3.18% 0.55% 2.70%0
January, 2014 34.60% 54.46% | 4.26% 3.41% 0.56%0 2.72%%
February, 2014 36.14%% 52.96% | 4.44% 3.50% 0.45%% 2.51%
March, 2014 36.58% 53.29% | 3.36% 3.92%% 0.69%% 2.17%
April, 2014 37.75% 51.11% | 4.36% 3.77% 0.83%% 2.18%%6
May, 2014 41.58% | 48.34%0 | 3.46% 2.52% 2.10% 2.00%0
June, 2014 43.75% | 45.61%  3.77% 2.73% 1.99%% 2.15%
July, 2014 44.62% | 44.19%%  4.19% 2.57% 2.49%% 1.94%%
Aungust, 2014 45.01% | 44.34%  3.77% 2.61% 2.69% 1.57%
September, 2014 47.06% | 43.86%c  2.78% 2.56% 2.38% 1.37%

Table 2 - Mobile/Tablet top operating system share trend®

° Available at https://www.netmarketshare.com/operating-system-market-share.aspx?gprid=9&q
pcustomb=1, accessed on October 17, 2014.
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Each 10S versions have special names as in Android and updates are
provided by Apple for new features, latest hardware and bug fixing from time to
time. iPhone operating system 1.0 was the first release and new operating systems
come with a numerically increasing approach like 1.1, 2.0, 2.1.1, 3.0 and 3.1.1.
Mobile applications for iOS can be written with iPhone SDK and downloaded from
App Store after 2.0 release. Global Positioning System (GPS) which creates great
evidences for different kinds of cases is also available since this release. The first
iPad comes with iPhone operating system 3.2 and Apple renamed the iPhone
operating system to iOS with iOS 4.0. Apple’s cloud service, namely iCloud comes
with iOS 5.x and new forensics area was opened for iOS examiners.

iOS has many security features from core to surface that forensic experts
must generally bypass. Passcode protection is the frequently encountered data
protection mechanism. The passcode was stored simply in keychain, which is a
password management system until iOS 3. Removing the record from the keychain
was enough for bypassing. After iOS 4, password is not stored in the phone and
data in the phone is encrypted if passcode is active. Decryption of system keybag
is necessary in order to reach encrypted keychain items. Brute force attacks for four-
digit passcodes many cause to lock the device or to wipe the contents. It must be
performed on kernel level to prevent locking the device. Brute force attacks for
determination of the passcode nearly takes 18 minutes for simple four-digit and 51
hours for four-alphanumeric passcode (Bommisetty et al., 2014).

The entire file system is encrypted in iOS devices with hardware level
encryption. Secure erase mechanism of iOS removes encryption keys to protect
data. There is no way to get back the encryption keys (Apple Inc., 2014). Even
though data is not overwritten, it is impossible to recover encrypted contents.

Application security is provided by Apple’s approval, code signing and
sandboxing. Developers sign and submit the designed application to Apple for
approval and if suitable, it is published on the App Store. Apple-issued certificate
is required for signing the application. Unlike Android applications, App Store is
the only place to download iOS applications. App Store is less vulnerable than

Android application downloadable sites resulting from code signing and Apple’s
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approval. Sandboxing controls the limits of access to files created by the other
applications like in Android.

Identification of device type and firmware version is the starting point of
iOS forensics. Written information back of the device can be helpful to identify it
if available. If not, internet search for shape, color and appearance may be helpful.
Some information such as firmware version, capacity, serial number, IMEI and
model number can be found under Settings>General>About path. Suitable cable
and certain drivers for connection to the workstation must be provided afterwards.
Apple uses a specific 30-pin connector for charging and file transfer. Examiner
must connect the device to the workstation and find the proprietary drivers to start
examination.

iOS devices have three operating modes; normal mode, recovery mode and
device firmware upgrade (DFU) mode. Each mode has a specific function as a
forensic perspective. Normal mode is a default mode that operating system is
booted. This is the user mode for calling, sending sms and other regular activities.
Recovery mode is for upgrading or downgrading the device and achievable by
bypassing the booting of the operating system. DFU mode is low-level mode to
upgrade firmware and to acquire a physical image of the device.

Low level modifications like jailbreaking may be necessary to acquire some
evidences from device. General approach for jailbreaking is nearly the same as
rooting for admissibility of the evidences. Boot ROM vulnerabilities for iPhone 4
and older devices facilitate physical acquisition. But, no such vulnerability is found
for iPhone 4S and subsequent models. Jailbreaking may be inevitable for physical

acquisition of recent devices.
3. Other Operating Systems

The sum of utilization rates of other operating systems is nearly %4
nowadays. Consequently, priority should be given to Android and iOS. But, it is
inevitable to encounter Windows Phone, Blackberry, Symbian devices and so on
for mobile forensic specialists. Windows Phone is popular in Asia, Latin America

and Africa. Blackberry devices are commonly used for security and data protection
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features. Symbian was one of the most popular mobile operating system until the
end of 2010 (Barmpatsalou et al., 2013).

Commercial tools and Windows Phone Device Manager can be used for
acquisition of Windows Phone devices. Bypassing the security features, accessing
the phone and deleted data recovery are challenging aspects of these devices like
other recently invented device models. Physical acquisition may be dangerous for
some Windows Phone models (Klaver, 2010). Moreover, performing a standard
physical acquisition method is not satisfactory due to an internal memory diversity
(Satheesh Kumar et al, 2012).

Blackberry is harder to examine and Blackberry Desktop Manager is used
as a forensic tool by many experts. Bypassing the security mechanisms such as
passcode protection is generally troublesome. Some methods are also getting
encrypted useless data. Back up method is mostly the only way for user data.

There was no security mechanism to bypass for Symbian older phone
models (Distefano and Me, 2008). The tool was developed namely SMIT for bit-
to-bit copy of the file system and deleted data recovery (Pooters, 2010). This was
the great step in Symbian forensics world because previous tools could not retrieve
deleted contents.

B- Evidence Extraction

Evidence extraction methods and tools are the fundamental side of mobile
forensics. Worldwide accepted process model is not still available but there are
some attempts for standardization. There is no unique tool to analyze all device
models. Furthermore, there is no method to analyze some models effectively. The
main reasons are too many device type and very rapid emergence of new products.
Understanding the software and hardware characteristics is necessary as well as
bypassing the security measures for a complete investigation.

Mobile devices comprise volatile and non-volatile memory. Most of the
latest smartphones contain Random Access Memory (RAM) as a volatile memory

and NAND as a non-volatile memory. When device is powered off, dynamic data
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in RAM is lost. But, data is still available in NAND until secure erase or wipe
operations. RAM may contain some crucial data such as passwords and credit card
numbers. But, it is more difficult to acquire volatile data than non-volatile data from
mobile devices.

In this research, data extraction types and tools from only non-volatile

memory will be explained and performed.
1. Methods of Extraction

Data extraction process for mobile devices means taking as much
information as possible within a reasonable time. This process can be divided into
three main category; manual, logical and physical extraction methods. It may be
needed to apply all methods one by one to check the results. Degree of difficulty of
the methods are not the same. In Figure 3, extraction methods are classified

(Brothers, 2011). From bottom to top, methods are getting harder and more

expensive in each level. More experience and training are also required.

rO
"

Hex
Dumping/JTAG

Logical Extraction

Figure 3 - Mobile device extraction methods
a) Manuel Extraction

The simplest meaning of manual extraction is observing the contents on the
screen of the device. Manuel extraction is the easiest method but it can be time-
consuming. If other methods are not applicable, this is the last chance of evidence
collection. Reporting of the case may be troublesome with manual methods like

taking picture or video recording of the screen. The precondition of the method is
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successful booting of operating system with undamaged keyboard and screen.
Experts must be cautious while navigating between menus to avoid deleting any

content.
b) Logical Extraction

Logical extraction is a method applied with the help of back up and device
synchronization features with a computer. The method starts with connection to the
workstation generally via USB cable, RJ-45 cable or Bluetooth. Then, necessary
drivers for device must be installed for detection by workstation. Existing files and
directories without deleted contents in the device can be acquired with this method.
In some cases, retrieved files like SQLite can contain deleted data. Logical
acquisition is generally easier than physical acquisition. As a result, many mobile
forensic tools can perform logical extraction. In addition, official back up and
synchronization tools such as iTunes, Samsung Kies and BlackBerry Desktop Suite
can retrieve many evidences as a logical extraction. The crucial side is prevention

of any modification on device.
c) Physical Extraction

Physical acquisition is more likely imaging a computer. The method enables
direct access to the internal flash memory and bitwise copy to the workstation.
Unallocated space data which includes deleted contents can also be retrieved and
many forensic methods can be applied on physical image. Even though
manufacturers place some security mechanisms to protect the contents, some low
level methods can dump the memory. After dumping stage, decoding is required
for clarity.

Level 3 and above in Figure 3 shows physical extraction methods. More
technical background and specific education is needed with particular equipment
for high level methods. Experts must choose suitable and feasible one for each case
based on the facilities in their lab environment.

Hex dumping is widely applied method for physical extractions. After

connecting the device via cable or Wi-Fi, specific boot loader is used for dumping
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the flash memory. Parsing and decoding is required since acquired data is raw and
binary. JTAG method is applied through connection to the Standard Test Access
port on a device and obtaining raw data from memory chips. The challenging parts
of JTAG method are finding test access port and correct chips, solving memory
reading protocol and applying correct voltage. It is harder than hex dumping and
can be more effective for locked devices.

Chip-off method is acquisition of raw data from memory chip. Chip must be
desoldered cautiously. After cleaning the chip, specific chip reader device must be
used for extraction. Then, extracted binary raw data can be analyzed with various
software. If data was encrypted, encryption key is necessary to decrypt the data.
Variety of chip types may necessitate several hardware and software to apply this
method. Detailed hardware knowledge is required for experts to avoid data
destruction while heating and desoldering. Less destructive data extraction methods
should be performed before chip-off if available. Damaged and inactive devices can
be analyzed by this method if memory chip is in good condition.

Micro read process is reading gate status values, 0’s and 1’s from chips by
the help of electron microscope after desoldering and cleaning chips. The creation
of ASCII values from bits and forming comprehensible information is the next
process. This costly and time consuming method is only applicable for high profile
cases related to national security and terrorism. There is no standard methodology
in this field. Moreover, no commercial tool is available for a complete investigation
(Ayers et al., 2014).

2. Extraction Tools

The rapid development of mobile device market necessitates the
improvement of mobile forensic tools. Preliminary investigations were applied by
manually looking at the screen of devices and writing down significant data.
Photographing the screen was the subsequent more reliable idea. After device
synchronization with computer and back up features of mobile devices, logical
acquisition methods and tools were developed. Learning internal specifications and

bypassing security features of mobile devices resulted in physical extraction
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methods and tools. Tools are updated frequently due to new device models and
operating system version changes. It is advisable for experts to use more than one
tool in their labs to compare examination results. They may also use non-forensics
tools for device backup, testing and management.

An ideal mobile forensics tool should meet some requirements. It must
recognize the mobile device by cable, Bluetooth or so on. It must also perform a
logical acquisition and should perform a physical acquisition. It must produce a
comprehensible report and should generate a log file explaining all steps. Various
language support and hash calculation for each file improves the quality of the tool.
The results of the tool should be useful and comprehensive. Obtained images at
different times should be identical. The tool should not perform unnecessary
modification of the data.

National Institute of Standards and Technology (NIST) has classified mobile
forensics tools and gives some information about them?°, The Computer Forensics
Tool Testing (CFTT) program is also testing the mobile forensics tools and
provides a detailed information about the test result of each tool*?. CFTT is testing
acquisition and reporting of social media related data with the help of Facebook,
Twitter and LinkedIn applications.

XRY, Cellebrite UFED and Oxygen are the most widely used commercial

tools that will be mentioned briefly.
a) XRY

XRY is developed by Micro Systemation Company from Sweden. The
company was founded in 1984 for mobile communication area, but they have
focused on mobile device forensics since 2003. XRY is used by police, law

enforcement, military, government intelligence agencies and forensic laboratories

10 Available at http://www.cftt.nist.gov/tool_catalog/populated_taxonomy/index.php?ff_id=5,
accessed on October 23, 2014

11 CFTT program is a joint project of the Department of Homeland Security (DHS), the National
Institute of Justice (N1J), and the National Institute of Standards and Technology Law Enforcement
Standards Office (OLES) and Information Technology Laboratory (ITL).

2 Available at http://www.cftt.nist.gov/mobile_devices.htm, accessed on December 9, 2014.
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in over 90 countries worldwide®3. XRY 6.11 version was released in 13th October
2014 and 13048 device profiles supported with this release. The complete kit
consists of various connection cables, card reader, SIM id-cloner and software with
licence key.

XRY/XACT v6.10.1 was tested within CFTT program. It was tested across
supported Android and iOS devices and a feature phone!. Social media application
data reporting performance of the tool for Android and iOS devices was that the
tool acquired and reported data successfully. For a future phone, the tool was unable

to perform the test for social media applications.
b) Cellebrite UFED

Cellebrite tools have been developed by the Cellebrite Company since 1999.
More than 300 people are working for a company. 60 countries are using Cellebrite
Universal Forensic Extraction Device (UFED) all over the world. UFED performs
physical, logical, file system and password extractions from various devices. UFED
4.0 version was released in September 2014 and 13685 device profiles are
supported with this release®. The complete kit contains cables, adapters, various
cases, software and son on.

UFED Physical Analyzer v3.9.6.7 was tested within CFTT program. It was
tested across Android, BlackBerry, iOS, Windows mobile and various feature
phones'®. Social media application data reporting performance of the tool for
Android and iOS devices was that the tool failed to return expected test results. For
BlackBerry, Windows Mobile and Feature Phones, the tool was unable to perform

the test for social media applications.

13 Available at https://www.msab.com/company/about-us, accessed on October 23, 2014
4Available at  https://cyberfetch.org/sites/default/files/XRY -XACT%20v6.10.1%20Test%20
Report.pdf, accessed on December 9, 2014.

15 Available at http://releases.cellebrite.com/releases/ufed-release-notes-4-0.html, accessed on
October 24, 2014

16  Awvailable at https://cyberfetch.org/sites/default/files/lUFED%20v3.9.6.7%20Test%20
Report.pdf, accessed on December 9, 2014.
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c) Oxygen

Oxygen Software Company was founded in 2000 and their tool supports
more than 8400 devices as of today. "Oxygen Forensic Suite" and
"Oxygen Forensic Suite 2014" are the trademarks of Oxygen Software. It is widely
used in USA and Europa by federal and state agencies'’. Examiner can import and
analyze image files generated by other mobile forensics software by the help of

Oxygen Forensic Suite.
d) Open Source Tools

Commercial tools are expensive and they do not support all devices. They
still miss some of the data and do not parse all third party applications. Open source
mobile forensics tools are generally platform-specific and concentrates mainly on
smartphones. iTunes, iPhone Backup Analyzer, iExplorer, iBackupBot and Plist
Editors are example tools for iOS devices. FTK Imager, Android SDK, Open
Source Android Forensics Toolkit, AFLogical, dd command and Autopsy Android
Module are example tools and platforms for Android devices. Katana Forensics'
Lantern Lite imager, TULP2G, BitPim, WhatsApp Extract, Skype Xtractor,
Foremost, SQLite Browsers, Hex Editors are also popular tools for mobile

forensics.

C- Types of Evidences

Evidences related to mobile devices can be found in internal memory,
volatile memory like RAM, external storage like Micro SD card and SIM card.
Most of the evidences exist in devices’ internal memory and tools are mostly
developed to retrieve these data. Some limited researches about retrieving volatile
data from mobile devices are available but this area is more challenging. SIM card

readers and data acquisition software were developed by various companies for

17 Available at http://www.oxygen-forensic.com/en/company, accessed on October 24, 2014.
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stand-alone examination of SIM cards. Micro SD card investigation is similar to
standard computer forensic investigation and they can be examined individually.
Following points can be potential evidences in mobile forensics area:
e Identifiers; IMEI, ESN, ICCID and so on.
e Address Book; names, numbers, E-mails and son on.
e Call History; received, dialed and missed calls in addition to call durations.
e Calendar Information; calendar entries.
e Messages (SMS, MMS); sent and received text messages, videos, and
pictures with time stamps.
e E-mails; sent, received and draft mails.
e Multimedia; photos, videos and audios (with metadata information)
created by devices, downloaded from internet and sent by others.
e Web History; visited websites.
e Electronic Documents; Various documents created, downloaded or
transferred by.
e Application data; data stored by installed or default applications.

e Geolocation data; GPS data, routes and maps.

Ideal mobile forensics examination should contain all potential evidences.
But some points should be targeted firstly for efficiency. For example, examination

sequence of drug dealing and child pornography is not the same.

D- Challenges

It is inevitable for experts to encounter difficulties in every phase of mobile
forensics. From seizure to reporting, explaining technical and legal remarkable
hardships briefly will help researchers.

The first challenge in this field is differences in hardware designed by sheer
number of manufacturers. Lab environments must contain batteries, chargers,

cables and drivers for each candidate device. If low level physical acquisition
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methods are required, proprietary chip reader, data parser and decoder may also be
needed.

The second challenge is operating system type and frequent version updates.
After identifying the operating system type and version, proprietary investigation
methods must be performed. Each operating system has different file systems and
some of them are closed source. Limited investigation methods are available for
some of them. The method can be effective for a device and operating system
version, but it can be useless for its successors.

The next challenge is security features. Full disk encryption mechanisms,
passcode locks and wipe features are most common security mechanisms
encountered by examiners. Some of these can be bypassed but no vulnerabilities
have been found for some of them.

Another challenge is data update. Mobile devices are generally active while
acquisition. Unexpected intervention to the device may cause loss of critical data.
Some running processes may change the state of the device. Unclosed cellular
networks, Bluetooth, Wi-Fi and Infrared may also alter the data content. Keeping
the device in faraday bag is the most common precaution. If some necessary
operations cause data update, it must be stated clearly in a report.

Another challenge is choosing the right software. There are many
commercial and open source tools available in this field. It may be unreasonable to
buy and use all of them but necessary software which is capable of acquisition and
analyzation must be chosen. However, using more than one tool gives a chance of
comparing the results.

The last challenge is jurisdictional issues. There may be differences between
laws related to device seizure, chain of custody, rooting and jailbreaking in different
countries. Moreover, there may not exist any legislations about these issues in some
countries. Forensic examiner should know the jurisdictional side of the mobile

forensics science.
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IV. Social Media Forensics on Mobile Devices

Many people have been working on social media and mobile forensics
topics. A number of cases frequently come up about these topics. It is important to
mention previous works and sample cases about social media forensics on mobile

devices.

A- Related Work

The number of criminal cases related to social media are increasing all over
the world. New research findings and guidelines about social network artifacts are
needed. Researchers have found some investigation methods and explained
obtained critical data that may help to enlighten the cases. New researches should
be performed in this area due to new mobile devices and new social networks.

Bader and Baggili examined iPhone 3GS and found Facebook related
database which consists some information about Facebook friends (Bader and
Baggili, 2010). Lessard and Kessler examined Android phone HTC Hero and found
user name, unencrypted password and various information about Twitter (Lessard
and Kessler, 2010). They also found some Facebook related data in contacts
database. Morrissey stated his findings about Skype, Twitter, LinkedIn, AOL AIM
and Facebook applications in his book (Morrissey, 2010). He found user names, E-
mails, ID numbers, friend lists, location information and time stamps. Acquisition
and analysis of sensitive data from Facebook, Twitter and some Korean social
networking applications with an iPhone was explained in 2011 (Jung et al., 2011).
Tso et al. mentioned back up file information about Facebook, WhatsApp and so
on (Tsoetal., 2012).

Forensic analysis of Facebook, Twitter and MySpace applications on
BlackBerry, iPhone and Android phones was performed in 2012 (Mutawa et al.,
2012). The aim of the research was determination of the location, amount and
significance of critical data related to widely used social networking applications

on mobile devices. Similar research was performed on iOS devices for QQ,
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WeChat, Sina Weibo and Skype applications which are very popular in China
(Zhang and Wang, 2013).

To sum up, most of the previous researches about social network application
forensics have been performed on most used applications, most used mobile phones
and most used operating systems. Researches generally do not include any low level
modification like rooting and jailbreaking. Logical acquisition methods have been
preferred instead of physical ones. It is advisable for further researchers to use

physical acquisition methods to recover deleted contents.

B- Sample Cases

In Oscar Pistorius case, WhatsApp messenger messages reveal 35,000 pages
worth of messages between the couple. The evidence was extracted and shown to
the court using XRY software!®,

In Ohio rape case'®, evidence on social media and on the phone enlighten
the case. Text messages posted to some social networks show that the rape
happened. A photo snapped by a mobile phone shows the girl naked on a floor.
Digital video which is published online shows a group of students joking about the
assault. In this case, no physical evidence of the rape exists. The court focused
strictly on the interpretation of the media evidence.

In a teen murder case®® in Canada, text messages, Wikipedia searches,
instant messages, a confession in a World of Warcraft chat, GPS data associated
with a text message sent from the scene of the murder and Google map searches for
places to dump the body were found as an evidence. In total, the Tech Crimes Unit

amassed the equivalent of 1.4 billion sheets of paper from computers and phones.

18 Available at https://www.msab.com/posts/news/xry-used-in-oscar-pistorius-trial, accessed on
November 20, 2014

19 Available at http://www.minnpost.com/christian-science-monitor/2013/01/ohio-rape-case-
evidence-social-media-creates-new-world-justice, accessed on November 20, 2014

20 Available at http://www.forbes.com/sites/kashmirhill/2011/11/03/solving-a-teen-murder-by-
following-a-trail-of-digital-evidence/, accessed on November 20, 2014,


https://www.msab.com/posts/news/xry-used-in-oscar-pistorius-trial
http://www.minnpost.com/christian-science-monitor/2013/01/ohio-rape-case-evidence-social-media-creates-new-world-justice
http://www.minnpost.com/christian-science-monitor/2013/01/ohio-rape-case-evidence-social-media-creates-new-world-justice
http://www.forbes.com/sites/kashmirhill/2011/11/03/solving-a-teen-murder-by-following-a-trail-of-digital-evidence/
http://www.forbes.com/sites/kashmirhill/2011/11/03/solving-a-teen-murder-by-following-a-trail-of-digital-evidence/
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In a treason case involving famous Rwandan singer Kizito Mihigo and
journalist Cassien Ntamuhanga, shared messages over the phone, WhatsApp and
Skype was an evidence?!,

Federal investigators in USA linked the Landry Crew to the crimes in part
by mining email, cellphone records and social media accounts??. Some of the gang
members took pictures of themselves after the robberies rolling around in cash and
stolen items. Facebook, Twitter, Instagram and YouTube videos are found posted,
apparently mixing cough syrup with soda, with a pistol and a bag of marijuana

nearby.

21 Available at http://www.theeastafrican.co.ke/news/Phone-evidence-used-in-terror/-
/2558/2294196/-/klwpvi/-/index.html, accessed on November 20, 2014.

2 Available at http://www.sfgate.com/crime/article/7-East-Bay-gang-suspects-indicted-after-
social-5336622.php, accessed on November 20, 2014


http://www.theeastafrican.co.ke/news/Phone-evidence-used-in-terror/-/2558/2294196/-/klwpvi/-/index.html
http://www.theeastafrican.co.ke/news/Phone-evidence-used-in-terror/-/2558/2294196/-/klwpvi/-/index.html
http://www.sfgate.com/crime/article/7-East-Bay-gang-suspects-indicted-after-social-5336622.php
http://www.sfgate.com/crime/article/7-East-Bay-gang-suspects-indicted-after-social-5336622.php
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§3. RESEARCH METHODOLOGY

The main purpose of this research is determination of user artifacts related
to social media applications on mobile devices. Device acquisition methods, useful
forensic tools and critical data types will be explained briefly. The methodology in
this research is divided into four main phases; rooting and jailbreaking, scenarios,
acquisition and analysis.

New phones including current operating systems were prepared primarily.
Rooting and jailbreaking operations were achieved at first step. Then, both physical
and logical acquisition of user data free devices were performed. Acquisition
methods and acquisition tools were explained. Then, up to date mobile applications
of most popular six social network were installed in each device. Imaginary
accounts were created and some activities were prepared for each application. After
that, physical and logical acquisition of devices were performed again with same
methods and tools. Finally, analysis were conducted and explained in detail.

|. Test Environment and Requirements

For a complete mobile forensics investigation, forensic workstation must
contain many hardware and software. Availability of both commercial and open
source software provides a better quality of examination. Hardware sufficiency is
also inevitable for a complete investigation.

The following is the list of used hardware and software in this research:

e Windows 7 Professional 64-bit operating system with 8 GB RAM

e Samsung GT-i9500 Galaxy S IV (16 GB capacity and Android 4.4.2)

e Apple iPhone 5S (A1457 chip, 32 GB capacity and i0S 8.1)

e Mobile applications of Facebook, Twitter, Google+, Instagram, WhatsApp
and LinkedIn for iOS and Android

e XRYv6.11.1

e AccessData FTK Imager v3.0.0.1443

e Android SDK
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e VMware workstation 9.0.1

e SANS Investigative Forensic Toolkit (SIFT) 2.13 Linux Workstation
e Panguv1.2.1 for jailbreak

e 0din3v3.09 and CF-Root Package for rooting
e Putty v0.63

e WiInSCPv5.5.6

e HFSExplorer 0.21

e WinHex 15.9

e Plist Editor Pro v2.0

e SQLite Database Browser v3.4.0

e Micro USB cable for Samsung phone

e Lightning to USB Cable for iPhone 5S

e 16 GB Micro SD card

e 2 Avea SIM Cards

In this research, main platform is Windows 7 operating system. Linux based
SIFT 2.13 workstation is used in virtual machine. Android phone is rooted with
Odin 3.0.9 and iOS phone is jailbreaked with Pangu software. Mobile applications
are downloaded from Apple Store for iPhone and Google Play Store for Samsung.
Logical acquisitions are performed with XRY v6.11.1 and physical acquisitions are
performed with UNIX “dd” command?®. Various programs are used in Windows
and Linux environment for analyzation of forensic images. Specific files obtained
from images are opened and analyzed with particular editors and browsers.

Mobile phones had to be unused or previously wiped in this research. They
also must be unlocked to perform physical acquisitions. Rooting and Jailbreaking
could not be performed for locked devices. There is still no method for iPhone 5S
to bypass the passcode. Moreover, there is no tool to perform physical acquisition

without jailbreaking. XRY v6.11.1 commercial software cannot perform physical

23 dd can be used to copy from source to destination, block-by-block, regardless of file system types
or operating systems. dd can also be used for imaging raw disk partitions of mobile devices.
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acquisition for both phones. Low level modifications like rooting and jailbreaking
for physical acquisitions seem necessary for both of them.

[l. Limitations of Research

In this research, the first limitation is mobile operating systems. iOS and
Android mobile operating systems were chosen for their high usage rate. iOS 8.1
and Android 4.4.2 were the last versions when the examination was started.
Jailbreak and rooting methods are different for different operating system versions.
Acquisition and analyzation methods are also changeable.

The second limitation is social network apps. Last versions of 6 mobile
social network apps were installed and analyzed. There could be some difference
between different versions of applications. Analyzation of differences between
different versions of an individual application is another topic which is not
mentioned in this research.

The third limitation is commercial software for forensic imaging. XRY
v6.11.1 is the only commercial tool used for forensic imaging and analysis.
Commercial tools generally facilitate the examination. But, it is not easy to make a
payment for examiners. However, more than one open source software were used

for imaging and analysis in this research.

lll. Rooting and Jailbreaking

The simplest meaning of rooting is gaining root access to a device. It gives
permission to replace system applications and to run special applications which
requires administrator-level permissions. Jailbreaking is removing limitations on
device and enables to install and use various applications like SSH. Although the
main concept behind them is similar, the limitations of control over devices are
different. The goal of rooting and jailbreaking is the same in this research. The main
purpose of these low level modifications is acquiring physical images of devices.

There were no chance to acquire physical images without rooting and

jailbreaking. These kind of modifications were performed before applying the
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scenarios to prevent data loss. The main reason for choosing this method is trying
to find all user artifacts in devices. Low level modifications may give a chance to
detect unpredictable user remnants.

Admissibility of these mobile devices is also indispensable. Most of the
countries do not have laws including rooting and jailbreaking. In some situations,
data acquisition from mobile devices can be impossible without low level
modifications. For example, logical image is not enough if all user data was deleted
from device manually and low level alterations are necessary unless any tool
supports physical imaging. In addition, widely used commercial tools may also
have a support for rooting. This support also shows the necessity of modification
on devices.

Different acquisition methods also may give different outcomes. All
possible acquisition methods had to be applied before low level modifications.
Rooting and jailbreaking can be performed as a last resort. Most of the previous
researches are based on non-modified devices and logical acquisition methods.
Consequently, there is a huge need for forensically sound low level modifications

and physical acquisition methods.

V. Scenarios

Preparation of specific scenarios for each application is preferred instead of
real user data. The aim of the scenarios is comparing the obtained user artifacts with
the scenarios. This comparison facilitate to understand which user activities were
stored in the phone memory. It will be detected easily if a specific activity did not
leave an artifact.

Each scenario is started from operating system installation. SIM cards were
provided and both devices were connected to the internet via Wi-Fi. E-malil
accounts were created and some security questions were answered while installing
operating systems for each phone. After jailbreaking and rooting operations, last
versions of social network applications were installed. Applied scenarios are

explained in Table 3.



Version
Application Activity
iOS Android

Account creation
Profile update
Comment posting
Facebook 18.0  21.0.0.23.12 -
Comment Editing
Location sharing
Photo upload
Sending a text message
Receiving a text message
Facebook 15.1 16.0.0.16.15 Deleting a message
Messenger .
Sending a photo
Deleting a photo
Account creation
Profile update
Follow some accounts
Unfollow some accounts
Twitter 6.17 5.34.0 Comment posting
Private message sending to a friend
Location sharing
Photo upload
Sample search
Account creation
Profile update
Follow some accounts
Google+ 4.7.4 4.2.4 Unfollow some accounts
Comment posting
Location sharing
Photo upload
Account creation
Profile update
Follow some accounts
Instagram 6.2.0 6.10.1
Unfollow some accounts
Photo sharing
Deleting a photo
Account creation with phone number
Profile update
Adding a friend
WhatsApp 2.11.12 2.11.432 Sending and receiving a text message
Messenger . o
Sending and receiving a photo
Location sharing
Deleting any content
Account creation
LinkedIn 8.1.58 3.4.3 Profile update

Searching a friend

Table 3 - Activities performed for each application on each device

29
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V. Acquisition

Acquisition phase is most challenging part of this research. Both physical
and logical images of each devices were acquired. Before application installations,
logical and physical images were acquired when the devices were free of user data.
After installing the mobile applications, images were acquired again with same
methods and tools. This procedure gives us the chance to compare the previous and
next images. After comparisons, it will be easier to detect user remnants in devices.

XRY v6.11.1 is the only commercial software to acquire forensic images of
mobile devices in this research. It has the ability to acquire physical images of
iPhone 4 and previous iPhone devices. Unfortunately, because of hardware level
security mechanisms, XRY v6.11.1 cannot acquire physical images of iPhone 4S
and subsequent iPhone devices. Logical acquisitions could be performed easily with
XRY v6.11.1 and open source UNIX “dd” command line tool was preferred for
physical acquisition. Jailbreaking applied and Secure Shell (SSH) network protocol
was used to acquire physical image of iPhone 5S. Sector level physical imaging
was performed for all raw disk partitions.

XRY v6.11.1 has a 2 types of logical imaging support for Samsung GT-
19500 Galaxy S IV. Both Backup and Agent extractions were performed. Rooting
was applied and Android SDK was used to acquire physical image of device.
Significant raw disk partitions were tried to be acquired bit-to-bit and one by one.

After the end of the image acquisition phase, analysis phase is started.

VI. Analysis

The last and detailed phase of this research is analysis phase. Many forensic
tools were used to reveal user artifacts related to installed applications. Most of the
tools are open source which means free of charge. Some of them are commercial
and payment is required to use them with full functionalities.

The main tool is XRY v6.11.1 in this research. It helps for both acquisition

and analysis. It decodes and parses the files to present in a comprehensible format.
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Some of the file types could not be recognized but files could be exported by the
help of XRY. Other tools were used to analyze them.

AccessData FTK Imager was used for mounting Android images and
HFSExplorer was used for mounting iOS images. After mounting the images, files
were able to previewed and exported with these tools. Image mounting tools were
not enough for opening some specific files. It was necessary to try another tools for
analyzation.

SQL.ite file type is used commonly in mobile devices. After image mounting
and exporting the SQL.ite Database files, SQLite Database Browser can be used to
open and analyze them. There is also a possibility to recover deleted contents from
SQLite files. It depends on the deleted data management rules. The rules can be
classified into three. First rule is deletion of data overwrites contents with zero(s).
Recovery is impossible in first rule. The second rule is removing deleted area and
it is troublesome to trace occurrence of deletion. The third rule is to set the data area
as free and recovery is possible unless contents are overwritten. Web browsers
generally use first rule while mobile applications generally use second and third
rules (Jeon et al., 2012).

In iOS devices, property list (p-list) files are also commonly used for storing
user settings and some information about applications. Plist editors can be used to
open and analyze these files.

R-Studio and foremost file carving tools were also used in this research.
These programs can be used for various image types and various file systems.
Physical images of devices include unallocated spaces. Some deleted contents could
be restored from these areas unless overwritten by other data. The main point of
carving is to know headers and footers of requested files.

WinHex and some commands like “xxd” were used for low level analysis.
Some data contents could not be carved by carving tools and string search might be
useful. Data from scenarios would be searched to look if it was available in the
images. Because of encoding and encryption mechanisms, this method may be

useless in some situations.
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§4. EXAMINATION AND ANALYSIS

This section covers detailed information about rooting and jailbreaking
operations, scenario creations, acquisition techniques and analyzation methods with

various forensic tools. Determined artifacts are also presented in detail.

|. iOS Device Forensics

iPhone 5S A1457 model with 32 GB capacity and iOS 8.1 operating system
is the sample device in this research. Fundamentals of iOS forensics have been
covered briefly and detailed technical analysis about each social network
application will be performed in this section. Jailbreaking, scenario creation and

acquisition techniques will also be explained before analysis.

A- Jailbreaking

Method of jailbreak for iOS devices may change for each device model and
for each i0OS version. Pangu software is the best known tool to jailbreak the iPhone
5s with i0S 8.1. Pangu version 1.2.1 also includes Cydia as well. Cydia enables to
install software packages unavailable on the App Store.

Before jailbreaking, we turned off any lock screen passcode as well as Find
My iPhone feature. Then, we turned on Airplane mode. We updated the iTunes
version installed before. After downloading the version 1.2.1, we run the program
as Administrator. While Pangu software is running, we connect the iPhone to our
forensic workstation using Lightning to USB cable. After driver installation and
detection the phone by Pangu, we click the “Start Jailbreak™ button in the center.
The device rebooted and “iPhone 5s (Global) with iOS 8.1 (12B411), Jailbroken”
information appears on the screen as shown in Figure 4. This means that

jailbreaking is succeeded.
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Pangu Jailbreak (for i0S8)

Joe's iPhone (iPhone 5s (Global))

iPhone 55 (Global) with 105 8.1(12B411),jaibroken

IO TE:Please backup your devices before jailbreak. Pangu would not cause any
problemns, but we cannot make any guarantees. Use pangu at your own risk.

0 Feedback Official site http://pangu.io Twitter @PanguTeam Vversion:1.2.1

Figure 4 - Pangu software screen after iOS Jailbreak

After jailbreaking, openSSH is installed to connect to device from computer

via Wi-Fi. This will help to image raw disk partitions.

B- Scenarios

After jailbreaking operation and openSSH installation, the device is ready to
install social network apps. Last versions of all six apps are downloaded from App
Store successfully. Apple ID E-mail is used for account creation in each platform.
Different passwords are chosen and profiles are updated with many personal details.
Most of the personal information is chosen imaginary. After profile update,
common user activities such as photo sharing, location sharing, sending a text

message and adding a friend are performed.

C- Acquisition

Both logical and physical acquisitions of iOS device are performed before
and after application installations. XRY v6.11.1 is the commercial software used
for logical acquisition. It cannot still perform physical acquisition for our sample
I0S device. After connecting the device to the forensic workstation, XRY can
detect the device type and prompts to choose the right model. After choosing iPhone

5S (A1457), predesigned specific page for this device appears as shown in Figure
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5. This page gives information about connection type, possible data types to acquire

and some other exceptional information.

B XRY Extraction Wizard =% Fom == |

LOGICAL

Connectivity q V

+ cable (iPhone Cable 2)

< Blustooth Logical (Full Logical (No
read files

Recommaend Jad Media: Cable ) )

Features
AppleiPhone 55 L

(A1457)

(Partial Support)
v Files

— Memory card

Other Information

Confirmed with Software version: i0S 7.0.3

(- ber is not supportad.

rmation: PC & device clock is not

Figure 5 - XRY v6.11.1 sample screen for iPhone 5S

After clicking “Logical (Full read) button”, XRY asks for image file name
and directory to save the image. Then, acquisition starts and log messages appear
on the screen. “Logical extraction finished successfully!” message appears when
XRY finishes the imaging. We have to click “continue” and “finish” buttons
respectively for decoding the acquired data. Finally, “Image Decoding finished
successfully” message appears and this shows that logical acquisition phase is
finished. The image is ready to analyze now.

SIFT 2.13 Linux Workstation is used for physical imaging of the sample iOS
device. After jailbreaking and openSSH installation on the phone, we changed the
default SSH password. Then, the phone and forensic workstation placed on the
same wireless network. “ssh root@ip_address” command is used for connection to
the 10S device as a root user via SHH server. After entering password, “Joes-
iPhone:~ root#” expression appears on the screen as shown in Figure 6. This
expression means that SSH connection is successful. Joe is the name of the device
which was given before. “Is —1 /dev/rdisk*” command is used for learning raw disk
partitions on the iPhone. Partitions are as follows:

o rdiskO is the entire file system,

e rdisk0s1 is the firmware partition,
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o rdisk0s1s1 is the root file system,

o rdisk0s1s2 is the user file system.

root@SIFT-Workstation: /

File Edit View Terminal Help
root@SIFT-Workstation:/# ssh root@l192.168.137.84
root@l192.168.137.84's password:
Last login: Tue Nov 25 09:22:21 2014 from 192.168.137.1
Joes-iPhone:~ root# 1s -1 /dev/rdisk*

root operator ® Nov : /dev/rdisk0

root operator 1 Now : /dev/rdisk@sl
root operator 2 Nov : /dev/rdiskOslsl
root operator 3 Nov : /dev/rdisk@sls2
root operator 4 Nov : /dev/rdiskl
root operator 5 Nov : /dev/rdisk2
root operator 6 Nov : /dev/rdisk3

Joes-iPhone:~ root#

Figure 6 - Connection to the SHH Server on iOS device

File system in iOS device contains two logical disk partitions. These are
system partition and user data partition. System partition has a smaller size than
user data partition and it includes little information related to this research. On the
contrary, user data partition includes many information about installed applications
and other user activities. “mount” command shows the mounted partitions on iOS
device. System partition is mounted on / (root) and user data partition is mounted
on /private/var as shown in Figure 7.

Joes-iPhone:~ root# mount
/dev/disk@slsl on / (hfs, local, journaled)
devfs on /dev (devfs, local, nobrowse)

/dev/disk@sls2 on /private/var (hfs, local, journaled, noatime, protect)
Joes-iPhone:~ root#

Figure 7 - Mounted partitions on IOS device

It is now clear that imaging and analyzing the user data partition (rdisk0s1s2)
is the primary goal for iOS device in this research. It is also better to image and
analyze system partition (rdiskOs1s1) in case of evidentiary data.

“ssh root@ip_adress “ dd if=/dev/raw_disk partititon bs=block size” >
imageName.dmg” command helps to image raw disk partitions as shown in Figure
8. When imaging finishes, size of the image with elapsed time and imaging speed
appear on the screen. Size of the user data partition is 29 GB and the system

partition is 3 GB in this research. This information shows that physical imaging is
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completed successfully. rdisk0s1s2.dmg and rdiskOs1s1.dmg image files are ready
to analyze.

root@IFT-Workstation: /home/sansforensics/Desktop/VMware-Shared-Drive/Z/Phone imag
es# ssh root@192.168.137.84 " dd if=/dev/rdiskdsls2 bs=8192 " > /home/sansforensi
cs/Desktop/VMware-Shared-Drive/Z/rdisk@s1s2.dmg

root@192.168.137.84's password:

3506235+1 records in

3506235+1 records out

28723081216 bytes (29 GB) copied, 11669.3 s, 2.5 MB/s
root@SIFT-Norkstation:/home/sansforensics‘?esktop/vﬁware-Shared-Drive/Z/Phone imag
es# cd ..

root@SIFT-Workstation:/home/sansforensics/Desktop/VMware-Shared-Drive/Z# cd ..
root@IFT-Workstation: /home/sansforensics/Desktop/VMware-Shared-Drive# ssh root@l9
2.168.137.84 " dd if=/dev/rdisk@slsl bs=8192 " > /home/sansforensics/Desktop/VMwa
re-Shared-Drive/Z/rdisks1s1.dmg

root@192.168.137.84's password:

364484+1 records in

364484+1 records out

2985857024 bytes (3.0 GB) copied, 1119.56 s, 2.7 MB/s

root@SIFT-Workstation: /home/sansforensics/Desktop/VMware-Shared-Drive# D

Figure 8 - Imaging raw disk partitions of iOS device

D- Analysis

After creating logical and physical images of iPhone 5S, analyzation is
started. Logical image is created and analyzed with XRY v6.11.1. In documents
section of XRY output, there are many xml, log and plist files related to social
network applications. In databases section, many SQLite database files are also
created by social network applications. These type of files are exported and opened
one by one with specific file editors. File contents are compared with the scenarios
and artifacts of each platform are determined.

HFSExplorer is used to open physical images of iPhone 5S. After opening
the images, all files are extracted to computer as shown in Figure 9. Many SQL.ite,
plist, xml and log files are found. File names and directories are unencrypted but
file contents are encrypted in user data partition. Consequently, physically retrieved
files and unallocated spaces of iOS device could not be analyzed.
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|=] HFSExplorer 0.21 - [rdiskOs1s2.dmg] ===
File Tools Help
[ up I [ =5 Extract ] l @ fo ]
: B et Name Size Type Date Modified
e [ HF5+Private Data 0B Folder 04.11.2014 15:33 -
[] HFS + Private Directory Data 0B Folder 04.11,2014 15:33
Extract resource fork(s) [ feeventsd 0B Folder 19.11.2014 14:13
Ermsid e o e i) | journal 8 ME File 04.11,2014 15:33
MobieDavics .journal_info_block 4KiB Fie 04.11,2014 15:33
. MobileSoftwareUpdate [ IKeychains 0B Folder 20.11.201408:19
backups _ ||| E1Managed Preferences 0B Folder 04.11,2014 15:33
| cache = ||| £ MobileDevice 0B Folder 04.11,2014 15:33 £
b ] MobileSoftwareUpdate 0B Folder 04.11,2014 15:34
| ea [ |backups 0B Folder 28.10,2006 17:07
empty [l cache 0B Folder 12,11.2014 07:43
| folders Cldb 0B Folder 20.11.201408:19
keybags Eea 0B Folder 24,10,2013 16:23
| b [Clempty 0B Folder 26.12.2007 08:58
local [ folders 0B Folder 24,10,2013 16:23
ok [ Ikeybags 0B Folder 18.11.2014 11:32
o b 0B Folder 04.11,2014 07:05
' logs [llocal 0B Folder 28.10,2006 17:07
o Cllack 0B Folder 23.10,2006 17:07
j moblle I 2 cold 179 11 INAa nTes

Figure 9 - HFSExplorer file extraction process from iPhone 5S images

1. Facebook Artifacts

Forensic artifacts related to Facebook application are located into
Data\mobile\Containers\Data\Application\F1C60E56-6356-46 AA-AFA9-
9E4513A76EES8 directory in physical image of rdiskOsls2 partition. Mainly
Orca2.db, Fbsyncstore.db and 100004158494721.session.plist files store lots of
information consistent with the scenarios. Some other files also contain little

evidentiary data. Many directories contain image files.

a) Database Files

Orca2.db file is in 8.1_iphone_en_en_TR_messenger_messages_v1 folder.

It has 9 tables and stores friends’ names, Facebook IDs, chat messages with

timestamps and geographic coordinates, profile picture URLs and threads as shown

in Figure 10.

app_state
idents
members
profile_pic_urls
sqlite_statl
store_version
threads

users

text typt attach shares
'45172" "name™:"Jack Sparroww"} o o {"e9bg
'45172","name™:"Jack Sparroww”,"email ;" 1000043047451 72 @fac o (O {"b5cd
'45172","name™:"Jack Sparroww”,"email ;" 1000043047451 72 @fac o |0 {"aleq
'45172" "name™"Jack Sparrov email”:"100004304745172@fac o (o {"75ed
'45172","name™:"Jack Sparroww”,"email " 100004304745172@fac | You o |0
124721" "name™"Jason Brown™ "email":"1000041584247 21@facek | Traveling o o
94721","name":"Jason Brown™,"email’:"100004158494721@facet | Yeas o |0
'45172" "name™"Jack Sparroww”,"email:"100004304745172@fac | Really o o
94721","name":"Jason Brown™,"email”:"100004158494721@facet | In Istanbul o |0
'45172" "name™"Jack Sparroww”,"email™:"100004304745172@fac | Where are you |0 o
94721","name":"Jason Brown™,"email’:"1000041584947 21@facet | Ohhhh o (no
451727, "name":"Jack Sparroww”,"email:"100004304745172@fac | Ohh o |0

Figure 10 - Orca2.db file contains Facebook chat messages with time stamps
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Fbsyncstore.db file is in 8.1 iphone_en_en_TR_messenger_contacts_v1l

folder. It has 8 tables and stores Emails, phone numbers, friends’ names, searched

people, Facebook 1Ds and profile picture URLs as shown in Figure 11.

app_state

group_conversation
group_conversation_participant
people

person_search

prefile_pic_urls

store_version

personid contactpoint id value countrycode  nationalnumber nommalizedvalue
100004158494721 | bid:100004158424721 100004158404721 100004158494721
100004138494721 | fb-contact-email 100004158494721 | joeblackst@gmail.com joeblackst@gmail.com
100004158494721 | fb-phone:1000041584947210 | +905061541346 %0 5061541346 |+903061341346
100004304743172 | bid:100004304743172 100004304743172 100004304743172

Figure 11 - Fbsyncstore.db file contains Facebook friend list

Cache.db file is in com.facebook.Facebook folder and it contains URLS

generally for pictures and profile images.

There is also Store.sglite file in 8.1 iphone_en_en TR_default_store
94d4e3488c4h9ffff2844dadh3883dbe95e24e08 v1/FBStore directory and it has

many tables. But evidentiary data could not be found in it.

b) Plist Files

100004158494721 1is user’s Facebook ID. 100004158494721.session.plist
file stores profile information like high school, work, education and city as shown

in Figure 12. It also stores longitude and latitude of some shared locations.

[t view | List view |

Key

Value

ucLA
CUSTOM
FBUIKitUnarchivableAssets. bundle /privacyFriendLis
SOME_FRIEMDS, 399630560 185557
SOME_FRIENDS

EDUCATION

399630560185557

Santa Monica High School
FBUIKItUNarchivableAssets. bundle /privacyFriendLis
SOME_FRIENDS, 399630 556852224
SOME_FRIEMDS

399630556852224

Istanbul, Turkey Area
FEUIKitUnarchivableAssets. bundle jprivacyFriendLis
SOME_FRIEMDS, 399630553518891
SOME_FRIENDS

CURRENT_CITY

3996305535158591

ABC Family
FEUIKitUnarchivableAssets. bundle jprivacyFriendLis
SOME_FRIEMDS, 399630550 135558
SOME_FRIENDS

WORK

399630550 185558

Figure 12 - 100004158494721.session.plist file contains Facebook profile information
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Some more plist files also store preferences about Facebook application and
some of them contain data also available in 100004158494721.session.plist file.
These plist files are;

e 100004158494721.plist

com.facebook.Facebook.plist

e com.facebook.Messenger.plist

e group.com.facebook.Messenger.plist

e group.com.facebook.Facebook.plist

e composer_file_cache_mem_model_composition_bundle_cache.plist
o FBMapViewSnapshotCreator-98740094d3f24a04f0c4d31a2ab755b4-
v1.plist

¢) Multimedia Files

Many pictures are found as a multimedia file. They are located in different
directories. These directories are;

e Library\Caches\ store 0961BE02-2538-431E-A7AB-B8197842AA68\
8.1 iphone_en_en_TR_image_cache v2\FBDiskCache Image directory
contains various image files.

e Library\Caches\com.facebook.Facebook\fsCachedData directory also
contains image files.

e Library\Caches\ImageCache directory also contains some pictures.

e Library\Caches\Snapshots\com.facebook.Facebook\com.facebook.Facebo

ok directory contains snapshot pictures about Facebook application
d) Deleted Artifacts

Some of the messages, posts and pictures were deleted from Facebook
application. Some deleted artifacts were found in Database files. Database files are
opened with WinHex program and deleted contents are searched manually.

Figure 13 shows a sample deleted text message of Facebook application. A

text message with various information such as sender and receiver IDs, sender and
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receiver names and time stamp are retrieved. This shows that the third deleted data
management rule was applied to database file. A profile of a user can be found
easily on the internet with the help of User ID. Time stamp is in Unix Epoch time
format?4. Epoch time converter can be used to determine the time value?®. Decimal
value of “14A380BOA7C” is “1418279455356” and it indicates 11 Dec 2014
06:30:55 UTC time.

05 34 38 38 33 38 30 30 389 34 35 33 35 35 36 349 4=2320024535564

74 SF 6D 62 64 2E 31 34 31 36 36 30 35 30 38 32  t_mid.l1416605082

30 30 36 3B 31 32 33 66 32 3¢ _Tj 3. 006:123f26258b0F

&3 32 35 33 36 32 40 75 68 61 i czssezMunammec eceiver Name]
& & 20 Sa &5 &0 &5 scC sc e2 off an s= o= |

[FclFF 13 AE BD m6 72 71 B2 00 13 RE BLD A6 72 7

B2 00 OB 73 61 67 6F 6C 61 73 69 6E TE 22 75 7

&5 72 SF 6% 64 22 3L 22 371 A0 3030 30 34 31

=g =2 So 34 37 =2 31 22

22 am &1 73 &F eE 20 az | 12Xt Message

6D &9 64 2E 31 34 31 38 __ _. _l-—<T __ __

31 3B 35 33 61 30 33 66 35 32 63 36 30 33 62

€3 2 3¢ 30 01 4A 38 OB OR 7C FF 73 61 &7 6F

61 73 62 6E 7B 22 75 73 65 72 S5F 69 64 22 3A 22
31 30 30 30 30 34 31 35 38 34 39 34 37 32 31 22
2C 22 6E €1 60 65 22 3A 22 4R 61 T3 6F 6E 20 42
72 6F 77 €E 22 7D &0 SF 60 62 64 2ZE 31 =34 31 38
32 37 39 34 35 35 33 32 31 3A 35 33 61 30 33 66
35 382 63 36 30 33 62 33 63 32 34 30 01 4R 38 OB
on FC SE J7E 22 78 73 &5 72 SF &9 €4 22 3R 232 31
30 30 30 30 34 31 35 38 34 39 34 37 32 31 22 2C
22 6E 61 60 &5 22 3k 22 4& 61 73 6F 6E 20 42 72
&6F 77 6E 22 2C 22 65 60 61 6% &C 22 3L 22 31 30
0 30 30 34 31 35 38 34 S0 34 37 32 31 40 €6 61
63 65 62 6F 6F 68 2E 63 &F 60 22 7D 2C 78 22 75
73 65 72 S5F 69 64 22 3&A 22 31 30 36 30 32 34 35
= 3 3 22 2c 22 6E 61 60 65 22 3R 22 40 75 &8
& € & 65 74 20 53 61 69 64 20 5S4 &5 60 &5 &C  ammet

Figure 13 - Sample deleted Facebook message with metadata information retrieved from orca2.db file

Some of the messages were also containing location information. The
location information of a deleted text message also retrieved as shown in Figure 14.
Message status (read or unread) and message source (mobile, web and so on) are
also still available in this message.

22 2C 22 6E €1 60 €5 22 34 2 ", "name" : "Muhamm

€65 74 20 53 6§ & & 2 5 6 C = T .
2C 22 65 &0 61 6% &C 22 3A 22 51 5U 56 SU sz s2  ,"email":"[LO60Z24 @der ID
35 35 37 39 40 66 61 &3 5 62 6F 6F &B 2E &3 6F | |gfacsbock.co

60 2Z 7D 4B &1 &3 &8 20 72 "} Jack reise de

20 73 &% 6C &1 60 &C &1 72 = selamlar[] ["inb

6F 78 22 2C 22 60 €5 73 73 &! ox", "messengex",

22 72 65 61 64 22 2C 22 73 6l ","soa:cce:El
6F 62 €9 6C 65 22 50 7B 22 6L bF &E &7 &Y f4 7b [[obilel] {"dongitu

64 65 22 3B 32 39 2E 30 30 31 32 30 35 38 30 39 [de":29.001205809

39 39 39 39 39 38 2C 22 6C 61 —° "~ ~- =7 -- -~ |ggaggs, "latitude

22 3a 34 31 ZE 30 38 33 31 38 ":41.08318578000

30 30 30 31 ZC 2ZZ 61 &3 63 TS5 sz wi w3 1= <z om |0001, "accuracy™:

31 30 70 FF 06 00 00 01 8B 59 59 2B 05 06 33 81 [103¥ <¥¥+ 3

3F 2B 08 11 00 00 €5 00 ©81 45 01 01 Of 08 00 00 2+ = E

Figure 14 - Sample deleted Facebook message with location information retrieved from orca2.db file

24 The Unix epoch (or Unix time) is the number of seconds that have elapsed since January 1, 1970.
Literally speaking the epoch is Unix time 0 (midnight 1/1/1970), but 'epoch' is often used as a
synonym for 'Unix time'. Many Unix systems store epoch dates as a signed 32-bit integer.
Sample Epoch time converter is available at http://www.epochconverter.com/, accessed on
December 13, 2014.
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2. Twitter Artifacts

Twitter artifacts are located in Data\mobile\Containers\Data\Application\
03FDB9E9-F653-42B7-A9B6-EFFE602C2CAD directory. autocomplete4.sqglite3,
twitter.db and app.acct.JoeJoeblackst-437908224.detail.10.log files contain most of

the evidentiary data. Some directories also contain image files.
a) Database Files

Autocomplete4.sqlite3 file contains only “hashtags” table and it contains

hashtags with ID, priority, description and timestamp as shown in Figure 15.

i
globalcellsabbath

[

ity hashtag description  updatedat
GlobalCellSabbath 2014-11-17 09:13:45

2014-11-17 091345
2014-11-17 091345
2014-11-17 01345
S014-11-17 051345

breaking

filerinaszlanian

2014-11-17 09:13:45
2014-11-17 10:18:21

2014-11-17 10:18:21
2014-11-17 14:41:46

2014-11-17 14:41:46
2014-11-17 14:41:46
2014-11-18 06:28:41
2014-11-18 06:28:41
2014-11-18 06:28:41

NEEEEEEEEEEEEEE

Figure 15 - Autocomplete4.sqlite3 file contains Twitter hashtags

Twitter.db file contains text messages with timestamps and user IDs,
retweets, retweet counts, following accounts, status messages, location information,

URLSs and descriptions as shown in Figure 16.

Lists id text date senderld recipientld
ListsShadow . P

534278056727572480 | Hi there. Where have you been? |1416216789.0| 2880712150 | 2880676023

—

MessagesShadow 534278153490165760 | Oh, I was at home. You? 1416216812.0| 2880676023 | 2880712150
gg&fg‘fe‘s 534282930227798016 |1 was sailing 1416217951.0| 2880712150 | 2880676023
StatusesShadow 534282975773728768 | 2 1416217962.0| 2880676023 | 2880712150
Users
UsersShadow

Figure 16 - Twitter.db file contains Twitter direct text messages

Cache.db file contains URLS for pictures and profile images.
Scribe.1.sqlite file contains user 1D, time stamps and some more information
about phone. Time values in scribe.l.sglite file are in Mach Absolute Time

format?.

% Mac absolute time is the number of seconds that offsets the Mac epoch time, which starts on
January 1, 2001. The difference between the Unix epoch time and the Mac epoch time is exactly
978,307,200 seconds. To convert the Unix epoch time to Mac absolute time, add 978,307,200 to it
and calculate it as a Unix timestamp.
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b) Plist Files

JoeJoeblackst is twitter user name and 437908224 is Mac Absolute Time for
file creation. App.acct.JoeJoeblackst-437908224.detail.10.log file contains text

messages, profile information and URLSs as shown in Figure 17.

string Hi there, Where have you been?

string 288506 76023-2880712150
------------- string 99CFESSC-DI4F-9008-8C 3E-539FDSDE5234
- string Oh, I was at home. You?

string Oh, I was at home. You?

string 28806 76023-2880712150

string d29a 1fba-286f-49d5-9cbb-16eccs 1049f2d

string 1 was sailing

string I was sailing

string 28806 76023-2880712150

string BED437A6-56E4-99AF -BF50-97D6 116385DA

[
string [=]

string 2880676023 2880712150

string SEEEESS 2-A5FF-4206-8A56-BF 3E41B6E637
string Let's meet tomorrow
string Let's meet tomorrow

------------ string 2880676023 2880712150
string 29fd8e 15-24c2-41=5-a8d6-fe 47 7=9b858 1

string OK what time
string OK what time

Figure 17 - App.acct.JoeJoeblackst-437908224.detail.10.log file contains Twitter profile information

Other plist files contain preferences, profile information, URLS, time stamps
and some more evidentiary information. These files are;
e com.atebits. Tweetie2.plist
e group.com.atebits. Tweetie2.plist

e settings.plist
¢) Multimedia Files

Twitter application creates many folders and directories for multimedia files.
These are;

e Library\Caches\com.atebits.tweetie.profile-images\  directory  contains
profile pictures of twitter accounts.

e Library\Caches\com.atebits. Tweetie2\fsCachedData directory contains
various image files

e Library\Caches\Snapshots\com.atebits. Tweetie2\com.atebits. Tweetie2
directory contains snapshot pictures about twitter application.

e Tmp file contains some more pictures related to twitter application.
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d) Deleted Artifacts

Some of the direct messages and twitter posts were deleted and tried to
recover. Deleted direct messages are searched in database file but they cannot be
retrieved. The file size is also reduced. It is seen that the second deleted data
management rule was applied to twitter.db SQLite file. The vacuum?’ command
might be used for secure deletion.

Deleted twitter posts with various information can be retrieved from logical
phone image. Deleted twitter posts are still available more than one location in an
image. This shows that the third deleted data management rule was applied to
database file.

Figure 18 shows the sample deleted tweets. Three twitter posts were deleted
but they are still available. Time stamp shows the creation time of the tweet and
Unix Epoch Time format is used like Facebook application. Decimal value of
“5469C6C5” is “1416218309” and it indicates 17 Nov 2014 09:58:29 UTC time.
User ID is “ABB3AO0B7” and its decimal value is 2880676023. Shared location

name and related coordinate information are also available.

s 08 11 0% 00
E 54 62 BE 42
69 TE 52 «* -{1RE"xi~RO
ST ") 3¢ 04 enMsUR,qu‘E =

015066528 o8 08 08 08 08 08 07 00 00 00 O
015066544 48 69 20 6€ 72 68 65 6E 64 73 2
0150866560 00 00 AE B3 RO B7 7B 7D 41 D5
0150866576 65 6E 4L 83 DA CS 82 B& FC 91 "~ 77
015066592 05 00 00 O O8 00 10 0O 00 08

015066608 08 07 00 00 00 00 08 08 11 09
015066624 77 20 66 69 6C 60 20 63 6F 60
015066640 6F 6E 2E 54 69 Ce& 0OC 00 00 AB
0150866586 DS 22 AE 69 TE S50 298 &5 6E &8
015086672 Cli 20 20 01 21 00 49 04 05 00
015066688 4C 00 00 O8 O8 08 08 0S8 08 08
015066704 08 08 11 09 00 4E 65 77 20 6F 6E 65

00w
SR I

[N
=]
-
]

]
I

p://t.co/ulCHMtb

c 2F 2F 74 2E 63 6F 2F 75 55 4F
¢ Time stam 6254 63 ce6 cs|oo oo [AB B3 A0 B7] 40 44 64 [EXofiEA <> -e@Dd

&)
"
=]
a -
I
-
N

[ 63 9F E3 40 3L 72 T T 7B 22 6E | ¢(c¥E@=rE»K 0{"n
015086768 61 &L &5 22 3R 22 47 &5 !2 66 75 | ame":"Gebze", "fu
015066784 &C &C 4E 61 &0 &5 22 33 ser | i5 22 2C  1lName": "',
015066800 22 62 6F 75 6E 64 6% 6E b/ %/ ©F iS5 £z 34 TB 22 "boundingBox": {"
015066816 63 6F 6F 72 64 6% 6E 61 74 65 73 22 34 5B 5B 32 coordinates":[[2
0ls0e6832 39 2E 33 33 39 37 39 35 39 2C 34 30 2E 37 36 34 9.3397959,40.764
Dl1s0s&6848 38 33 35 32 5L 2C SEBE 32 39 2E 34 38 39 32 34 36 ©£352), [29.489248
0150686864 35 2C 34 30 ZE 37 36 34 38 33 35 32 5D 2C 5B 32  5,40.7648352], [2
015066880 38 2E 34 38 3% 32 34 36 35 2C 34 30 2E 38 34 37 ©D.4892465,40.847
015066896 33 33 39 31 50 2C 5B 32 39 2E 33 33 3% 37 39 35 3391]1,[29.339795
015066912 39 2C 34 30 2E 38 34 37 33 33 39 31 50 50 2C 22 9,40.8473391]1]1.,"
0ls0e6928 74 72 70 65 22 3A 31 7D 2C 22 70 6C 61 63 65 54  type":1},"placeT

Figure 18 - Sample posted tweet format with metadata information for Twitter application

Many twitter accounts were followed and some of them removed from the

list. Many twitter posts were found related to these accounts.

27 Vvacuum command rebuilds the entire database, removing the space in the free-list and shrinking
the database.
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3. Google+ Artifacts

Google+ artifacts are stored in Data\mobile\Containers\Data\Application\
B1D02A66-54B3-43C2-8A52-DOEABCB11CBC directory. Profile.plist and
com.google.PlusCore.PersonCacheCollection.111613886622229336085.plist files
contain most of the critical data. Multimedia files are stored in specific directories.

a) Plist Files

Profile.plist file contains profile information such as name, E-mail, gender,

picture URL and unique ID as shown in Figure 19.

XML View | List view |

0" encoding="UTF-2"2>
PUBLIC "-//Rpple//DID PLIST 1.0//EN" "Rttp://www.apple.com/DIDs/Propertylist-1.0.dtd">
1.0m>

-
A
"
LBY
u -
o
0
4
w
i
0
o
il
a

T12:46:43Z</date>

cst@gmail . come/STring>

ub< ke y>
<3tring>111613826622229336085</string>
</dict>

</pliat>

Figure 19 - Profile.plist file contains Google+ profile information

111613886622229336085 is the unique user ID number for this user.
Com.google.PlusCore.PersonCacheCollection.111613886622229336085.plist file

contains various profile information about user and user’s friends as shown in

dict
string Jack Sparrow
string Jack
dict
string https://h3.googleusercontent. com/-YUCrdfwa 1Fk/AAAAAAAAAAT/AAAAAAAAAAW 2hBagWE 32T /photo.jpg
dict
i htips://lh4. content. com/-TtZ8a Zi9KsM/UYFKaR SKewT/AAAAAAAARIT NvuOY_VEIQC/w 1600-h500/default_cover 2 |
string /108855043632448 136315
dict
string 6266337a0a4cf0b0
dict
string My name is jack
string Ihave 3 kids
dict
dict
string houseee
dict
string gagygeuyyfy
dict
string homeee
dict
string 456t44600
dict

Figure 20 - Com.google.PlusCore.PersonCacheCollection.111613886622229336085.plist file contains
Google+ profile information about user and friends
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b) Multimedia Files

Library\Caches\com.google.GooglePlus\fsCachedData directory contains
various pictures.
Library\Caches\Snapshots\com.google.GooglePlus\com.google.GooglePlus

directory contains snapshot pictures of Google+ application.
c) Deleted Artifacts

Profile update and deletion of some posts were performed to test the deleted
contents situation. Some of the old profile entries such as E-mail can be found but
some of them cannot. Moreover, deleted posts cannot be found in logical image.
Most of the previous research also show that deleted content recovery is limited for
logical images. If data was written in more than one location in memory, delete
operation would not delete all of them. There is a greater possibility to recover

deleted contents in this situation.
4. Instagram Artifacts

Instagram  artifacts are  stored in Data\mobile\Containers\
Data\Application\s6 AFDA11-30FF-4841-BCE2-189A9B0OEE6G9F directory.
Lastentries.coded.log and recent-users.coded.log files store critical data.

a) Plist Files

Some plist files do not have a .plist extension. Some of them have different
extensions. Log files for Instagram application are in plist file format.
Lastentries.coded.log file contains profile information and incoming posts

with picture urls as shown in Figure 21.

string https: ffigcdn-photos-e-a. akamaihd. net/hphotos-ak-xap 1/10809668_7306945836 78804 _387207101_a.jp
string joeblackst

string Joe Joe Black

string I am hero

dict

string http: ffwww . jhvafscgeghy.com

dict

integer 1416231572000000

real 1416231567

Figure 21 - Lastentries.coded.log file contains Instagram profile information and incoming posts



Recent-users.coded.log file contains various profile

following people as shown in Figure 22.

string
string
string
dict
string
dict
dict
siring
dict
string
string
string
dict
string
dict
string
string
string
dict
string
dict
siring
string
string

Joebladkst
Joe Joe Black
Iam hero

http: /jwww.jhvafscgeghv.com

1564603320

https:/finstagramimages-a.akamaihd.net/profiles /fanonymousUser jpg

jacksparrowtm

Jack Sparrow

191700179
https:/figcdn-photos-g-a.akamaihd.net/hphotos-ak-xpf1/10369310_128181950715094_1212306664_a.jpg
covetedsodety

407964088

https: /figcdn-photos-c-a.akamaihd.net/hphotos-ak-xpa 1/10549652_719145338134802_18325649955_a.jpg

katyperry
KATY PERRY

Figure 22 - Recent-users.coded.log file contains Instagram profile information of friends

b) Multimedia Files

Library\Caches\com.burbn.instagram.IGCache directory contains

binary plist files each of them include URLSs for pictures.

Library\Caches\Snapshots\com.burbn.instagram\com.burbn.instagram

directory contains snapshot pictures of Instagram application.

c) Deleted Artifacts
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information and

many

Instagram application do not use SQL.te database files in iOS. Log, plist and

xml files store evidentiary contents. These files do not contain deleted data.

Consequently, deleted artifacts and old profile information cannot be found in

logical image of the phone.

5. WhatsApp Artifacts

WhatsApp artifacts are stored in Data\mobile\Containers\Data\Application\
2A7CA593-D6CF-44E4-8F8B-A24D13893C42 directory. Documents and Library

folders mainly contain evidentiary data.
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Database files are in Documents folder. ChatStorage.sqlite file contains user

names, phone numbers, text messages, time stamps, unique IDs and used words list

as shown in Figure 23.

ZWABLACKLISTITEM
ZWACHATPROPERTIES
IWACHATSESSICN
ZWAGROUPINFO
ZWAGROUPMEMBER
ZWAMEDIAITEM
ZWAMESSAGE
IWAMESSAGEINFO
ZWAMESSAGEWORD
Z_METADATA
Z_PRIMARYKEY

ZFROMIID IMEDIASE ZPUSHNAME ZSTANZAID ITEXT ZTONID

1416234507-42 | Hijack 905061541345@s.what

1416234507-45 | Hijohn 905061541345@s.what:

141623450748 |77 905061541345@s.what:
905061541345@s.whatsapp.net Jack Sparrow (1416234087-1 |Hi jack how are you
905061541345@s.whatsapp.net Jack Sparrow |1416234087-2 |0

1416234507-53 | Oh good 905061541345@s.what
905061541345@s.whatsapp.net Jack Sparrow 14162340873 |2

1416291684-21 |Hi there 9053704 @s.whats
90537046  @s.whatsapp.net ¥G 1416225131-311| Hi

1416291684-24 |Iam joe 9053704 Ds.what;

1416291684-26 | Joe black 9053704 '@s.what
90537046 Dswhatsapp.net ¥G 1416225131-325| Are you kidding

1416291684-29 | No 9053704 @s.what

Figure 23 - ChatStorage.sqlite file contains WhatsApp text messages

Contacts.sqlite file contains user names, phone numbers, time stamps and

status messages as shown in Figure 24.

IWAFAVORITE
IWAPHONE
IWASTATUS
Z_METADATA
Z_PRIMARYKEY

IWACONTACT

IWACONTACTSECTION

437984459

CTION  ZLASTMODIFIEDDATE ZFIRSTMAME ZFULLNAME ZINDEXMNAME

Jack

Jack Sparr

Sparr

437984536

¥ ¥C

C

Figure 24 - Contacts.sglite file contains WhatsApp contact list

ChatSearch.sglite file contains chat messages, phone numbers and time

stamps as shown in Figure 25.

docs_docsize
docs_segdir
docs_segments
docs_stat
metadata

docid cOmessagelD

clchatSession
S05061541345@s. whatsapp.net

c2contents
Hi jack

905061541 345@s.whatsapp.net

Hi john

S05061541345@s whatsapp.net

e

905061541 345@s.whatsapp.net

Hi jack how are you

S05061541345@s whatsapp.net

m}

90506154134 5@s. whatsapp.net

Oh good

905061541345@s.whatsapp.net

9053704 @s.whatsapp.net

Hi there

Wlw| <o u| k| w nNfe

053704 @s.whatsapp.net

Ha

9053704 @s whatsapp.net

Iam joe

=
SR

9053704 @s-whatsapp.net

Joe black

=
N

9052704 \@s.whatsapp.net

Are you kidding

=
[

9053704 @s.whatsapp.net

Mo

Figure 25 - ChatSearch.sqglite file contains WhatsApp text messages
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Cache.db file is in Library\Caches\net.whatsapp.WhatsApp directory and it

contains time stamps, logs and some more evidentiary information.
b) Plist Files

Net.whatsapp.WhatsApp.plist file contains user name, status message, login
count, payment information and number of received and sent messages as shown in

Figure 26.

"""" CurrentStatusText string I am crazy

DMSCache string 1fqui 3 1tmzfelintghRA +HF Dxat A
DownloadPolicy data -

ExpDate date 2015-11-17T 1 28:067
FavoritesalertShown boolean true

FavoritesHUDShown boolean true

FavoritesListScrollOffset integer o]

FirewallMode boolean true

""" FontSize integer 17
ForceChatDatabaseRepairOnMex boolean false

FulluserMame string Joe Black

LogCounter integer 2

LogFilename string Svar fmobile /Containers/Data/Applica
I string 236

MMNC string 003

MumberOfLaunches integer 2

‘MumberOfUnread integer o]

OwnCountryCode string zhyeBs3/bmdnE 33X MZkAA ==
“OwwnJabberiD string Q0506 1541346 @s. whatsapp.net

Figure 26 - Net.whatsapp.WhatsApp.plist file contains WhatsApp profile information

StatusList.plist, SyncHistory.plist, net.whatsapp.WhatsApp.plist and
calls.log files also contain some evidentiary data.

c) Log Files

Library\Logs directory contains two log files; whatsapp-2014-11-17-16-27-
09.763.1.log file and whatsapp-2014-11-18-08-21-22.763.2.1og file. They are not
in plist file format. They contain time stamps for messages, phone numbers, IP

addresses, device information, carrier name and some more data.
d) Multimedia Files

Following directories include many pictures related to WhatsApp
application;
e Library\Caches
e Library\Caches\Chat
e Library\Caches\net.whatsapp.WhatsApp\fsCachedData
e Library\Caches\ProfilePictures
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e Library\Caches\Snapshots\net.whatsapp.WhatsApp\net.whatsapp.
WhatsApp
e Library\Media

e) Deleted Artifacts

Some of the contents related to WhatsApp application were deleted and tried
to retrieve with low level methods. ChatStorage.sqlite and ChatSeach.sqlite files
still contain deleted contents such as chat messages and location sharing messages.
This shows that the third deleted data management rule was applied to database
files.

In Figure 27, ChatSeach.sglite file is opened with WinHex and its content is
compared with the WhatsApp screenshot of the phone. Text messages and phone
numbers are still available in the file. In some situations, time stamps of the text
messages may be available near the messages. The hexadecimal value of the time

of the text message may be recoverable.

00015648 |01 08 08 08 5A 05 00 1B 39 30 35 33 37 30 34 36 z 90537046
00015664 |3 3 3 3 40 73 2E 77 68 61 7¢ 73 61 70 70 2E @s.whatsapp.
00015630 | 6E 65 74 02 0D 00 00 02 6E 6F 02 0D 00 40 06 07 net 4

Hi there

00015696 |08 01 08 08 08 7C 04 00 1B 39 30 35 33 37 30 34 | 9053704
00015712 (36 3 3 3 3 40 73 2E 77 68 61 74 73 61 70 70| 6
00015728 |2E 6E 65 74 02 OC 00 00 03 61 72 €5 02 OC 00 00 .net

00015744 |03 6B €9 64 02 OC 00 00 03 72 6F 75 02 OC 00 3D =
00015760 |05 07 08 01 08 08 08 76 03 00 18 33 30 35 33 37 v

00015776 |30 34 36 3 3 3 3 40 73 2E 77 €8 61 74 73 61 046
00015792 |70 70 2E 6E 65 74 02 OA 00 00 02 61 6D 02 OA 00 pp.net

Hi w7

00015808 |00 01 €9 02 OA 00 00 03 €A 6F 65 02 OA 00 30 04 o | am Joe
00015824 |07 0% 01 08 0B 08 SC 02 00 18 32 30 35 33 37 30 \ 208370

00015840 3¢ 363 3 3 3 40 73 2E 77 66 €1 74 73 €1 70 46  @s.whateap

00015856 |70 2E 6E €5 74 02 0% 00 00 03 68 C4 BL 02 09 00 p.net

soisen2 |38 03 0 05 03 08 0s 08 o0 w3 5 p e JO@ DIACK

00015888 30 34 36 3 3 3 3 40 73 2E 77 €8 61 74 73 61 046  @s.whatsa

00015904 |70 70 2E €E 65 74 02 0B 00 00 05 62 6C 61 €3 63 pp.net Black

00015920 |02 0B 00 00 03 6A 6F €5 02 0B 00 38 02 07 08 08 & Are OU kiddin
00015936 |08 08 08 6E 00 15 39 30 35 33 37 30 34 36 3 3 n 30537046 y g /4
00015952 |3 3 40 73 2E 77 68 61 74 73 61 70 70 2E 6E 65 @s.whatsapp.ne

00015968 |74 02 08 00 00 02 68 63 02 08 00 00 05 74 €8 65 t

00015984 |72 65 02 08 00 83 08 01 08 09 08 08 08 08 86 OC f t NO

00016000 |00 15 32 30 35 30 36 31 35 54 31 33 34 35 40 73 9050615413450s

00016016 |2E 77 68 €1 74 73 61 70 70 IE 6E €5 T4 32 01 01 .whatsapp.netl

Figure 27 - Comparison of WhatsApp deleted messages in ChatSeach.sqlite file

Some of the words of the text messages also found more than one time in
SQLite database files. They have no order and both deleted and undeleted words

are together as shown in Figure 28.
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00 00 00 00 00 9o 3 40 73 2E 77 &8 37046 @s.wh 00 08 03 15 01 FO g
Fo SF 98 80 OB 1B sve 1E 08 02 01 02 00 | atsapp.net 73 1B 07 03 13 01  ¥e ves

73 0B 1A 06 00 01 ves 01 01 01 02 0o 01 12 OF 57 00 12 &8 Jo= eno W Xk
00 SF 01 09 01 11 Joe ¥ 02 81 6D 05 0A 01 am 08 79 &F 75 17 OF idding W you
01 1B 09 oC 6B 69 no 1 ki p2 g5 oD of 01 o2 e 20 &AL &F &5 15 OF W are €jee
0% 01 13 09 OC 79 ading 1 ¥ gB 01 02 03 00 00 black 78 00 08 A 6F &5 x black = Jee
0% oc 61 72 65 00 oum 1 are 00 00 02 62 &% 14 good hi 00 OE &2 11 00 00 * am i

6F 65 OF 24 00 1C n joe s ©2 01 02 02 0o 04 68 &2 OF 00 00 0O ni= ni

68 OF 24 00 OD 01 black $ 01 02 04 DO 01 02 aw 01 FO ©F @8 8A 0D thers Y3
00 oc 01 09 01 11 joe s 69 05 oA 01 02 02  As 5 03 11 01 &F &2 OB gooa on
01 oF 0% 0a &% 00 an 1 02 03 0o 03 01 o2 Sack 03 13 01 81 72 &S ave are
c4 B1 00 00 00 OC niz o2 00 01 01 02 0z ce 13 01 €8 &F 77 07 ni now
00 oF 01 09 01 17 ni 0s 02 01 o2 0% 00 hn 15 01 &R 81 &3 s= vou jack
00 01 0% 01 15 03 there 00 00 02 6E &F 05 kid ne 15 01 &R &F &3 eE ni jonn
0% 01 15 0% 06 67 &¥3 g 08 01 02 02 00 0O oh 15 0% &R 61 &3 6B ni Jack
11 09 06 6F 68 OC ood on 0% 00 00 03 79 &5 theze ye | OF F7 oF F1 oF EB m [ a<Ae
SF ss 80 0B 09 06 sie 75 0A 02 D1 02 06| = ou OF C7 OF C1 OF BB| 3 B UG I C A »
0z 08 06 00 D1 0% are 2s 20 oA 05 01 02 sve = OFSBOF SE OF 58 mga [ [ [ [
01 09 01 13 09 0% ni 0s 07 01 o2 02 00 5 OF SB OF SB OF 5B [ [ [ [ [ [ [ [
13 09 0% 79 6F 75 how vou  gF EF OF E2 OF E1 s 51 s a

6R 61 63 6B DA 0% Jack OF B7 OF BO OF FB| U & I A % ° @

oc 03 06 00 01 0% ni 00 0D 00 00 Q0 00| = » = =

06 00 01 0% 0% 11 sonnll

15 09 6A 61 63 65 hi Jack

Figure 28 - Found WhatsApp message words in database files

In Figure 29, ChatStorage.sqlite file is opened with WinHex and compared
with the WhatsApp screenshot of the deleted location. Explanation of shared
location is still available in the file.

00085620 |00 00 00 OF 9F 00 8A 13 01 53 75 20 41 €C 74 €9 %5 sunlci

00085696 |20 53 69 73 T4 65 6D 6C €5 72 €9 20 5¢ 65 63 6E  Sistemleri Tekn

00085712 | 6F 6C 6F 6A 69 20 47 65 &C 63 73 74 63 72 6D 65 oloji Gelistirme Su A|t| S|Stem|er| T... o
00085728 O 54 C3 BC 62 €9 74 61 6B 20 5¢ 65 68 €% 6F 6C IiMbitak Teknol

00085744 | 6F 6A 69 20 47 €5 6C 63 CS 3T 74 63 72 6D 65 20 c3i Gelif¥tirme Tubitak Tekﬂo\oji

00085760 |42 C3 BE €C 67 65 73 69 2C 20 41 31 30 03 65 01 | Bilgesi, A10 e

00085776 |38 30 51 66 42 75 64 €8 49 75 75 75 36 73 4C 43 80QfBudkIuuu6slC Ge\i@tirme Bolgesw, A...

00085792 |30 2F 6E 4C 36 42 43 63 38 30 56 6E 32 44 61 2F 0/nL6BIi80Vn2Da/

00085808 | 63 €D 6D 62 38 38 33 42 37 72 51 3D OA 30 03 65 combE83JTrg= 0 e

00085824 |01 56 2B 45 Th 2B 43 56 75 35 7R 50 63 47 64 76| V+Ez+CVuSzEcGdv

Figure 29 - Comparison of deleted WhatsApp location information in ChatStorage.sqlite file
6. LinkedIn Artifacts

LinkedIn artifacts are  stored in Data\mobile\Containers\
Data\Application\54065111-DA1E-49D8-93D3-D622C366E47F directory.
cachelnfo.plist, liv2profile385087501.xml, notificaions_data_center_key.xml and
com.linkedin.LinkedIn.plist files include critical data.

a) Plist Files

Com.linkedin.LinkedIn.plist file contains basic profile information such as

name, E-mail, headline, picture URL and user ID number as shown in Figure 30.

=H-userObject dict
string name:LXG]
integer 0
string joeblackst@gmail.com
string Jason
formattedame string Jason Brown
hasPicture boolean true
headine string Actor { Hollywaod Entertainment
id string 385087501
lasthame string Brown
e pichure string https: /media.licdn. comjmpr fmpr fshrink_80_80 /p/5/005/09¢/086/2fe7bb2. jpg
e isibility string anyone

Figure 30 - Com.linkedin.LinkedIn.plist file contains LinkedIn profile information
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Cachelnfo.plist file contains file names that contain accessed URLs, file

sizes and time stamps as shown in Figure 31.

1231 <key>2 f4aeS5183f1f5496249F22Ffe947384018</ key>
122 <date>2014-11-18TO09:26:26Z< //date>

123 <key>2_ F£53901S5SbS5fébabd0aSsS5681l21d4a4dcleTac key>
1=24 <datex>2014-11-15TO0S:34:23Z<"datce>

125 wkey>2 FS54d0bIf4f75S58bIiiadSdadldlddasealfbs«c/ key>
126 <date>2014-11-18TO0S5:32:07Z</"date>

1z27 </dict>

128 <Tkey>sizes< key>

129 = <dict>

130 <key>2 05a68bdcfeS5ST23T7cO03bl397298931852< /' key>
131 <integer>l3Z23</integer>

132 <key>2 065195ec&3b449741075ckboeloc2oebldES« ' key>
133 <integer>S8T7S</integers>

134 <key>2_ 0961c29522797ed572e4847390787de3</ key>
135 <integer>6334</integer>

Figure 31 - Cachelnfo.plist file contains LinkedIn file names associated with URLs
b) Xml Files

Liv2profile385087501.xml file contains user ID and profile information
such as name, location, E-mail, phone number, address, education, job, website and

picture URL as shown in Figure 32.

-~{=}personTopCard dict
actions array
---------- backgroundLogo string sign_in_blur
+-cta dict
highlight dict
isSelf boolean true
pictureLogo string person120
pictureUr] string http:/fm.c.Inkd.licdn.com/media/p/5/005/05c/0&6/2fe7bb2.jpg
- summary 1 dict
dict
string personTopCard
string Jason Brown
string Actor / Hollywood Entertainment
string Turkey | Retail
- {F-values array

Figure 32 - Liv2profile385087501.xml file contains LinkedIn profile information

Notificaions_data_center_key.xml file contains information about who

viewed the profile as shown in Figure 33.

string _tap_notification
dict
string name: 1YPb
string jack 5.
string 385086881
string pertl
string -
string Nifv2fprofilef38 508688 1?authToken=name: 1YFb
string person
string 0:MBR._385087501:0
nType string VIEWED_YOUR_PROFILE
resourcePath string Nifv2fprofilef38 508588 17authToken=name: 1YFb
seen boolean true
-sodalHeader dict
headerText string jack 5.
ictureLogo string person
icturelr] string http:/ffs.c.Inkd.licdn.comy/scds/commonfu/fimg ficon,
ocialSummary dict
- timestamp integer 1416302120334
string sht5
string viewed your profile

Figure 33 - Notificaions_data_center_key.xml file contains who viewed the LinkedIn profile
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c) Deleted Artifacts

LinkedIn profile update was performed. Some information such as phone
number, address, university, occupation and profile picture were changed and tried
to recover old information. Only university and occupation can be found in the

logical image. Some of the old profile information cannot be found.
7. Artifacts after Uninstallation of Applications

Applications are uninstalled from device and changes are observed in terms
of user artifacts. Logical image of iOS device is analyzed solely after uninstallation
of applications because of the fact that physical image of data partition is encrypted.
It is determined that all files produced by installed applications are deleted and
cannot be recovered. Some of the contents of applications were also duplicated in
different locations for other applications in the device. Some pictures, sms messages
internet history and account information related to deleted applications are retrieved
from device. Actually, these are related to deleted applications but possessed of
other preinstalled applications. In conclusion, it can be said that social media
applications only leave artifacts which are duplicated and associated with other

applications in iOS device.
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[l. Android Device Forensics

Samsung GT-i9500 Galaxy S IV with 16 GB capacity and Android 4.4.2
operating system is the sample device in this research. Fundamentals of Android
forensics have been covered briefly and detailed technical analysis about social
network artifacts will be performed in this section. Rooting, scenario creation and

acquisition techniques will also be explained before analysis.

A- Rooting

Method of Rooting for Android devices may change for each device and each
Android version. Odin3 v3.09 and CF-Root Package are used to root sample
Android device in this research. At first step, “USB Debugging” option must be
enabled under “Settings > Developer Options”. Device is connected to the
workstation and necessary drivers are installed. Odin3 v3.09 and CF-Root Package
are downloaded from internet and unzipped. Next, the device is turned off and
booted into Download Mode by pressing and holding the Volume Down + Home +
Power buttons at the same time for a few seconds and released after a warning
message on screen. Then, odin3 v3.09.exe is opened as an Administrator. When
Odin detects the device, ID:COM box turns to blue and “Added!!” message
appears as shown in Figure 34. After that, AP button is pressed and CF-Auto-Root-
ja3g-ja3gxx-gti9s00.tar.md5 file is browsed. Finally, Start button is pressed to
begin installation. A couple of minutes later, the device rebooted and a pass

message appears with green background. This shows that Rooting is succeeded.

T4 odm3 va 08 Tl o s

. e e B

.............

Figure 34 - Rooting Android device with Odin3 v3.09
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B- Scenarios

After rooting operation, Android device is ready to install social network
apps. Last versions of all six apps are downloaded from Google Play Store
successfully. The same E-mail is used for account creation in each platform.
Different passwords are chosen and profiles are updated with many personal details.
Most of the personal information is chosen imaginary. After profile update,
common user activities such as photo sharing, location sharing, sending a text

message and adding a friend are performed.

C- Acquisition

Both logical and physical acquisitions of Android device are performed
before and after application installations. XRY v6.11.1 is the commercial software
used for logical acquisition. It cannot still perform physical acquisition for our
sample Android device. After connecting the device to the forensic workstation,
XRY can detect the device. After choosing Generic ADB option instead of Generic
AT, predesigned specific page for this device appears as shown in Figure 35. This
page gives information about connection type, possible data types to acquire and

some other exceptional information.

% XRY Extraction Wizard (= = =)
y LOGICAL . .
Connectivity w w
+ Cable (microUSE Cable) ) )
< Bluetooth Logical (Full Logical (No
Recommen ded Media: Cable read) files)
Features '
Samsung GT- L comtacts 5 -l
i9500 Galaxy S ¥ Contacts 5im
v Y 3 calls Sim '.é‘

V" SMs sim

" Contacts Import
 calis

+ Calendar (Partial Support)

v sMs

v MMS

Vv E-mail (Partial Support)

v Files (Partial Support)

+ Memory card

Other Information
Confirmed with Software version: Android OS 4.2.2

Using cable, make sure that this setting is
activated: "Menu/Settings/Developer options/USB
debugging”

a] For Android 4.2 and above: If "Developer options”
=) isn't available in the Settings menu, go to "About
phone"” and tap seven times on "Build number” /

P "Android version" / "Kernel version" to enable the
< Back "Developer options".

For Android 4.3 and above: To avoid confirmation

Figure 35 - XRY v6.11.1 Sample screen for Samsung GT-i9500 Galaxy S IV
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After clicking “Logical (Full read) button”, XRY asks for image file name
and directory to save the image. Then, a message screen appears to choose
“Backup” or “Agent” extraction methods. After clicking “Backup” option, a
message appears on the phone. After clicking “Back up my data” on the phone,
acquisition starts a couple of seconds later and log messages appear on the screen
of forensic computer. “Logical extraction finished successfully!”” message appears
when XRY finishes the imaging. We have to click “continue” and “finish” buttons
respectively for decoding the acquired data. Finally, “Image Decoding finished
successfully” message appears and this shows that logical acquisition phase is
finished.

The same steps are applied for Agent extraction method. Backup method is
for retrieving data from third party apps and agent method is for getting system app
data. Two logical images are ready to analyze now.

Platform tools in Android SDK is used for physical imaging of the sample
Android device. After rooting the device, “adb.exe devices” command is used for
looking the list of attached devices. Then,”adb.exe shell” and “su” commands are
used for root access to the phone as shown in Figure 36.

“cat /system/build.prop” command can be used to see some information
about device such as device brand, model, manufacturer and Android version as

shown in Figure 36.

BN Administratorn: COWIndowsSysternm22hcmd.exe - adb.exe shell

Figure 36 - ADB connection to the Android device
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“mount” command is used to see mounted partitions in device as shown in
Figure 37. Imaging and analyzing the following partitions is enough for
investigating application artifacts:

e “/system” partition which is mounted on block mmcblkOp20 includes
system related files,

e “/data” partition which is mounted on block mmcblkOp21 includes user data
related to applications,

e “/cache” partition which is mounted on block mmcblkOp19 includes
frequently accessed data,

o “/efs” partition which is mounted on block mmcblkOp3 includes some

sensitive data.

Figure 37 - Mounted partitions in Android device

Raw image of each partition is stored in external Micro SD Card in device
and “adb pull” command is used to transfer images to the forensics workstation.
“dd  if=/dev/block/mmcblkOp21  of=/storage/extSdCard/data part image.dd”
command is used to image data partition on block mmcblkOp21 as shown in Figure
38. “adb.exe pull /storage/extSdCard/data part image” command is used to
transfer image file to the computer. After each process, size of the partition with
elapsed time and imaging speed appear on the screen. This is an indication of
successful operation. Physical imaging of system, cache and efs partitions are also

performed with same methods and tools.



kep21l of=/

ata_part_imag

Figure 38 - Imaging raw disk partitions of Android device

D- Analysis

S7

After creating logical and physical images of Samsung GT-i19500 Galaxy S

IV, analyzation is started. Logical images are created and analyzed with XRY

v6.11.1. In documents and databases sections of XRY output, there are many files

with various extensions related to social network applications. All files are exported

and tried to open one by one with specific file editors. File contents are compared

with the scenarios and artifacts of each platform are determined.

FTK Imager is used to open physical images of Samsung GT-i9500 Galaxy

S IV. After opening the images, all files are extracted to computer as shown in

Figure 39. Many xml, database, log and multimedia files are found. Each file is

opened manually and file contents are compared with the scenarios. File contents

are not encrypted. Unallocated spaces and physically retrieved files can be

analyzed.

‘\ AccessData FTK Imager 3.0.0.1443
Fle View Mode Help

Y datapart dd
=

=M foot] D Export Fles...

) lost
:: :ed\: Export File Hash List...
Dy |E Export Logical Image (AD1)...

o ‘::z‘"' a5 Add to Custom Content Image (AD1)
2 sysem

) dontpanic
) misc
A2 local
) data
) appprivate
|} 8pp-asec
2 appib
- app
~J) property

aa%c g 8B s e IR =

File List

Name

Size | Type

Date Modified

[unallocated space]
[root]
| superblock
|| group descriptor table
|| block bitmap
| inode bitmap
|_|inode table
|| boot record
|| bad blocks
| journal

0KB

4KB
272K8
544 KB
283 KB
283 KB
146592 KB
1KB

0KB
131072 KB

Unallocated Sp...

Directory

Filesystem Met...
Filesystem Met...
Filesystem Met...
Filesystem Met...
Filesystem Met...
Filesystem Met...
Filesystem Met...

Regular File

18.11.2014 06:21:26

Figure 39 - FTK Imager file extraction process for Android images

Files are opened with file editors and their contents are analyzed. Manuel

string search method was used for deleted contents. Strings are searched in files and
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raw image of data partition. R-studio and foremost tools are used to recover photos

with different extensions.
1. Facebook Artifacts

User artifacts related to Facebook application are stored in
data\com.facebook.katana\ and data\com.facebook.orca\ directories. Each directory
contains many subdirectories. Important subdirectories are databases, cache and
files.

Databases folder contains 66 database files. Most important files are
contacts_db2 and threads_db2. Cookies.db and Notifications_db files also contain
some evidentiary data. Cache folder contains audio and image folders. Files folder

contains video-cache folder which includes video files without any extension.
a) Database Files

Contacts_db2 file contains number of contacts, contact IDs, phone numbers,
names and surnames, picture URLs and some more information about Facebook

contacts as shown in Figure 40.

{yNewDatabase | Open Database

Database Structure | BrowseData | EditPragmas | Execute SQL

Table: ‘ | contacts

contact_id fhid first_name ast_name display_name small_picture_url big_picture_url  huge_pictu
|Fi\ter Filter Filter Filter Filter Filter Filter Filter

1 Y2udGHdDoxMDAWMDQzMD..  100004158494721  Jason Brown Jason Brown https://fbcdn-profile-a... https//fbedn-p.. https://fbed

2 Y29udGHdDoxMDAWMDQzMD..  100004304745172  Jack Sparroww Jack Sparroww  https://fbcdn-profile-a... hitpsy//fhedn-p... hitps//fhed

Figure 40 - Contacts_db2 file contains Facebook contacts

Threads_db2 file contains chat messages with time stamps, group
conversations, various unique IDs, phone numbers, coordinates and last seen time

as shown in Figure 41.
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Database Structure | Erowse Data | EditPragmas | ExecutesqL |
Table: | [ messages

msg_id thread key legacy_thread_id  action_id text sender timestamp_ms

[Fitter Filter [Fiter [Fitter Filter [Fiter Filter

1 m_mid1416295006418:60e2f%..  OME_TO_ONE0000415.. t_mid1416295534... 14162959065.. {*email’:"100004304... 1416295006535
2 m_mid1416295884463:2efb8d... OME_TO_ONEL0000415... tmid1416295534... 14162958845.. {"email':"100004304... 1416205884570
3 m_mid1416295605540:380b14... OME_TO_ONE0000415... t_mid1416295534... 14162956955.. Vou {"email’:"100004304... 1416295695581
4 m_mid1416295682063:835a22... OME_TO_ONE0000415... t_mid1416295534... 14162956830... Traveling {"email’:"100004158... 1416295682963
5 m_mid1416295668657:835a22... ONE_TO_ONE10000415.. t_mid1416295534... 14162956687.. Veas {"email’:"100004158... 1416295668657
6 m_mid1416295647111:380b14... ONE_TO_ONE10000415.. t_mid1416295534.., 14162956471 Really {"email’:"100004304... 1416295647144
7 m_mid.1416295630504:835a22... OME_TO_ONE:0000415... t_mid1416205534... 14162056395... Inlstanbul {*email':"100004158... 1416205639504
8 m_mid.1416295605861:380b14... OME_TO_ONE:0000415... t_mid1416205534... 14162056050.. Whereareyou  {"email’:'100004304... 1416205605895
9 m_mid.1416295579725:835a22... OME_TO_ONE:0000415... t_mid1416295534... 14162955797 Ohhhh {"email':"100004158... 1416205579725
10 m_mid.1416295534639:380b14... OME_TO_ONE0000415... t_mid1416295534... 14162955346.. Ohh {"email':"100004304... 1416295534672

Figure 41 - Threads_db2 file contains Facebook text messages

Every user, message, sticker, thread and action has a unique ID in
threads_db2 file. Last seen time, messenger install time, sent and received message
time, thread time and last fetch time for each threads are examples of timestamps.
Coordinates include latitude, longitude and accuracy.

There is also some more database files such as cookies.db and
notifications_db. Cookies.db file contains cookie name, creation time, its value,
expiration time and last access time. Notifications_db file contains notification 1D,
recipient ID, cache ID, notification message and profile picture URLs. Another

database files contain less evidentiary data.
b) Multimedia Files

Image files are in data\com.facebook.katana\cache\image\v2.0ls100.1 and
data\com.facebook.orca\cache\image\v2.0ls100.1 directories. Files have .cnt
extension and their names consist of random letters and numbers.

Videos are stored in data\com.facebook.katana\files\video-cache\ directory
and they do not have extension. An additional unique file exists for each video to

store size of the videos.
c) Deleted Artifacts

Some of the messages, posts and pictures were deleted from Facebook

application. Some deleted messages can be found in both raw image of data
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partition and SQLite Database files. This shows that the third deleted data
management rule was applied to database files. But some deleted contents are
retrieved from only raw image.

Figure 42 shows the sample deleted text message of Facebook application.
It is so clear that a text message with various information such as user 1Ds, time
stamp and coordinates are retrieved. User IDs of both receiver and sender are
available. Profile of the user could be found easily on the internet with the help of
User ID. Time stamp is in Unix Epoch time format. Epoch time converter can be
used to determine the time value. Decimal value of “149C1CBE687” is
“1416295605895” and it indicates 18 November 2014 07:26:45 UTC time.
Latitude, longitude and accuracy are available as a coordinate information. Exact

location can be found on Google maps with coordinate values.
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Figure 42 - Sample message format with metadata information for Facebook application

Deleted posts related to location sharing are searched in the raw image of
data partition and many location information can be found easily. While performing
a check in, Facebook suggests some near locations. All of these locations can be
found as well as checked locations. User ID, user name, coordinates, creation time
stamp and check in count of the location values are still available as shown in Figure
43,
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Figure 43 - Sample location sharing post format with metadata information for Facebook application

2. Twitter Artifacts

Twitter artifacts are located in data\com.twitter.android\ and
media\0\Android\data\com.twitter.android\ directories. data\com.twitter.android\
directory contains 4 subdirectories; cache, databases, files and shared_prefs.
Databases and shared_prefs subdirectories mainly contain evidentiary data.

a) Database Files

Database files are stored in databases folder. 2880712150-17.db file contains
twitter conversations with time stamps, unique 1Ds, URLSs, searches, hashtags and
followers as shown in Figure 44. File name contains user ID 2880712150.

Database Stuctre | Browse Data | EditPragmas | exear=soL |

Teble: | ] conversation_entries

_id entry_id conversation_id user_id created entry_type data request_id
[Filter [ Filter [ Fitter [ Fitter [ Fiteer [ Fitter [ Fitter [Fitter
1 20 5242780567275... 2880676023-288... 2880712150 1416216730000 0 (BLOB) aT1feb27-d507-...
2 21 5342781534001, 2880676023-288.. 2830676023 1416216812000 0 (BLOB) 99CFES6C-DO4F...
3 22 5342829302277... 2880676023-288... 2830712150 1416217951000 O (BLOB) d29a1fba-286F-...
4 23 5342820757737, 2880676023-288... 2880676022 1416217962000 o (BLOB) BED427A6-56E4...
5 24 5342868384215, 2880676023-288... 2830676023 1416218883000 0 (BLOB) SEEEES82-ASFF...
&= 2 Edit database cell [ | =S|

ooso oo 78 7o 7 6a 2b Oc 7o 48 30 00 7
0020 <4c 65 T4 6d 65 &5 T4 20 T4 6f
00bD 72 &£ 77 70 70 74 00 24 35 45 45 45 45
00cD 2d 41 35 46 46 2d 34 32 30 36 2d 38 41
004D 22 46 33 45 54 31 42 36 45 36 33 37 77 01 00 78 | SF3E41B6E63TwW..x

4 [m

Type of data currently in cell: Binary
224 byte(s)

Figure 44 - 2880712150-17.db file contains Twitter direct text messages
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Global.db file contains account name, user ID, tweet and mention count.
0-scribe.db file contains logs and IDs in scribe table. 0-17.db, 69079351-17.db and
2880712150-drafts.db files contain many tables but no evidentiary data could be

found in them.
b) Xml files

21 xml files are stored in shared_prefs folder. Jacksparrowtm.xml and
com.twitter.android_preferences.xml files are most important files. They contain
some preferences and settings about twitter application. Other files contain less

evidentiary data.
¢) Multimedia Files

Multimedia files are located in media\O\Android\data\com.twitter.android\
cache\ directory. Gallery, users and photos folders contain various pictures that their

names consist of random numbers and letters.
d) Deleted Artifacts

Some of the direct messages and twitter posts were deleted and tried to
recover. Deleted direct messages are searched in both database files and raw image
of data partition but they cannot be retrieved. It is noticed that the name of the
2880712150-17.db file changed to 2880712150-19.db. The file size is also reduced.
All of these detections show that the second deleted data management rule were
applied to database file.

Deleted twitter posts with various information can be retrieved from both
SQL.ite database files and raw image of data partition. Deleted twitter posts are still
available more than one location in database file. This shows that the third deleted
data management rule were applied to database file.

Figure 45 shows the sample deleted tweet retrieved from both 2880712150-
19.db SQLite database file and raw image of data partition. User ID is
“ABB42DD6” and its decimal value is 2880712150. Posted text message is
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“Waiting new movie”. Source fragment shows that the source of the tweet is an
Android. Example sources may be iPhone, Web Client, TweetDeck application and
so on. Time stamp shows the creation time of the tweet and Unix Epoch time format
is used like Facebook application. Decimal value of “149BD378220” is
1416218772000 and it indicates 17 Nov 2014 10:06:12 UTC time. “40.7891341”
is the latitude and “29.4414867” is the longitude as a coordinate information.
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Figure 45 - Sample posted tweet format with metadata information for Twitter application

Many twitter accounts were followed and some of them are removed from
the list. Many twitter posts are found related to old accounts in raw image of data

partition.
3. Google+ Artifacts

Google+ artifacts are stored in data\com.google.android.apps.plus\
directory. Database and xml files contain evidentiary data.

a) Database Files

EsO.db, esl.db and es2.db database files have the same structure and they
contain contacts, user names, unique IDs, time stamps, URLS, activities, comments,

searches and locations.

Datsbase Structure | Browse Data | Edit Pragmas | Execute SQL_|

& Creat= Table

Name Type Schema
4 (1] Tables (39)
| account_status CREATE TABLE account_status (user_id TEXT.notification_pell_inter
| = CREATE TABLE INTEGER PRIMARY KEY, activit

CREATE TABLE

ments (id INTEGER PRIMARY £
m_key TEXT NOT NULL,ac
PRIMARY KEY AUTOINC RE
t_data BLOB NOT NULL)

cale TEXT)

rele_id TEXT NOT NULL link_persen_id TEXT NOT NULL UNIQUE (
(gsia_id TEXT NOT NULL,n. =y TEXT NOT NULL, UNIQUE (gl
EXT PRIMARY KEY,circle_n, rt_key TEXT,type INT, contact._|
_person_id TEXT NOT NULL,search_key_type TEXT NOT NULL DE
EXT PRIMARY KEY.gaia_icl TEXT.avatar TEXT.name TEXT,s0rt_key T
Cid INTEGER PRIMARY KEY AUTOINCREMENT, timestamp INT DEFAL
Cid INTEGER PRIMARY KEY AUTOINCREMENT,type INTEGER UNIQUE
CREATE TABLE d INTEGER PRIMARY KEY AUTOINCREMENT, d TEXT NOT NUL
CREATE TABLE INTEGER PRIMARY KEY AUTOINCREMENT, _icl TEXT NOT NULL,
CREATE TABLE INTEGER PRIMARY KEY AUTOINCREMENT, me_id INTEGER LINIQ
CREATE TABLE events(_id ER PRIMARY KEY AUTOINCREMENT, event_id KT UNIQUE NOT NUL

CREATE TABLE
CREATE TABLE
CREATE TABLE
CREATE TABLE
CREATE TABLE
CREATE TABLE
CREATE TABLE
CREATE TABLE
CREATE TABLE
CREATE TABLE
CREATE TABLE

Figure 46 - Es2.db file contains Google+ contacts and comments
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b) Xml Files

Accounts.xml file contains account names, emails, unique IDs, URLs and
so on. lu_settings.xml file contains emails, time stamps and some more settings

about Google+ application.
c) Deleted Artifacts

Profile update and deletion of some posts were performed to test the deleted
contents situation. Some of the deleted posts and old profile entries are found. This
shows that the third deleted data management rule was applied to database file.
Some of the profile information and posted messages contain unique strings. These
unique strings facilitate the analysis.

Figure 47 shows the example posted message format. It was deleted but it is
still available in es1.db file with various information. User ID, display info (public

or private), text message, URL, creation and modification times are determined.

01 00 34 00 00 00 14 81 OB 00 00 00 00 00 08 40
00 00 00 00 00 00 00 00 7T& 31 32 Z17ndInp

68 6E 6E 77 7h 6C 6B 63 31 32 32 m@

32 73 65 7R €8 78 61 6F 79 30 34 31 30 38 38 36 <set@|
35 30 34 33 36 33 32 34 34 38 31 33 36 33 31 35

61 3L 65 78 74 3L 73 &8 &1 T2 £5 €7 €F 72 ¥ <% Frext:sharebox.c
6F &0 2ZE &7 &F &F &7 &C &5 2ZE 61 ) om.google.androi
64 2E 61 70 70 73 2E 73 &6F 63 6% __ __ 7 __ __ d.apps.social ;4
JF 6L 63 73 6E 34 76 66 34 69 64 T1 72 30 75 76 /jcsndvididgrOuv
69 &8 T4 76 T2 BF 76 33 &6 &7 &7 T3 6E 34 &7 6E  ihtvrov3fggsndgn
67 69 74 75 62 61 77 31 60 69 68 60 72 &F 75 33 | gitubawlmihmrou3
73 67 35 72 72 60 67 31 &F 2F 00 00 00 01 01 50 sgSrrmgla/ P
75 62 &C &3 }ol 49 BD B4 &3 59| }31 4% 38 74 34| ublic |T%°3Y Jat’
1E 0o OF 48 75 76 &7 64|64 67 68 76 G& |6 Buvgddgnve
72 78 EF BE 00 00 00 00 00 00[00 00 68 74 T4  |rxisg htt

70 73 34 2F 70 6C 75 T3 2E &7/ 6F 6F &7 &C 65 [ps://plus.google

2E 63 &F 31 30 38 38 36 35 30 34 33 36 33 ||.com/10886504363
32 34 34 33 36 33 31 35 2F 70 6F 73 74 73 [2448136315/posts
2F 31 46 50 73 53 6E 77 32 58 OE 14 02 27 | [/1FhZP=5nwiX '

7 00 08 81 10 19 05 05 00 00 03 5 Tg
00 14 81 OB 00 QO OO0 OO OO OB 83 * f

Creation Time | |Modification Time

Figure 47 - Sample posted message format with metadata information for Google+ application

Old profile information is searched in raw image of data partition. All of the

old information such as phone number, E-mail and occupation are found. Some
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accounts were followed and two of them removed from the list. Many old posts are
found related to old accounts in raw image of data partition.

4. Instagram Artifacts

Instagram  artifacts are located in data\com.instagram.android\,
media\0\Android\data\com.instagram.android\ and media\0\Pictures\Instagram\
directories. Instagram application do not use SQL.ite database files in Android. Xml
files, pictures and videos may be evidentiary data.

Data\com.instagram.android\shared_prefs directory contains many xml files
that contain some preferences, profile information, time stamps and unique IDs.
1564603320 _USER_PREFERENCES.xml file contains geotag enabled or
disabled, recent user searches, contacts count, inbox new share count and so on as
shown in Figure 48. 1564603320 is Instagram user ID.

[=l 1564603320_UUSER_PREFERENCES sl |
)(?xrrl version="1.0" encoding='utf-8' standalone='yes' ?>
2 [H<map>

<boolean name="needs photo map edncation" value="true" />

<boolean :ar’.e=|”geotag_enabled“ value="trome" /
<long name="device info last reported time" value="1418289750882" />
<string :ar.“.e={"recen‘t_use'r_searches' >[{&quot;idéquot; : &quot;1564590161&quot; , équot ;biography.

<long name="inbox new share timestamp" value="0" />
<boolean name="allow contacts sync" value="true" >
<boolean name="has_seen filter strength nux" valus="true" >
10 <boolean name="inbox opened" valus="trume" />

11 <boolean name="feed video play sound" valus="trme" />

12 <boolean name="gridlines enabled" =

13 <int :ar.“.e="inbox new share couu‘t“‘ value="0" />

14 <int :ar.“.e{"contacts connt"|value="2" />

15  -</map>

Figure 48 - 1564603320_USER_PREFERENCES.xml file contains Instagram user preferences

1564603320 _video_view.xml file contains the watched videos and watching

times. Time values are in Unix Epoch time format.

[ 1564603320 video_view.l |

1 |<:?fo.1 verzion='1.0' encoding="utf-8' standalone='yes' 2>

2 <map>
<long name="872806608323883597 28584235" value="1418289852502" s
<long name="8T2862897603228331 285842353" value="1418283941768" />
<long name="855698648795514815 183958904" value="1416232568903" /=
& </map>

Figure 49 - 1564603320_video_view.xml file contains Instagram watched videos
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a) Multimedia Files

Data\com.instagram.android\cache\images\ directory contains various
image files related to Instagram application.

Data\com.instagram.android\cache\ directory contains pictures shared via
Instagram.

Data\com.instagram.android\files directory contains pending pictures via
Instagram.

Media\O\Pictures\Instagram directory contains pictures shared via
Instagram.

Media\0O\Android\data\com.instagram.android\cache\video\ directory

contains videos related to Instagram application.
b) Deleted Artifacts

Instagram application do not use SQL.ite database files. Profile information
is stored in xml files. Old profile information cannot be found in both xml files and

raw image of data partition.
5. WhatsApp Artifacts

WhatsApp  artifacts are located in  data\com.whatsapp\ and
media\O\WhatsApp\Media\ directories. Databases, files and shared prefs

subdirectories in data\com.whatsapp\ directory mainly contain evidentiary data.
a) Database Files

Database files are in databases folder. Msgstore.db file contains chat
messages with time stamps, phone numbers, pictures as raw data and user IDs as

shown in Figure 50.
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Databass Stuctire | Browse Data | EaitPrapmas. | Ewscut= SGL|
Table: [ || messages
_id key_remote_jid tey_from_m: ieey_icl status needs_push data timestamp
[Fiiter [Filter [Fitter [Firter [Firter [Fiiter [Firte: [Fitter i
11 1 o 1 1 0 o
2 2 905061541346 @z whatsapp... 0 1416234507-42 0 0 Hi jack 1416234680000
3 3 905061541346 @3 whatsapp... 0 141623450745 13 0 Hi john 1416234717000
a a4 905061541346 @z whatsapp... 1 1416234087-1 13 o Hi jack how ar.. 1416234732433
5 s 905061541346 @s.whatsapp... 1 1416234087-2 13 [ o 1416234784978
5 & 905061541346 @z whatsapp... 0 141623450748 0 0 27 1416234807000
7 7 905061541346 @s whatsapp... 0 141623450753 13 0 Oh good 1416234884000
8 & 905061541346 @ whatsapp.. 1 1416234087-3 13 o o 1416235166420
9 9 905061541346 @swhatsapp.. 1 14162917341 13 0 Joe 1416292151192
10 10 905061541346 @s.whatsapp... 0 1416291684-66 13 0 Yes 1416292176000
1111 905370469569 @3 whatsapp... 1 1416291734-2 5 0 Hi 1416292279173
12 12 905370469568 @ whatsapp... O 1416225131, 13 o Hu 1416292287000
12 13 905370469569 @swhatsapp... O 1416225131, 13 0 Jack 1416292298000
14 14 905370469569 @swhatsapp... 0 1416225131-... 13 0 Is that you 1416292304000
15 15 905370469569 @swhatsapp... 1 1416291734-3 5 0 Yes 1416292310540
16 16 905370469569 @z whatsapp... 1 1416201734-4 5 o Itis me 1416202318611

Figure 50 - Msgstore.db file contains WhatsApp text messages

Wa.db file contains contact people with names, phone

messages and time stamps as shown in Figure 51.

numbers, status

Database Structure | BrowseData | EditPragmas | ExecuteSQL |
Table: [_Iwafmmads
_id jid is_whatsapp_user status status_timestamp  number raw_contact_id  display_name
[Fitter — TFitter Filter Filter Fitter [Filter [Filter Filter
111 90111220 @s.whatsapp.net 0 ] 01112 2 Tes
22 9050705  @s.whatsapp.net 0 0 050705 5 KE
33 9050705 @s.whatsapp.net 0 0 05070, 6 SAMSUNG
44 90333 @s.whatsapp.net 0 0 033333 4 Test3
55 90222 @s.whatsapp.net 0 ] 02222, 3 Test2
66 905061 @s.whatsappnet 1 Tam crazy 1416235232000 05061 15 it
77 905077 @s.whatsapp.net 0 0 +905077. 12 Sah
88 9053704 @s.whatsappnet 1 Busy 1363842030000 0537041 17 Ye

Figure 51 - Wa.db file contains WhatsApp contacts

Axolotl.db file contains public key, private key, some more keys and records

in an encrypted format as shown in Figure 52.

Table: [J\denm}es
_id recipient_id registration_id public_key private_key next_prekey_id timestamp
[Filte [Fiter Filter [Fiter [Fiter [Fitier Filter
11 1 1184302301 96904020 M§V69009.. 09400409 $2061L9DH.. 12022220 1416234088
23 905061541346 1416234822
34 905370463569 1416292280

Figure 52 - Axolotl.db file contains encrypted keys and records
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b) Xml Files

Xml files are stored in shared_prefs folder. Com.whatsapp_preferences.xml
file contains phone number, time stamps, program version and some more
preferences. RegisterPhone.xml file contains phone number and registration info.

VerifySms.xml file contains sms verification state and time.
c) Log Files

Whatsapp.log file contains various log information about WhatsApp
application. Whatsapp-2014-11-19.1.10g.9z file is a compressed file and whatsapp-
2014-11-19.1.1og file also contains various log information.

d) Multimedia Files

Media\0\WhatsApp\Media\WhatsApp Images directory contains sent and
received pictures via WhatsApp app. data\com.whatsapp\files\Avatars directory

contains profile picture for WhatsApp application.
e) Deleted Artifacts

Some of the text messages, pictures, and location sharing messages related
to WhatsApp application were deleted and tried to retrieve with low level methods.
Msgstore.db file still contains deleted messages with phone numbers and various
time stamps. The deleted location sharing message also retrieved from msgstore.db
file. These show that the third deleted data management rule was applied to database
file.

Figure 53 shows the sample deleted text message retrieved from msgstore.db
file. The message is found only one times. The fragment contains phone number,
text message and 4 time stamps. Time stamps are in Unix Epoch time format. First
one is a timestamp of a message sent, second one is received timestamp, third one
is receipt server timestamp and fourth one is receipt device timestamp. First time
stamp value is “149C199BD93” and it indicates 18 Nov 2014 06:31:58 UTC time.

There are only very little differences between time stamps.
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00010720 |00 00 00 00 00 00 00 OO 0O 00 OO0 00 00 &8 10 1lE h
00010736 |00 43 09 25 01 08 10 O5 00 00 OF 08 00 00 00 08 C3
00010752 |08 08 08 00 OO 05 01 O5 05 00 OO0 00 08 39 30 35 905

00010768 |33 37 30 34 36 39 35 36 39 one Num " s.w'nat
00010784 T3 61 70 70 2E 6E 65 74 31 5% 31 S0 3Z 39 31 3] sapp.netl4le291
00010800 | 33 3¢ 20 34 05 49 74 20 69 73 20 6D 65 01 49 C1] 34-4[Tc is me| Ix\ext\messa e
00010816 ([99 BD 93] 30 0L 49 C1 99 BL 94| FF off 4% C1 99 sy [y Th™,
00010832 [18]0fk£9 Cl 89 T3 00 63 09 25 e co3
08 00 00 05

00010848 |13 05 00 O0~0 o 00 E:
00010864 |01 05 05 00 00 OC™B& 39 3B 35 33 37 30 34 36 3 95537046

Figure 53 - Sample message format with metadata information for WhatsApp application

Figure 54 shows the comparison of deleted location sharing message
retrieved form msgstore.db file with WhatsApp screenshot. The phone number and

location information are still available in database file.

00 00 00 00 00 OO0 00 00 00 00 00 00 00
63 00 43 09 25 09 08 00 05 00 00 OF 08 cC%

08 08 07 0T 83 4A °° °F ~° fan? on 0 £
%5 50 5 Phonenumber> s b | Tubitak Elektronik... 9

61 74 73 61 70 70 <& ot oo /4 $1 3% 51 .whatsapp.netl4l

503633 39 2D 33 0L 4h 35 ST 4 12 35 8280889-5 J8°J 5 Turkey
62 69 74 61 €8 20 45 * [ThMpitak Elektro
20 42 69 6E 61 73 ca‘
40 3D 72 8F 0% 46 1F 9F ACED 00 05 73 { @=r F ¥-i =

63 6F 6D 2E 77 €8 61 74 73 61 70 70 2E r com.whatsapp.
69 61 44 61 74 61 FF F4 96 ED E1 A2 30 MediaDatayd-ide¢0

Figure 54 - Sample WhatsApp location sharing message comparison with WhatsApp screenshot
6. LinkedIn Artifacts

LinkedIn artifacts are located in data\com.linkedin.android\ and

media\0\Android\data\com.linkedin.android\cache\li_images directories.
a) Database Files

Linkedin.db file contains profile information, time stamps, search results,

notifications, companies and recommended people as shown in Figure 55.
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Database Structure Browse Data Edit Pragmas | Execute SQL |
Table: [ || federated_search
_id primary_field | secondary_field  vertical_type json
[Fitter Filter Filter Filter  Fitter

1 2521622 se® Information Tec... companies {"tType":"searcht2”,"text3":"501-1000 employees”,"textl ":"se™, "text2": "Informatio
2 12265892 Volunteer Virtu... Mepris Inc jobs {"tType":"searc ht2","text3":"Washington, DC", "textl ":"Volunteer Virtual Classroom
3 12182356 Visiting Nursin. Chamberlain C... jobs {"tType":"searc ht2","text3":"Washington D.C. Metro Area”,"textl ":"Visiting Nursing
4 314213 VLEM Computer Net... com panies {"tType":"searc ht2","text3":"51-200 employees”, "textl":"VLEM", "text2 s Computel
5 166681 University of Te.. Higher Education companies {"tType":"searc ht2","text3":"1001-5000 employees”,"textl ":" University of Texas at D)
6 680589 University of Si.. Education Man... com panies {"tType":"searc ht2","text3":"1001-5000 employees”,"textl ":" University of Sindh”,"t
7 880357 University of Ka... Higher Education companies {"tType":"searcht2”,"text3":"501-1000 employees”,"textl ":" University of Kashmir”,'|
8 12230004 UNIX Systems E... BetaTech,Inc.  jobs {"tType":"searc ht2","text3":" Reston, VA", "textl ;" UNIX Systems Engineer - To 5150
9 18576772 Trainin: g and Or.. NRECA jobs {"tType":"searc ht2","text3":" Arlington, VA, US","textl "' Trainin g and Organization.
10 2545859 ThinkSys Inc Information Tec... com panies {"tType":"searc ht2","text3":"51-200 employees”, "textl":" ThinkSys Inc","text2":"Inf

Figure 55 - Linkedin.db file contains LinkedIn profile information

b) Xml Files

Auth_library_prefs.xml file contains user name, member ID and E-mail.
LinkedInPrefs.xml file contains user name, E-mail, member ID and profile picture
URL.

¢) Multimedia Files

Media\0\Android\data\com.linkedin.android\cache\li_images directory

contains various image files related to LinkedIn application.
d) Deleted Artifacts

LinkedIn profile update was performed. Some information such as profile
picture, university, department, personal website, mobile phone number and
address were changed and tried to recover old information. All of them are
recovered from linkedin.db file. This shows that the third deleted data management
rule was applied to database file. Figure 56 shows the retrieved User ID, phone

number, industry, website, last name, time stamp and job looking information.
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Figure 56 - Deleted LinkedIn profile information retrieved from linkedin.db file

7. Artifacts after Uninstallation of Applications

Applications are uninstalled from device and changes are observed in terms
of user artifacts. Physical images of Android device are analyzed to investigate
unallocated spaces. It is determined that all files produced by installed applications
are deleted but they left some evidentiary data behind.

Facebook messages, posts and user ID’s cannot be found in physical image
of user data partition. Only some pictures can be recovered from unallocated spaces.
Twitter account information such as screen name, profile image URL, description,
location, creation time and friend count can be retrieved from xml file remnants.
Direct messages and posts cannot be found in physical image. Some of the pictures
can also be recovered. Google+ user ID and some profile information such as E-
mail and phone number can be retrieved but posts cannot. Instagram user ID and
preferences cannot be retrieved but some of the posted pictures can be recovered.
WhatsApp phone numbers and account names can be found but chat messages
cannot be found in physical image. It was determined that “s.whatsapp.net” string
appears before every chat message for WhatsApp application. This string still

appears 170 times in physical image but messages near string are overwritten with
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garbage values. LinkedIn profile information is also searched but cannot be found
in physical image.

Some of the contents of applications were also duplicated in different
locations for other applications in the device. Some pictures, E-mails, internet
history and account information related to deleted applications are retrieved from
device. Actually, these are related to deleted applications but possessed of other
preinstalled applications.

In conclusion, it can be said that social media applications generally leave
pictures and profile information behind and it is difficult to retrieve chat messages
and posts after uninstallation. Duplication of artifacts increases the chance of

recovery.

E- More Data Recovery Techniques

Some more data recovery methods and tools; “R-Studio”, “foremost” and
“strings” command are used for Android device.

R-studio is a commercial powerful data recovery software. It can be used for
raw file recovery even for unknown file systems. It can function on damaged,
formatted or deleted partitions. It is used for recovery of deleted photos, videos and
database files in this research?. Figure 57 shows file carving process of Android

user data partition image with R-Studio program.

Drives X | |5an
Devic'e/Disk Label FS Start Size
4 (M Local Computer

g T \Secondlmages|\GalaxyS4\data_part image.dd - 8.95 G&

4 || ImagefFiles
4 % Z:\Phonelmages\Secondimages\Gal.. Extd 0 Bytes 39568
“# Recognized) Edtd  0Bytes 8.95GB
% Extra Found Files

Figure 57 - File carving process of Android image with R-Studio

28 Available at http://www.data-recovery-software.net/, accessed on December 10,2014


http://www.data-recovery-software.net/
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Figure 58 shows the retrieved files after file carving process.

L Device view | == Extra Found Files -> Z:\Phonelmages\SecondImages \Galaxy54\data_part_image. dd |
Folders = Contents
a < Extra Found Files Name Size Created
> Archive = 10175jpg 7320 Bytes
Deocumen t & 10176.pg 6556 Bytes
Font = 10177.jpg 5539 Bytes
- Graphics, Picture = 10178.jpg 9736 Bytes
3D XML file (3dxml) = 10179.jpg 9118 Bytes
CompuServe GIF Image (.gif) = 10180jpg 6516 Bytes
IBM Picture Maker Image (.pic) = 10181.jpg 8579 Bytes
JPEG Image (jpg) = 10182jpg 8654 Bytes
Kedak PhotoCD Image (ped) = 10183.pg 6750 Bytes
Macintosh Paint Image (.mac) = 10184.jpg 11825 Bytes
Olympus RAW image (.orf) = 10185.jpg 4376 Bytes
PNG Image (.png) = 10186.jpg 8772 Bytes
SGIImage (.sgi) i 10187.pg 6260 Bytes
Tagged Image Format File (.tif) = 10188.jpg 7394 Bytes
Windows icon (ico) = 10189.jpg 7343 Bytes
Multimedia = 10190,jpg 5493 Bytes
Multimedia Audic i 10191.jpg 4517 Bytes
Multimedia Video = 10192jpg 5176 Bytes
W/O EXTENSION = 10193.jpg 9487 Bytes

Figure 58 - Results of file carving from Android image with R-Studio

Foremost is a data recovery program in Linux. It recovers files using their
headers, footers, and data structures. Foremost is designed to ignore the type of
underlying file system. It can recover specific file types, including jpg, gif, png,
bmp, avi, exe, mpg, wav, riff, wmv, mov, pdf, ole, doc, zip, rar, htm, and cpp?°.

“# foremost data_part image.dd” command creates files and directories as

shown in Figure 59.

N RN RN

b
pdf png wav 1ip auditbt

Figure 59 - Foremost output files and directories for Android image

Strings command from Sysinternals can be used to search ANSI and
UNICODE strings. Command creates a text file which can be used for regular
expression searches.

“#strings data_part image.dd > out file.txt” command finds all possible
strings and writes them in “out_file.txt” file. After running the command, the size
of the “out_file.txt” file became 223 MB.

2 Available at http://en.wikipedia.org/wiki/Foremost_(software), accessed on December 10, 2014


http://en.wikipedia.org/wiki/Foremost_(software)
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§5. RESEARCH FINDINGS AND EVALUATION

I. Summary of Research Findings

In this research, the goal of finding the artifacts related to social media
applications installed on mobile devices was achieved. The examination process
aimed to identify what crucial data is stored, where it is stores and how it can be
analyzed. Hundreds of files in proprietary formats were explored and examined
manually. User names and user IDs, contacts, chat messages, pictures, time stamps,
location coordinates and some more private information were retrieved. If some of
them were deleted, there would be a possibility to recover them for most of the
applications. Most of these are found in plaintext format in user data partition of the
mobile devices. Some of the contents such as keys and special records are found
encrypted. It is also checked if retrieved artifacts are consistent with the scenarios.
All of these may help law enforcements to reconstruct and clarify a criminal case.

Social media postings also contain metadata which is embedded to visible
data or file and generally invisible to the users. Unique IDs, time stamps,
coordinates and URLs may be included in metadata category.

Mobile devices use proprietary file formats to store information. Different
applications may store the same kind of information in different formats at varied
locations. File editors such as SQL.ite and plist viewers can be used to analyze the
stored data. But, deleted entries may not be visible by using file editors. Deleting a
record generally just removes the reference to it, but leaves the actual data in the
file. There is a possibility to retrieve them by reverse engineering the storage format
with hexadecimal viewer. Recovery of data is impossible for some secure deletion
methods. If there is a data protection mechanism, the file key is lost after file
deletion. The content may remain encrypted in unallocated space and they cannot
be retrieved by most powerful carving tools. Secure deletion of the contents can
also be achieved by file wipe tools. Some special tools can erase the files and

unallocated spaces securely.
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Most of the mobile forensic tools do not automatically parse the third party
applications. The average forensic tool supports nearly 30 applications out of more
than a million iOS and Android apps. They generally choose to focus on most
downloaded applications. A relatively small proportion of the entire user data area
is examined by typical mobile forensics tools. These kind of examinations are the
most time-consuming because of manual methods. Lack of time and training

opportunities may also result in missing mobile application data.

[l. Evaluation of Artifacts in Terms of Privacy

Social media is the part of the modern world. Collecting and viewing this
kind of information by digital forensic investigators brings a number of ethical
concerns. For example, an investigator may find irrelevant evidence of adultery or
some other sort of inappropriate material (Basset et al., 2006). These kind of
irrelevant data need to be ignored and they should remain confidential.

The popularity of social media platforms shows the power of user-created
content. People tend to share their location, religion, state of health, family life,
pleasure and many opinions about various matters. All of them should be stored
securely. In the event of a lost device or malware infection, data stored insecurely
can be compromised. Criminal and malicious usage of the contents is getting
increasingly widespread.

As a matter of fact, people prefer to share some social media contents
publicly. It is possible to achieve these shared contents easily via the internet. The
significance of privacy concerns about this public information is questionable. On
the other hand, some unshared contents such as chat messages and private pictures
must remain confidential.

The best practice for mobile application developer community is that critical
data should not be stored on the device. Experts specify that it is possible to develop
more secure mobile applications and to reduce storage of sensitive data. If it is
needed to store, it must be encrypted. Unfortunately, some of the applications store

even passwords and bank account information on the device’s nonvolatile memory
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in plain text format (ViaForensics, 2011). These sensitive data are readable as
textual data without much processing. If a cybercriminal is able to steal these kind
of valuable data by malware infection, users may experience various difficulties.
None of the examined applications in this research store passwords in plain text
format.

According to a guideline announced by NIST, mobile apps were tested in
terms of some requirements (NIST, 2014). Protecting sensitive data and preserving
privacy are the first two requirements. It is stated that mobile apps should protect
sensitive data at rest and in transit by using cryptographic security services provided
by the underlying platform. The app must ask for permission to use personal
information and using it only for authorized purposes. This includes location
services, geotagging photographs, accessing the camera and so on.

The main reason of developing unsecure mobile apps is that developers
generally focus on technical features and they ignore security issues. They also may
be unaware of the underlying platform. Users are also social engineered easily. All

of these cause information security weakness.

[ll. Comparison of Applications

User artifacts of six social media mobile applications were observed. Most
of the information was found easily and a little information was found a bit harder.
This research shows that a forensic examiner can gain nearly a complete access to
private messages, public or private posts, time stamps, shared locations, friend lists
and profile information of all six social media platforms. Platforms have similarities
and differences about stored data contents, time stamp formats, picture formats,
unique IDs and logs.

All platforms have a friend lists or following people lists. Detailed
information about these people or these accounts was retrieved for all platforms.
Their ID numbers, names, surnames, phone numbers, profile pictures and E-mails
are examples of their profile information. They were not encrypted and found

easily.
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Chat messages were found in clear text format easily in both iOS and
Android. People prefer Facebook messenger and WhatsApp messenger more than
other platforms for chatting. Actually, it is hard to read chat messages in WhatsApp
without rooting in Android. They are encrypted in “msgstore.db.crypt” file. There
IS no need to jailbreak the i0S device to reach the WhatsApp database files in i0S.
Backup and synchronization features are enough to see the chat message contents.
Twitter has also direct messaging option. Messages were found easily in iOS and
Android. But, deleted direct messages could not be found in both devices. There is
not any deleted direct message remnant of Twitter even in physical image of user
data partition in Android. However, many deleted messages of Facebook and
WhatsApp with metadata information could be found in both devices.

Phone numbers are available as a profile information or a part of a user ID.
WhatsApp messenger uses phone number as a part of the user ID. So, it is easier to
reach a phone number in WhatsApp messenger. If user has shared the phone number
as a profile information, it can also be retrieved in other platforms.

Miscellaneous unique IDs were found for users, messages and posts.
Facebook stores user (sender and recipient) 1D, message ID, action 1D, offline
threading ID and thread ID. Some of these IDs are associated with time. Twitter
stores sender and recipient ID for direct messages, hashtag 1D, entry 1D, and status
ID. Google+ stores user 1D, activity 1D, comment ID, author 1D, view ID, photo
ID, owner ID, circle ID, event ID, theme ID and some more unique I1Ds in Android.
Instagram stores some unique values in xml and plist files. They are not obvious,
but they may be user IDs and post IDs. WhatsApp stores user IDs like
“phone_number@s.whatsapp.net”. Each message has a unique ID which is
associated with time. For example, timestamp is 1416234884000 and unique ID is
1416234507-53 for “Oh good” message. WhatsApp also stores picture ID.
LinkedIn stores member (user) 1D, company ID, notification 1D, group ID, message
ID, Job ID, server ID and campaign ID in linkedin.db database file in Android
platform. There is no database file in iOS platform for LinkedIn, Instagram and
Google+. These unique 1Ds may be stored in plist and xml files in iOS but they are

not obvious.
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Multifarious time and date information were found during the investigation
of user artifacts. Applications store time values in three different formats: Unix
Epoch time, Mach Absolute time and clear text time formats. Facebook stores
messenger install time, message time, last visible action time, snippet times for
threads and last synchronization time in Unix Epoch time format. Twitter stores
profile create time, friendship time, search time, direct message time, status
message (posted tweet) time and status message update time in Unix Epoch time
format. It stores hashtag update time in clear text format. On the other hand, time
values in scribe.1.sqlite file is in Mach Absolute time format. Google+ stores circle
synchronization time, people synchronization time, event synchronization times,
last analytics synchronization time, last settings synchronization time, last squares
synchronization time, last emotishare synchronization time, last notification time,
activity creation and modification time, comment creation time, profile update time,
contact update time in Unix Epoch time format. Instagram stores last device log
time in Mach Absolute Time format in iOS. It stores app install date, some
registration and expiration dates in clear text format. It stores device info last
reported time, expiration dates, picture and video view time, last registration time,
first run time, posted message time, some expiration times in Unix Epoch time
format. WhatsApp stores chat message date, status message date and last
modification date for contacts in Mach Absolute time format in iOS. It stores these
times and some other times for messages such as message receive time in Unix
Epoch time format in Android. LinkedIn stores notification time and cache time in
Unix Epoch time format. It stores profile metadata time in clear text format.

Location information generally consists of longitude, latitude and place
name for both iOS and Android platforms. Facebook location information contains
longitude, latitude and accuracy in both I0S and Android. Twitter states longitude,
latitude, place ID and place name in {0OS and Android. Google+ states longitude,
latitude and place name in Android. Instagram specifies geotag option enabled or
disabled in Android. WhatsApp location information contains longitude, latitude
and place name in Android. Only location name of a deleted WhatsApp location

sharing message could be found in iOS.
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Various URL information was found for all platforms. They may indicate
profiles, profile pictures, shared locations and shared posts. URLs may also contain
user IDs. Some of the URLSs can be used to look the contents on the internet. But,

some of them are only usable with users’ account credentials.

IV. Comparison of Operating Systems

The main difference between iOS and Android is encryption mechanisms.
Every iOS device has a dedicated AES 256 crypto engine which comprises the
device’s unique ID (UID) and a device group ID (GID). The UID is unigue to each
device and the GID is common to all processors in a class of devices No software
or firmware can read them directly (Apple Inc., 2014). The entire file system is
encrypted in iOS devices with hardware level encryption. User data partition could
be imaged but file contents could not be seen. Any vulnerability has not been found
yet for physical imaging of iPhone 5S without jailbreaking. Imaging the user data
partition is enough for examining the files in Android. So, 10OS seems more secure
than Android in this respect. If new versions of Android come with hardware level
encryption mechanisms, Android may compete with iOS to become more secure.

3 of the 6 social media mobile apps, Facebook, Twitter and WhatsApp use
SQLite database files to store entire database in both iOS and Android. Google+
and LinkedIn use SQLite files only in Android. Consequently, more evidentiary
data were found for them in Android. Instagram do not use SQL.ite files in both
devices. Only xml, log and plist files were analyzed for Instagram. To avoid using
SQLite database system makes Instagram more secure than others. Actually, xml
and plist files of Instagram are also readable but it is more difficult to analyze them
than straightforward SQL.ite files.

Jailbreaking and Rooting methods are different. The main concept behind
them is similar. But, the limitations of control over devices are different.
Jailbreaking and Rooting methods are changing since new operating system

versions come with new security features.
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Connection with forensic workstation methods were chosen different in this
research. i0OS devices is connected via wireless network. Android device is
connected via USB cable.

Logical imaging with XRY is nearly the same for both iOS and Android.
Backup method is used for iOS. However, both backup and agent extraction
methods are available for Android.

Data carving from unallocated spaces is easier in Android. After bit-to-bit
imaging of user data partition, carving tools and reverse engineering methods were
used. So much deleted content could be found if they were not overwritten. Data
recovery for some older i0OS versions (for iPhone 4 and older models) is possible.

But, there is no known method for new (for iPhone 4S and newer) devices.
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§6. CONCLUSION

Social media and mobile device are two major appreciated concepts in
digital forensics area. Social media forensics on mobile devices is the topic of the
future world. Users generally do not know the artifacts they left behind. Insecure
data storage mechanisms, social engineering threats and the spread of mobile
malwares are increasing the necessity of social media mobile forensics.

Two popular smartphones with six most used social media mobile
applications were investigated. Smartphones and applications were chosen based
on statistical usages in Turkey and in the world. Sample scenarios were prepared
for each application. Forensically sound current imaging and analyzation methods
were used.

The results of the research shows that mobile social media applications
generally create database files, log files, xml files and plist files to store most of the
private and evidentiary data. These files can be retrieved and examined easily with
commercial and open source forensic tools. User names and user IDs, phone
numbers, friend lists, E-mails, chat messages, pictures, time stamps, location data
and profile information were retrieved as a potential evidence even after they have
been deleted. i0OS platform seems more secure and harder to analyze than Android
in application forensics perspective.

|. Future Work

This research is an overview of user artifacts related to current most popular
social media applications. Several future researches are needed inevitably in social
media forensics on mobile devices. Renewed operating system versions and new
social media applications will require new researches. Better forensically sound
methods can be performed for physical imaging of the nonvolatile memory of
mobile devices. Further research in this area may be performed on acquiring and
analyzing the volatile memory (RAM). Encryption and secure erasing of private

social media data may be accomplished in any future research.



