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Abstract

This study investigates why and how nation-states infringe on international norms of state
behavior in cyberspace. The research has discovered that nation-states with high cyber capabilities
are more likely to benefit from anonymity and interconnectivity of this virtual domain to exercise
their power internationally by arbitrarily interfering with internationally interconnected
infrastructure or using any type of information control techniques. On the contrary, countries with
low cyber capabilities prefer to survive in such borderless and competitive domain by denying,
disrupting, manipulating their citizens’ access to the internet or other networked technologies.
Moreover, all cases of norm infringement in a virtual domain are directly related to the political
conflicts in reality. If this virtual domain became another arena for warfare then this is not because

of its ubiquitous or anonymous feature, this is what states make of it.



Ozet

Bu ¢alisma ulus-devletlerin siber alanda uluslararasi devlet davranislar: normlarini neden
ve nasil ¢ignedigini arastirmaktadir. Bu arastirma yiiksek siber yeteneklere sahip olan ulus-
devletleri, herhangi bir bilgi kontrol teknigi veya bunun gibi gorsel domainlerin anonimligini ve
birbiri ile baglanabilirliginden dolay1 keyfi olarak karisikliga sebebiyet vererek uluslararasi gii¢
denemesi yaptiklarindan daha ¢ok fayda saglamaktadirlar. Obiir taraftan, diisiik siber yeteneklere
sahip iilkeler bu tiir siirsiz ve rekabet¢i domainlere karst kurtlusu ancak inkar, bozma,
manupilasyon ile vatandaslarinin bu tiir internet ve network teknolojilerine girisini engellemekte
aramaktadir. Bu gorsel domain savas hali i¢in bagka bir arena olabilirdi ama bu miimkiin degil,

¢iinkii onun anonim 6zelligi var, bu ise ulus-devletlerin istedigidir.
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INTRODUCTION

Despite growing security disputes in cyberspace, nation-states have yet to completely
determine their behavior in this vast and borderless domain. In fact, states are and will continue
to be important actors, but the borderless state of cyberspace makes it an attractive domain for
both nation-states and non-state actors alike to manifest their power. Some cyberspace security
experts (Tikk 2010; Betz and Stevens 2011) claim that ‘the lack of direct evidence of the
attacking entity’s identity — that may make such ‘grey area’ attacks even more attractive’ (Tikk
et al. 2010, p. 103). Recent discussions on cyberspace espionage conducted by the White House,
such as the case revealed by former National Security agent Edward Snowden, demonstrate once
again how nation-states utilize cyberspace for their benefit by infringing on international norms.
In fact, according to Harris (2013), it was U.S. officials in the role as cyberspace hegemon who
blamed other governments such as Russia and China in cyber-attacks:

The Obama administration has singled out China and Russia as "aggressive"
players in the world of cyber-espionage and warned that they will continue to try
and steal US industrial and technological secrets.

Such aggressive behavior of nation-states towards each other causes an imbalance not
just in the virtual environment but in the international system as well. Thus, due to security
reasons governments have now started to reshape and constrain access to information, freedom
of speech, and other elements of cyberspace within their territory. Recent scholarship has shown
how governments are moving to use the rapidly-developing technologies for cyberspace controls
and regulation. Ronald J. Deibert, director of the Canada Centre for Global Security Studies and
the Citizen Lab, provides invaluable data on internet censorship as well as documenting and

analyzing internet filtering practices in over three dozen countries.



This study investigates the role nation-states play in cyberspace and the way in which
their cyberspace behavior impacts real life. A bulk of the research lays claim that international
disputes over cyberspace security have occurred due to the borderless state of this domain and
the anonymity of the attacking entity. Unfortunately, those studies have skipped the most
important aspect which emphasize that ‘the social relations always begin and end outside
cyberspace, even if their mediation is performed through a complex of machine actors ...” (Betz
and Stevens 2011, p. 41). Deibert (2012) claims that the increasingly dynamic competition
among states for influence in and through cyberspace is manifested in the creation of dedicated
cyber armed forces and an arms race in cyberspace. This assertion is based on cyberspace
security experts and scholarly arguments, case studies, and reports on cyberspace security
analyzing how nation-states themselves create mistrust and anarchy in this virtual domain in
order to demonstrate their power. The research investigates why and how nation-states infringe
on international norms of state behavior in cyberspace. Based on Wendt’s theory of anarchy, |
explain that the behavior of states in cyberspace is determined by their interests rather than by
the borderless feature of this virtual domain.

This thesis is divided into the following six sections: the introduction, ‘The New Domain
of the International System’, ‘Power Politics and Cyberspace’, ‘Nation-States in Cyberspace’,
‘Findings’, and the conclusion. The introduction provides the general idea regarding the research
topic and some scholarly arguments related to the research question. The first chapter is entitled
‘The New Domain of the International System’ and discusses the various determinants of the
concept of ‘cyberspace’, who is considered a cyberspace actor, and also points out some of the
challenges, risks, and threats posed by cyberspace. The second chapter is called ‘Power Politics

and Cyberspace’ and includes theoretical frameworks of power politics from different



perspectives, namely neo-realist, neo-liberal, and constructivism, and explains the type of power
politics applicable to cyberspace. Moreover, it discusses the ‘security dilemma’ in the virtual
domain. The third chapter ‘Nation-States in Cyberspace’ continues to consider the roles of
nation-states in cyberspace by conducting a deep research on their behavior in the fifth domain
and points out the types of international norms they are more likely to infringe upon in order to
manifest their power. The fourth chapter is entitled ‘Findings’ discusses the results of the
research, which states that disagreements on cybersecurity cooperation as well as the
development of offensive or defensive cyberwarfare capabilities both create mistrust and
competitiveness in the international system which, in turn, decrease the cybersecurity of others.
The conclusion then provides final remarks and discusses future steps that should be taken

towards building security in cyberspace.

METHODOLOGY

The purpose of this research is to explore and explain how and why nation-states infringe
upon international norms of state behavior in cyberspace. During the data collection process, |
used a stratified sampling technique as I already knew | was going to concentrate specifically on
Russia, China, and the U.S. Accordingly, the primary units of analysis of this inquiry are nation-
states.

The research design is content analysis based on case studies, reports, cyberspace security
strategies, newsletter articles, research articles and books, as well as existing statistics provided
by the OpenNet Initiative (ONI) database. By using cyberspace security reports and case studies
provided by the NATO Multimedia Library and existing data on internet censorship provided by

the ONI database, this thesis examines the behavior of the aforementioned states in cyberspace.



Content analysis is one of three types of unobtrusive research methods, which is an
appropriate method in studying social behavior without affecting it. Content analysis well suits to
study communications and to answering the classic question of research in communications,
which is ‘who says what, to whom, why, how and with what effect?’ (Babbie 2007, p. 320).
Another advantage of this type of research design is that it allows for the correction of errors
without the need to repeat the whole research project. In regard to this project, state behavior is
an interchangeable quality. If anything changes regarding to the behavior of any state, | can add
it to the content without affecting to the result of prior research.

Another research method | used is analyzing existing statistics, which is a second type of
unobtrusive research. Existing statistics are previously collected data that has been analyzed in at
least one way. The two primary ways a researcher can collect existing research are prior research
and social programs. In this project, | used prior research conducted by ONI to identify and
document internet filtering and surveillance methods to analyze state behavior in cyberspace. In
fact the ‘existing data do not cover exactly what we are interested in, and our measurements may
not be altogether valid representations of the variables and concepts we want to make
conclusions about’ (Babbie 2007, p. 333). Accordingly, in this research, the limitation posed by
ONI data was that not all states were tested on internet censorship and surveillance at the same
period of time. For instance, Russia was tested in 2010, China in 2011, and the U.S. in 2009,
which, in turn, means that the behavior of target states at the same period of time is unclear. In
fact, any type of unobtrusive research methods can raise problems of validity and reliability but

can be handled through logical reasoning and replication.



CHAPTER 1

THE NEW DOMAIN OF THE INTERNATIONAL SYSTEM

Despite being different from other domains in several respects, cyberspace is accepted as
the fifth strategic domain with the other four other domains being land, sea, air, and space. The
most important difference of this domain is it is entirely manmade. Its artificiality creates a
problem of defining the cyber domain and its relevance to politics. This issue can be further
discussed from both technical and political aspects. At a technical level, ‘cyberspace is a
network, a platform for new technological innovations such as social media, a conduit for
communication, and a repository of information’ (Reardon 2012, p. 26). In fact, this domain is
conceptually connected to various types of technologies and technological innovations such as
the internet, information technology, communication technology, networks, etc... Accordingly,
determining the boundaries between cyberspace, its related practices and technical standards, and
the individual users that constitute networks have become among the main concerns of scholars
and policy makers.

From a political aspect, Betz and Stevens (2011) argue that there is a debatable issue on
determining the operations of cyber-power and the actors which cyberspace may empower in
different ways and to different degrees under various conditions. A wide range of actors such as
individuals, governmental and non-governmental organizations, terrorists and insurgents,
multilateral global institutions and media conglomerates, etc... ‘seek to use cyberspace to pursue
its own ends, whether these be individually or in concert with others’ (Betz and Stevens 2011, p.
39). Reardon and Choucri (2012) claim that potentially dangerous networks of non-state actors

can be treated as a threat to the security of the state as well as its citizens.



1.1 What is CYBERSPACE?
The concept of ‘cyberspace’ doesn’t have a standard definition like other technology
terms. Rather, it describes the virtual world of computers, with the advent of the internet,

cyberspace took the global form of network of computers.

The word "cyberspace” is credited to William Gibson, who used it in his 1984 book
Neuromancer. Gibson defines cyberspace as ‘a consensual hallucination experienced daily by
billions of legitimate operators, in every nation, by children being taught mathematical
concepts... A graphical representation of data abstracted from the banks of every computer in the
human system. Unthinkable complexity’ (p. 128). Today, the concept of cyberspace has several
definitions both in scientific literature and in official governmental documents. Even though it
has been declared as a new domain, “cyberspace” has yet to have a fully agreed-upon official
definition. Accordingly, I will refer to some of these definitions in this study in order to cover all

aspects of this new virtual environment.

The first speaker of the BBC program and series producer of The Net, Stephen Arkell,
introduced the concept of ‘cyberspace’ in a comprehensive way for people who were unfamiliar
with communicating on the internet. It is a computer system that allows almost instantaneous
linkage with users around the world and access to bulletin board information ranging from

politics to recipes.

Myriam Dunn Cavelty (2007) compared ‘cyberspace’ to an ocean where information
flows to-and-from freely and the shortest distance between any two points isn’t a straight line at

all as the points are instantly connected by the flows. Yet each node on the internet has always



been linked with a specific internet protocol (IP) address, which in turn corresponds to a specific
computer in a particular location. These IP addresses have long been organized into national

domains (p. 68).

Cybertheorist Allucquere Rosanne Stone (1991) defines cyberspace as ‘incontrovertibly
social spaces in which people still meet face-to-face, but under new definitions of both ‘meet’
and ‘face’’. In other words, despite the lack of physical geography, cyberspace offers
opportunities for the creation of collective communities and individual identities. According to
Stang (2013), cyberspace differs from the other commons domains, because it is not a physical
domain and due to the private sector’s preponderant role in both the infrastructure and the
management of the domain. All of the physical nodes of the internet also exist within states and
are subject to national law, rather than existing physically outside of national control as for the

other commons (p. 3).

Despite all this, cyberspace is accepted as a global commons its supposed lack of borders
is best seen as a wish rather than a feature. J. Lewis (2010) points out that the concept of
cyberspace undercuts both national and international security and is increasingly unsustainable
as other governments seek technological and policy solutions to extend their control in this
domain. But the policies that grew from this wish now face challenges in the new conditions of
the twenty-first century, in which the internet is no longer a U.S. artifact, but rather an arena in
which states contend (p. 56). In fact, today’s cyberspace is no longer science fiction, instead

another strategic domain.

Within the military, cyberspace has been identified as a new fifth arena, in addition to

land, sea, air and space, in which military operations can be performed. Operations conducted



within cyberspace are called cyberspace operations. Such operations may be both offensive and

defensive and performed independently or as a complement to conventional warfare.

In this study, according to the U.S. Department of Defense (DoD), the concept of
cyberspace refers to ‘a global domain within the information environment consisting of the
interdependent network of information technology infrastructures, including the internet,
telecommunications networks, computer systems, and embedded processors and controllers’
(DoD 2010, p. 86).

The growing importance of cyberspace in modern society increases its use for
international disputes. Its role on the international arena as an efficient medium for protest,
crime, espionage and military aggression makes it an attractive domain for nation-states as well
as non-state actors in cyber conflicts. While we try to understand the implications of this new

domain, we shouldn’t forget to discuss and determine the cyberspace actors.

1.2 Who are they - CYBERSPACE ACTORS?

More and more people are getting online as each day passes. Cyberspace is becoming a
place where individuals and communities are socializing and organizing themselves across
national borders and traditional sociocultural boundaries. Besides connecting hundreds of people
and communities in one ‘space’, cyberspace has also brought several new threats to that society.
In fact, cyber dependency has rapidly spread in our society and complex interconnections
between various sectors have increased the vulnerability of attacks against both civilian and
military infrastructures.

Although the nation-states play the main role in managing and monitoring this virtual

domain, there are non-state actors that exercise their power independently to challenge states in



cyberspace. Katharina Ziolkowski (2013) explains the emergence of many groups of non-state
actors in cyberspace by pointing to the particular challenge of the anonymity of who perpetrated
malicious actions and the difficulty in tracking those actions back to their sources. Andrew
Hoskins and Ben O’Loughlin (2010) also claim that in the new media ecology, nobody knows
who will see an event, where and when they will see it, or how they will interpret it. It, in turn,
may explain that the effects of power in a new domain may be as unintended as they are
intended. The case of the CIA-Saudi site in 2008 explicitly illustrates how the unintended
causalities of power has been exercised irresponsibly and caused collateral damage. As a result
of US military actions against extremists planning attacks on American forces in Irag, more than

300 servers in Saudi Arabia, Germany, and Texas were disrupted (Nakashima 2010).

1.2.1 Non-State Actors in Cyberspace
The borderless and even lawless network of interconnected networks have caused an
emergence of a range of non-state actors such as hackers, (organized) cyber criminals,
hacktivists!, cyber terrorists, and also the private sector, NGOs, etc. Scholars (Farivar 2009;
Czosseck and Geers 2007) state that there is no clear-cut distinction between these actors as they
have globally different definitions and legal frameworks. Moreover, political agendas and the
media determine the assessments of the same action differently and show their own classification

of events.

1 Hacktivism is an artificial word composed of the terms activism and hacking, and is said to be originally coined by Omega, a
member of Cult of the Dead Cow hacker collective in 1996, describing it as ‘the use of legal and/or illegal digital tools in pursuit
of political ends’.



Hackers

In his 2011 article ‘A brief history of hacking’, BBC reporter Mark Ward
emphasized that the word ‘hacker’ in the 21st century has become synonymous with
people who lurk in darkened rooms, anonymously terrorizing the internet. Katharina
Ziolkowski (2013) describes them as young individuals who are interested in hacking?
into information technology (IT) services to satisfy their curiosity or thrill challenges.

Cybersecurity expert Professor Dorothy E. Denning (1999) points at a military
attack reported during the 1991 Gulf War, when the U.S. is said to have attacked Iraqi
military computer systems with a virus installed in a printer assembled in France and
shipped to Irag via Jordan. The virus reportedly disabled the Windows operating system
of infected computers and took out their display and printer controllers (Betz and Stevens

2011).

2 Breaking into computer systems by circumventing security mechanisms (if actually in place) or the use of vulnerabilities in the
architecture or in products used in forming this computer system. Depending on the ICT system at hand, the necessary skills for
a successful hack can vary over the full spectrum from simple to highly sophisticated.
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Figure 1. Typologies of Hackers

New digital outlaws

‘Ethical hackers” exploring a
system for their own enjoyment
or testing its security on behalf of
its owners. (Betz and Stevens,
2011)

Organized Cyber Criminals

According to Dreyfus and Assange (1997), cyber criminals are the largest
category and are defined as thieves using diverse and sometimes highly innovative
techniques to steal (p. 59-62). They usually work as loose networks and their members
may be located in close geographic proximity despite their attacks being cross-national.
Cybercriminal experts (Kshetri 2013; Jones 2010) claim that cybercrime hot spots with
potential links to crime groups are found in Eastern European and the former Soviet

countries. Among them, hackers from Russia and Ukraine are considered the most

innovative.

According to one of the world’s largest cybercrime studies, the 2011 Norton
Cybercrime Report, the per annum cost of global cybercrime is $114 billion. Based on

the results of the survey, more than two-thirds of online adults (69 percent) have been a

|
BLACK-HAT

‘Crackers’ breaking into a system
for some other purpose such as
doing something of (malicious)
significance. (Betz and Stevens,
2011)
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These hackers often want to
support the wider community,
making cyberspace more secure
by using their skills against
wrong-doers (Ziolkowski, 2013).



victim of cybercrime in their lifetime (‘Norton Study Calculates...” 2011). The economy
of the United Kingdom (UK) alone is said to suffer 27 billion GBP in damages and losses

annually from cybercrime (Independent Report 2011).

Hacktivists

Denning (2001) defines hacktivists as individuals or groups of individuals who
conduct cyber-attacks primarily for political reasons rather than monetary ones. They
select their targets with high visibility to deliver the intended political message to the
appropriate address. It is hard for potential targets to protect themselves against
hacktivists due to the unpredictability of their attack strategies. During attacks,
hacktivists commonly use the techniques of either launching Distributed Denial of
Service (DDoS)® attacks to deny internet connected services or defacing* websites.
According to BBC, The 2011 Verizon Report informs 855 hacktivist activities around the

world in which 174 million records were stolen (Wade Baker 2012).

Cyber Warriors
The website Techopedia defines cyber warrior as a person who engages in
cyberwarfare, whether for personal reasons or out of patriotic or religious belief. Cyber
warriors, despite having different forms and roles, all deal with information security. Betz
and Stevens (2011) say that cyber warriors are state-employed hackers who are acting in

the manner of advanced persistent threat (APT) agents or corporate spies but doing so in

3 Distributed Denial of Service (DDoS) attack is a method commonly applied by the use of botnets to create vast amount of
traffic and direct it to a victim ICT system to the end that this system is overwhelmed and does not operate properly, effectively
denying access to the service provided by the attacked system.

4 Web defacement is an act of hacking: a website is accessed and parts of it changed to the extent that, e.g., pictures or
messages of offensive or political nature are shown without the consent of the website’s owner.
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the cause of specific policy objectives. Chuck Hagel, U.S. Secretary of Defense,
announced recently that the Pentagon plans to increase the number of its cybersecurity
staff by 2016 (Dune Lawrence 2014). Israel, in its aim of becoming a cybersecurity
superpower, has launched a program in preparation of the next generation of cyber

warriors while they are still in high school (William Booth 2014).

Industry

Nowadays, the Information and Communication Technologies (ICTs) industry
play a strategically important role in many aspects of world economy, politics, and social
life. In fact, the private sector owns most of the global communications infrastructure, but
there are still some countries where national internet service providers are state-owned or
state-controlled. The majority of all security products related to this infrastructure are
developed, produced, and provided by ICTs industries. The key players in this industry
are Microsoft, the world dominant operating system provider for end-user computers;
Cisco, the most important supplier of network devices; and Shadow Server,> a major

volunteer organization that provides malware protection products and others.

1.2.2 State Actors in Cyberspace
According to Betz and Stevens (2011), ‘states are obviously important actors and will
continue to be so’, but there are some other groups of state actors that actively participate in

cyberspace activities such as law enforcement agencies, intelligence services, and armed forces

(p. 38).

5 Established in 2004, The Shadow Server Foundation gathers intelligence on the darker side of the internet. They are
comprised of volunteer security professionals from around the world. Their mission is to understand and help put a stop to high
stakes cybercrime in the information age.

13



Law Enforcement Agencies

One of the primary goals of any state is to ensure internal security by enforcing
the rule of law. Accordingly, for the states with high internet penetration, this includes
the enforcement of law in cyberspace as well. To intercept communication, many states
use either special software or the regulatory power over industry operating in their
national markets and get unencrypted to encrypted data.® Developing such special
software requires knowledge and skills not commonly present in law enforcement
agencies. As a result, some companies turned to providers of law enforcement agencies

with solutions to aid their investigations (Vof3 2011).

Intelligence Services
Espionage, despite being a criminal act in national legal systems, is an
internationally accepted state practice. Intelligence agencies around the world are racing
to acquire more information and expand monitoring capabilities in an effort to advance
national security (Lewis 2010; Pelican 2012; Reuters 2012). In fact, very limited
information is available about the concrete capabilities of intelligence agencies to the
public (Poitras and Gellman 2013; Winter 2013). But the recent scandal initiated by

former NSA agent, Edward Snowden, illustrates how states with a decent budget and

6 See the example of Saudi Arabia and India vs. Blackberry, a company which entered the market with a promise to its
customers that all communication and messaging would be protected from eavesdropping by everyone, including States. These
States denied Blackberry’s new service access to their national markets.
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enough soft power can attain access to all sort of data stored in or out of US territory and

decrypt most of this data if necessary (Ziolkowski 2013).”

Armed Forces

With a rapid evolution in technology, today’s armed forces are faced with another
set of challenges to keep the fifth domain secure from cyber-attacks. Accordingly, states
are under pressure to advance their military capabilities to operate in cyberspace. Jellenc
(2012) points to scholars’ works (Filiol and Erra) where they have compared current state
behavior in and about cyberspace with previous cases of arms races and noticed a new
arms race is starting.

According to the results of the 2013 United Nations Institute for Disarmament
Research (UNIDIR), over 30 states in 2011 have included cyber warfare in their military
planning and organizations. Among them, the U.S., China, and Russia are well-known

with their developed cyber warfare capabilities.

1.3 Cyberspace Challenges, Risks and Threats
As noted earlier, there is a growing number of state and non-state actors in cyberspace,
who are stealing, changing, or destroying information to cause some disruptions in the
internationally interconnected infrastructure. The borderless and anonymous features of the

internet blurs the distinction between traditional threat actors. Cyber security experts say that the

7 According to the documents and information leaked by Snowden, the NSA ‘[...] have focused on compromising encryption
found in Secure Sockets Layer (SSL), virtual private networks (VPNs) and 4G smartphones and tablets. The NSA spent $255
million this year (2013) on the decryption program [...] which aims to “covertly influence” software designs and “insert
vulnerabilities into commercial encryption systems”. In the course of developing the global surveillance system Prism, major US
companies, and some of the most important global companies to provide widely used services and products, such as Microsoft,
Yahoo, Google, Facebook, AOL, Skype, YouTube and Apple, have been forced to allow NSA direct access to their data.
(PoitrasandGellman 2013)

15



forms of potential threats to information system can be various but indicate ‘attack modes’ as
denial, deception, destruction, and exploitation. Such threats can come from a variety of sources
such as a foreign government, criminals, terrorists, rival businesses, or simply individual
pranksters and vandals (Berkowitz 2003).

Attacks against the information infrastructure have occurred frequently in previous years
and, at the same time, perpetrators are becoming more professional. The openness and scope of
cyberspace enable hidden attacks and the misuse of vulnerable systems as tools for cyber-attacks
possible. Considering the complexity of malware, the possibilities of responding to and retracing
attacks are very limited. Accordingly, criminals, terrorists, and spies use this virtual domain for
their activities and do not stop at state borders. It is not except that military operations can also
be behind such attacks (CSSG 2011).

As cyberspace is becoming the next so-called battleground for military strategists, the
world may indeed be witnessing the rise of a new zone of strategic competition. Moreover, they
are turning a new virtual domain to ground zero for the next global arms race. Human
dependence on technologies and disruptive innovations make online targets increasingly
attractive for cyberspace actors to achieve great impact at lower cost (Hughes 2010).

Today, the problem of cyber-espionage is crucial as a number of governments use the
internet for cyber-attacks in obtaining secret information. In order to perform cyber-espionage
operations, governments increasingly co-operate with private hacker groups that are able to
break into corporate databases and steal strategically important knowledge (Bendiek 2012). A
substantial increase in both hacking and industrial espionage conducted online presents a
significant threat to the national economy (CFECIE 2011). For instance, U.S. officials report that

American companies lost $50 billion in 2009 alone due to cyber-espionage (Ryan 2011), and
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some analysts report that the worldwide loss due to hacking exceeds $1 trillion (Voigt 2011). As
a matter of fact, the greatest possible threat posed by cyber-espionage is simply economic harm.
Furthermore, another threat that carries the same amount of importance is the possibility that a
foreign military power or terrorist group might use the vulnerability of an information system to
facilitate a conventional attack (Berkowitz 2003).

The White House believes that cyber threats can even jeopardize international peace and
security more broadly as traditional forms of conflict are extended into cyberspace. Aside from
that, U.S. officials claim that technical challenges can be equally disruptive as one country’s
method for blocking a website can cascade into a much larger, international disruption of the

network (ISC 2011).

A World Map of Malware

The network security company FireEye developed a World Map of Malware based on
cyber-attacks discovered in 2013. The map illustrates the global nature of cyber threats. The red
circles represent initial command-and-control (C&C) hacker infrastructure i.e. the compromised
computers and computer addresses from which attackers launched operations in 2013. But it
does not mean that the C&C infrastructure was located in those countries. In fact, advanced
attackers mostly route or proxy their traffic through multiple intermediate third-party

compromised networks, in order to make attribution more difficult for network defenders.
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The FireEye reports that the homes to malicious C&C infrastructure in 2013 were the

United States (24.1%), Germany (5.6%), South Korea (5.6%), China (4.2%), the Netherlands
(3.7%), the United Kingdom (3.5%), Russia (3.2%), Canada (2.9%), France (2.7%), and Hong
Kong (1.9%). According to the World Map of Malware, the largest international networks of

malicious servers were located in Europe and Asia (Geers 2014).
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CHAPTER 2
POWER POLITICS AND CYBERSPACE
2.1 Power Politics in International Relations

Whenever we talk about the international system, the first concept that comes to our mind
is power politics. As a matter of fact, power politics still remains a key concept in the discipline
of international relations. The concept has a long history of discussion, and scholars still dispute
on the role and nature of power. Kenneth N. Waltz (1986) notes that power is a key concept in
realist theories of international politics, while conceding ‘its proper definition remains a matter
of controversy’ (p. 333). And Robert Gilpin describes the concept of power as ‘one of the most
troublesome in the field of international relations’ (1981, p. 13) and suggests that the ‘number
and variety of definitions should be an embarrassment to political scientists’ (1975, p. 24).

Michael Barnett and Raymond Duvall (2005) examine power in its different dimensions
in global governance. They claim that scholars tend to underestimate the importance of power in
international relations because of a failure to see its multiple forms. Moreover, Barnett and
Duvall discuss different forms of power that connect and intersect in global governance in a
range of different issue areas.

Alexander Wendt differentiates the power politics between three schools of thought in
international relations — neorealist, neoliberals, and constructivists. He argues that power politics
follows from ideas held by actors and reproduced through process:

| argue that self-help and power politics do not follow either logically or
causally from anarchy and that if today we find ourselves in a self-help world, this
is due to process, not structure. There is no ‘logic’ of anarchy apart from the
practices that create and instantiate one structure of identities and interests rather

than another; structure has no existence or causal powers apart from process
(Wendt 1992, p. 394)

19



2.1.1 Power Politics from Neorealist and Neoliberalist Approaches

Despite the fact that Realism provides an unsatisfactory theory of world politics, theorists
(Morgenthau 1966; Keohane 1968) state that ‘realism is a necessary component in coherent
analysis of world politics because its focus on power, interests, and rationality is crucial to any
understanding of the subject’. Realists claim that states struggle for power under conditions of
anarchy to maximize their security and guarantee their survival. Due to the absence of a higher
authority in the international system, states depend upon their own efforts to secure themselves
from the predations of other states. Although realism allows for domestic politics, non-state
actors, and other forces beyond the state itself to play an important role in determining
international behavior, these forces do not challenge the primacy of states and state interests in
international politics (Reardon and Choucri 2012).

Joseph S. Nye Jr. (2004) points out that most theorists of international relations suffer
from being in the middle of events, rather than viewing them from a distance. He argues that the
international relations theory has always been strongly affected by current political concerns.
Thucydides, the founding father of realism, presented a structural account of the origins of the
Peloponnesian War in part because of the lessons he wished to teach his fellow citizens (Kagan,
1969), and Hans J. Morgenthau (1960) wrote in his post-war classic, Politics Among Nations,
that he was clearly intent on instructing his fellow citizens about the importance of avoiding the
idealist and isolationist fantasies of the interwar period (p. 21).

Morgenthau (1946) states that international politics is a struggle for power not only
because of the inherent logic of a competitive realm such as world politics, but also because of
the ‘limitless character of the lust for power [which] reveals a general quality of the human

mind’ (p. 194). As Waltz (1959) states, Morgenthau is not satisfied to see power as an instrument
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for the achievement of other ends in a competitive world, but also thinks that because of the
nature of human beings, power is an end in itself. Robert O. Keohane (1986) believes that
Morgenthau’s definition of power was unclear, since he failed to determine power as a resource
(based on tangible as well as intangible assets) and power as the ability to influence others'
behavior. For classical realists, Mearsheimer (2001) claims that power is an end in and of itself,
however, for neorealists, power is a means to an end and the ultimate end is survival.

For most academics, neorealism can be been seen in Kenneth Waltz’s Theory of
International Politics (1979). His theory highlights the importance of the structure of the
international system and its role as the primary determinant of state behavior (cited in Lamy
2001, p. 183). Waltz and other neorealists (Baylis and Smith 2001) see power as the combined
capabilities of a state. They claim that states are distinguished in the system according to the
power they acquire, not by their function. In fact, power gives a state a place or position in the
international system which shapes the state's behavior. For instance, during the Cold War, there
were only two states in the international system - the US and the USSR who were positioned as
super powers.

Waltz's third major concept ‘balance-of-power’ simply discusses the outcome of states’
behavior predicted from the structure of the international system. A system is a set of interacting
units having behavioral regularities and identity over time. The structure of a system determines
the ordering of its units. Moreover, it involves an ordering principle, specification of the
functions of different parts, and the distribution of capabilities. In international politics, the
ordering principle is anarchy, which means the absence of a higher government above states.
Realists believe that the specification of differentiation drops out because states perform similar

functions in the international system. Thus, the distribution of capabilities (multipolarity,
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bipolarity) predicts variations in states’ balance-of-power behavior (Nye 2004, p. 25).
Furthermore, as Waltz pointed out:
The problem is not to say how to manage the world, including its great powers,
but to say how the possibility that great powers will constructively manage
international affairs varies as systems change. (Waltz 1979, p. 210)

Accordingly, Waltz states that a good theory of international politics must be systemic,
since the way in which relationships among states are organized strongly affects how
government behave toward one another. A system, for Waltz, consists of a set of interacting units
exhibiting behavioral regularities and having an identity over time (Keohane 1986, p. 15).
Keohane argues (cited in Nye, 2004) that Waltz’s spare structural definition of system ignores
international economic processes and institutions that can also have strong effects on the way in
which states behave. Ruggie also believes that Waltz has been too quick in assuming that the
differentiation in units can be dropped as a characteristic of the structure of the international
system. He argues that, states may be the dominant units and play a similar functional role in the
short term, but whenever other units grow in importance the roles may change (p. 26). Gilpin
(1981) differentiates three broad types of changes characteristic of the international system:
changes dealing with the nature of the actors or diverse entities that compose an international
system known as systems change; changes in the form of control or governance of an
international system named simply systemic changes and; the third type of change occurs in the
form of regular interactions among the units in the international system labeled as interaction
change (p. 39-40). Gilpin (1981) further notes that the latter change is understudied but that it is
‘particularly relevant in the present era, in which new types of transnational and international
actors are regarded as taking roles that supplant the traditional dominant role of the nation-state,

and the nation-state itself is held to be an increasingly anachronistic institution” (p. 41).
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Joseph Nye (2004) states that realist theory is better at explaining interactions while
liberalism better explains the theory of interest. Liberal theory provides a useful supplement to
realism by pointing out how domestic and international factors interact to change states’
definitions of their interests (p. 24). The liberal tradition of international relations considers both
domestic political institutions and culture as well as international affairs of non-state actors and
social processes. Liberal theorists believe that preferences and behaviors of a state is shaped by
both domestic and international civil society (Reardon and Choucri 2012).

David Baldwin (1993) identified four varieties of liberalism that influence contemporary
international relations: commercial liberalism refers to theories linking free trade and peace;
republican refers to theories linking democracy with peace; sociological liberalism refers to
theories linking transnational interactions with international integration; and liberal
institutionalism refers to the theories of international regimes. In the academic world, the neo-
liberal approach refers to neo-liberal institutionalism known as the institutional theory (Lamy
2001). For neo-liberal institutionalists, ‘institutions’ play a role of the mediator and the means to
achieve cooperation among actors in the system. Neoliberals do understand that it may be hard to
achieve cooperation in the absence of mutual interest. However, they believe that states
cooperate to achieve absolute gains and ‘cheating’ or non-compliance by other states is the
greatest obstacle for cooperation (Lamy 2001, p. 189-191).

Neoliberals and neorealists both agree that both national security and economic welfare
are important, but they differ in relative emphasis on these goals. Powell (1991) constructs a
model intended to bridge the gap between neoliberal emphasis on economic welfare and
neorealist emphasis of security. In his model, states are assumed to be trying to maximize their

economic welfare in a world where military force is a possibility (Baldwin 1993, p. 7). Joseph
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M. Grieco (1988) argues that neoliberals and neorealists basically have different visions on the
nature and consequences of anarchy. He affirms that the neoliberal institutionalists do not
consider worrying about survival as an important motivation for state behavior as he thinks it is a

necessary consequence of anarchy.

2.1.2 Power Politics from a Constructivist Perspective (A. Wendt’s
theory of anarchy)

Neorealism and Neoliberalism both claim that the world system is anarchic meaning that
there is no universal government. According to Keohane (1986) and Mearsheimer (2001), states
exist in a self-help world where gains (relative: Keohane, Grieco; or absolute: Waltz,
Mearsheimer) matter. Constructivists argue that many of the structures practices of international
politics are based on socially-constructed identities, worldviews, and ideas, rather than material
forces. Due to this, these structures and patterns of interaction can be shaped according to
changes in the ideas and assumptions of the actors regarding the nature of the world.
Consequently, the exchange of ideas through ‘communicative action’ can have an important
effect on international relations that is independent of any change in underlying material
conditions (Reardon and Choucri 2012, p. 5).

Wendt (1992) has made a sizeable contribution to the social constructivism with his
article “Anarchy is what States Make of it: The Social Construction of Power Politics.” In this
work, he explicitly sums up the central claim of social constructivism. He sees the debate
between neorealism and neoliberalism as being more concerned with the issue of whether state
action is influenced more by structure (anarchy and the distribution of power) or by the process

(interaction and learning) and institutions. Both theories of neorealism and neoliberalism share
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generally similar assumptions about agents in that states are the dominant actors in the system.
For both theories, the actors define security in terms of ‘self-interest’ (p. 391-2).

There are social theories that seek to explain identities and interests but do not take
interests and identities as given. According to Wendt (1992), they all focus on an inter-subjective
conception of a process in which identities and interests are derived from interaction, rather than
being formed prior to interaction. Whereas the neorealists treat the self-help and competitive
power politics as simply given by the structure of the state system, Wendt argues that collective
meanings constitute the structures which organize our actions, and actors acquire identities by
participating in such collective meanings. Identities are the basis of interests, and actors define
their interests in the process of defining situations. Institutions are relatively stable sets of
identities and interests. Self-help is one of such institutions, which combine various structures of
identities and interests that may exist in the condition of anarchy (p. 393-9).

Wendt thinks that we assume too much if we conceive of states in the state of nature
before their first encounter with each other. We would then also assume too much if we argue
that, in the condition of anarchy, states in their natural state necessarily face a ‘stag hunt’ or
‘security dilemma’ (Waltz 1946; Jervis 1978). Such claims presuppose that actors have acquired
selfish identities and interests prior to their interactions. Instead, self-help emerges only out of
interaction between states. If states find themselves in a self-help system, this is because their
practices made it that way. Changing the practices will change the intersubjective knowledge that
constitutes the system. This does not mean, however, that self-help system, like any other social
system, can be easily changed, since once constituted it becomes part of the self-identity of

actors. Intersubjective understandings and expectations may have a self-perpetuating quality
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constituting path-dependencies that new ideas about self and other must transcend (Wendt 1992,
p. 400-11).

The fact that through practice agents are continuously producing and reproducing
identities and interests, but does not mean the choices may be experienced with meaningful
degrees of freedom. Wendt gives three institutional transformations of identity and security
interest, which are by practices of sovereignty, by an evolution of cooperation, and by critical

strategic practice (Wendt 1992, p. 412-22).

2.2 Power in Cyberspace

The rules, structures, and institutions that guide, regulate, and control social life are
fundamental elements of power. In order to understand how global activities are guided and how
world orders are produced, it requires careful and explicit analysis of the working of power
(Barnett and Duvall 2005). Betz and Stevens (2011) point out that power does not exist without
the relationships through which it is manifest. The operations of power may release the potency
of an actor’s capabilities, however without these social interactions, these capabilities may as
well not exist. Power is not given naturally instead somehow must be produced. Thus, it is only
achievable by the effects it has on others. Power, therefore, can be characterized as ‘the
production, in and through social relations, of effects on actors that shape their capacity to
control their fate’ (Barnett and Duvall 2005, p. 3). Harold Lasswell and Abraham Kaplan (1950)
make a distinction between the old ‘power-0f-resources’ approach and new ‘relational power’
approach, which developed the idea of power as a type of causation. In other words, power is as
a relationship in which the behavior of actor A at least partially causes a change in the behavior

of actor B. ‘Behavior’ in this context includes beliefs, attitudes, preferences, opinions,
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expectations, and emotions. In this view, Baldwin (2012) argues, power is an actual or potential
relationship between two or more actors (persons, states, groups, etc.), rather than a property of
anyone of them (p. 274).

Within politics and strategy, the predominant conception of power is one of direct
coercion. This view is intellectually indebted to Max Weber (1948), who defined power as ‘the
chance of a man or of a number of men to realize their own will in a communal action even
against the resistance of others who are participating in the action’ (p. 180). The most relevant
and common place definition of this form of power is that in which ‘the central intuitively
understood meaning of [power is where] ... A has power over B to the extent that he can get B to
do something that B would not otherwise do’ (Dahl 1975, p. 201-15). If we apply this idea of
power to states, then it is the ability of one state to mobilize its resources in order to advance its
interests against the interests of another (Betz and Stevens 2011). In the 1970s, the sociologist
Steven Lukes pointed out that ideas and beliefs also help shape others’ preferences, and one can
also exercise power by determining the wants of others. Later, Nye (2004b) distinguished
between hard and soft power along a spectrum from command to cooptive behavior. Hard power
behavior rests on coercion and payment. Soft power behavior rests on framing agendas,
attraction or persuasion.

Indeed, it is hard to define the concept of power, therefore power in cyberspace assumes
the same difficulty as well. However, power in cyberspace can be described by the dimensions of
power in creating social order and domination. Here, we again enter into the realm of individuals
and collectives in cyberspace. Although, such argument does not put cyberpower in the context
of power per se but the power that resides in cyberspace (Arumpac 2006). Daniel T. Kuehl

(2009) defines cyberpower as the ability to use cyberspace to create advantages and influence
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events in all other operational environments and across the instruments of power. Since
cyberspace is simply an environment, cyberpower is a measure of the ability to employ that
environment. Technology is one of obvious factors of the elements of power, which acquires the
ability to enter to cyberspace and makes it possible to use it. Another important factor is
organizations that we create. Organizations reflect human purposes and objectives, meaning that
their perspectives on the production and exercising of cyberpower will be shaped by their
organizational mission, be it military, economic, or political. All of these different factors shape
how we employ cyberpower to impact and influence the elements of power (Kramer et al. 2009).

Strategists Betz and Stevens (2011) claim that, ‘what we decide to include or exclude
from cyberspace has significant implications for the operations of power, as it determines the
purview of cyberspace strategies and the operations of cyber-power’ (p. 36). Scholars have
determined four basic forms of power that operate in cyberspace: compulsory, institutional,
structural, and productive. Compulsory cyber-power takes place when one cyberspace actor uses
a direct coercion against another one in order to change his behavior and conditions of existence.
This form of cyber-power can be found in the interactions between non-state actors and states as
well as between non-state actors. Institutional cyber-power exists when one cyberspace actor
controls another one through the mediation of formal and informal institutions. Structural cyber-
power is the form of power that operates to maintain the structure in which all actors resided and
regulate the actions that actors may wish to take with respect to others. Productive cyber-power
defines the ‘field of possibility’ that compel and facilitate social actions (Barnett and Duvall
2005). In fact, the forms of cyber power described above do not exist separate from one another.

Accordingly, if one wishes to define the operation of power in cyberspace then he needs to take
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into consideration the actual or possible presence of all powers. The conception of cyber power
may be incomplete if any form is not considered (Betz and Stevens 2011).

In fact, cyber-power affects many other domains from politics to economics. It can be
used to produce preferred outcomes within cyberspace or it can use cyber instruments to produce
preferred outcomes in other domains outside cyberspace. Accordingly, Nye (2010) states that we
can distinguish ‘intra cyberspace power’ and ‘extra cyberspace power’ just as with sea power,

we can distinguish naval power on the oceans from naval power projection onto land.

Table 1: Physical and Virtual Dimensions of Cyberpower

Targets of Cyberpower
Intra cyberspace Extra cyberspace
Information Hard: Denial of service attacks Hard: Attack SCADA systems
Instruments Soft: Set norms and standards Soft: Public diplomacy campaign to sway
opinion
Physical =~ Hard: Government controls over Hard: Bomb routers or cut cables
Instruments companies Soft: Protests to name and shame cyber
Soft: Infrastructure to help human rights providers

activists

Table 1 shows how physical instruments can provide both hard and soft power

resources that can be used inside and outside cyberspace.

Source: Joseph Nye Jr. 2010, p.5
Cyber information that travels within cyberspace may create soft power by attracting citizens
in another country. For example, a public diplomacy campaign over the internet may be

considered soft power. If that cyber information presents some damage to physical targets in
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another country, then it becomes hard power. Many modern industries today are controlled by
computers linked in Supervisory Control and Data Acquisition (SCADA) systems. Thus, if any
malware intervenes in these systems, then it can cause real physical effects.

Physical instruments can allow power resources to affect the cyber world. For instance, the
means of technology such as physical routers, servers, and fiber optic cables that carry the
electrons of the internet have geographical locations within governmental jurisdictions, and
companies running and using the internet are subject to the laws of those governments.

Cyberpower creates a balance between other elements and instruments of power and
connects them in order to improve all of them. For example, in the past only governments could
speak to another governments. But, today, governments and individuals can interact with each
other even across national borders. Cyberspace and cyber power present countless ways to drive

and facilitate changes (Kuehl 2009).

2.2.1 Security dilemma in a virtual domain

Cyberspace, unlike air, space, or sea, is an entirely man-made realm, at all times shaped
by economic and political forces (Deibert et al. 2008). The geography of cyberspace is much
more mutable than other environments. Mountains and oceans are hard to move, but portions of
cyberspace can be turned on and off with the click of a switch. (Rattray 2009, p. 256) Security in
this virtual environment is closely connected to the new vulnerabilities originated from the
application of the information and communication technologies to all political and societal
projects (Cavelty et al. 2007). The source of these vulnerabilities may be a number of
empowered cyberspace actors such as individuals, private, corporate, commercial, and political,
governmental and intergovernmental, inter- and transnational entities. Due to increasing cyber-

threat, it has become as a strategic military concern and today, meaning that many governments
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have or want to acquire offensive cyber ‘weapons’. For instance, Iranian and Indian governments
turn a blind eye to hackers who work in the interest of the state. The White House’s 2011
International Strategy for Cyberspace states that the U.S. reserves the right to retaliate against
hostile acts in cyberspace with military force. Due to anonymity of cyberspace, uncertainty and
mistrust are increasing which, in turn, demonstrates the first sign of a ‘cyber security dilemma’.
(Cavelty 2012). A ‘cybersecurity dilemma’ exists when efforts by one state to enhance the
security of its digital infrastructure, either through the development of offensive or defensive
cyberwarfare capabilities, decrease the cybersecurity of others. Deibert and Crete-Nishihata
(2012) also point out the character of global relations may be shaped by negative international
dynamics. For instance, states compete against each other in cyberspace. They make an effort to
advance their national armed forces capabilities to fight and win wars in this virtually strategic
domain. Their competitive and threatening approach to cyberspace can impact the decisions they
make. When one government sees another doing something, the pressures may build to act
likewise or risk being left behind (Goldstein 2003, p. 237-67).

Because of the presence of high risk and urgency, the extreme form of imitation and
learning occur around national security issues (Deibert and Crete-Nishihata 2012). For instance,
after the Hacking Back report was released, former U.S. Director of National Intelligence Dennis
Blair asserted that U.S. policy makers should consider more aggressive solutions against the
increasing threat of cyber-espionage (Smith 2010). Afterwards, as the Indian government was
worried about spying and sabotage from its neighboring countries, particularly China and
Pakistan, it began readying a cyber-army to hack into hostile nation’s computer systems (Singh

2010).
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Consequently, as it is known in the international system, we are now entering into a
classic ‘security dilemma’ in which dozens of governments imitate the actions of states and
perceived intentions in order to legitimate the necessity and development of offensive
cyberwarfare capabilities. According to arguments of international relations theorists, cyberspace
has many characteristics related to the logic of the security dilemma: offense is considered to be
overwhelmingly dominant (Herz 1950; Butterfield 1951); deterrence is difficult to implement
due to problems around attributing the source of cyber-attacks; there is a lack of transparency
around many cyberspace information operations, which are typically undertaken behind a veil of
secrecy; and, finally, the barriers to entry are low, to the point where even individuals can
participate in consequential cyber-attacks (Deibert et al. 2008). Thus, Nicholas C. Rueter (2011)
claims that due to the unique properties of cyberwarfare, the cybersecurity dilemma may be more
difficult to break than the typical security dilemma. Myriam Dunn Cavelty (2014) stresses that a
solution to this dilemma is achievable if a cyber-security policy is based on strong consideration
for privacy and data protection and also emphatically against vulnerability. Some state actors,
who want national security that extends to cyberspace, can consider such solution as a
compromise. If they do not, then the quest for more national security will always mean less
cyber-security, which will in turn always mean less national security due to vulnerabilities in

critical infrastructures.

32



CHAPTER 3
INTERNATIONAL NORMS IN CYBERSPACE

3.1 NATION-STATES IN CYBERSPACE

Barlow stated the following,

Governments of the Industrial World, you weary giants of flesh and steel, | come from

Cyberspace, the new home of Mind. On behalf of the future, | ask you of the past to leave

us alone. You are not welcome among us (Barlow 1996, p.1).

Barlow claimed to be building a new community in cyberspace with its own norms and
internal regulator practices where governments were neither invited nor deemed necessary (cited
in Betz and Stevens 2011, p. 56). The question then becomes what is to be done with the
increasing number of incidents and the awareness of cybercrime. As a matter of fact, adequate
security will not be provided in the absence of government intervention.

Senior government leaders and industry executives are deeply concerned regarding the
growth of cybercrime, cyber-espionage, and even cyber wars, threatening a globally-networked
society. For instance, in 2007, Russian Business Network (RBN) accounted for approximately
40% of the global cybercrime turnover, considered to cost more than 100 billion USD (Klimburg
2011). The Information Warfare Monitor Project,® established in 2002 by a group of cyber-
security experts (R. Deibert, R. Rohozinski, J. Palfrey, J. Zittrain), after a deep investigation has
discovered a cyber-espionage network named GhostNet that is based mainly in China. A
complex system of cyber-espionage systematically targeted and compromised computer systems
of the Tibetan government, India, the United Nations, and several other countries.

A world where cyber-espionage and cybercrime are largely risk-free requires explicit

norms for state behavior reinforced with explicit understandings on outcomes and responses. In

8 The Information Warfare Monitor project closed in 2012.
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fact, norms are a driving factor as they shape international opinion and affect political decision
by national leaders. Since norms need not take the form of binding agreements, it is easier to
obtain multilateral agreements to these norms. It is obvious that in a high level risky environment
where no one trusts each other, agreements reducing risk may be achieved gradually, after a
sequence of first confidence-building measures to create the trust necessary for agreement, then
norms for state behavior, and finally, perhaps, some binding agreement (Lewis 2013, p. 53).

As soon as the UN resolution on supporting discussions of cyber norms was accepted,
several countries and groups of countries have presented broad strategies on state behavior in
cyberspace for conducting more secure and stable international activities in this virtual domain.
The existence of shared understandings about the acceptable behavior of nation-states in other
domains of global commons stabilizes and provides a basis for international action when
appropriate measures are required. Respecting such norms helps to prevent misunderstandings
that could lead to conflicts. The International Strategy (2011) points out that the creation of
international norms for state behavior in cyberspace does not require a reinvention of traditional
international law. Established international norms navigating state behavior in other domains can
also apply in cyberspace. However, the ubiquitous feature of this virtual realm requires
additional work to define how these norms apply and what other supplementary understandings
to be required.

Since nation-states do not recognize the importance of existing international legal norms,
they forget to consider two main issues — respect for sovereignty and non-intervention in the
domestic affairs of other states. But propagating internet freedom globally by supporting ‘civil
society actors in achieving reliable, secure, and safe platforms for freedoms of expression and

association’ creates political concern for governments that do not respect free speech and
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democratic politics (White House 2011, p. 23). Some nation-states perceive cyberspace as a
source of threats to their domestic sovereignty. As a matter of fact, there is no clear example of
this dynamic, but there are a number of states who currently endeavor to control their citizens’
access to information on the basis that certain types of ‘content’ and activities constitute threats
to internal order and authority, as well as to established economic practices. (Betz and Stevens

2011, p. 65)

In fact, cyberspace is continuously being shaped by policies adopted by states to utilize the
extra-territorial realm of the internet to the best of their ability. Indeed, there is every reason to
assert that states are collectively enforcing their authority in cyberspace. Consequently, we have
not witnessed the end of the nation-state, but a return to overlapping authorities, including
various forms of governance structures (Cavelty 2007, p. 152). The OPI discovered that the
growing use of internet “filtering’ techniques are found particularly in the Middle East, Asia, and

former Soviet countries, but also in Europe, Australia, and North America (Deibert et al. 2008).

Any malicious behavior in cyberspace creates a state of urgency and alarm for governments,
diplomats, and private sector companies. They start to consider whether current norms need
modification or if new ‘cybersecurity norms’ are necessary. The question then becomes what
happens when those international norms are infringed upon by governments themselves. This
chapter provides arguments of some scholars on how and why nation-states infringed upon
international norms of state behavior in cyberspace through network stability and reliable access.

Deibert (2003) highlights the fact that the creators of the internet consciously designed it to
be open and built into its architecture. So its openness could enable political actors contend the
shape of this architecture. Such dichotomy impacts the relationship between technologies and

politics, and clarify the mutually-embedded relationship between the two. Gerald Stang (2013)

35



emphasizes that cyber conflict involving states will diminish and move along with the quality of
the relationship between those states, but states engaged in contest will continue testing each

other’s cyber capabilities.

3.1.1 Network Stability
States should respect the free flow of information in national network configurations,
ensuring they do not arbitrarily interfere with internationally interconnected infrastructure.

International Strategy for Cyberspace 2011

Nation-states maintain an important role by guaranteeing national security and protecting
private property, however their possibilities to act in the borderless domain are extremely
limited. Thus, it is highly important that different national regulations are concerted at the
international level. In many countries, breaking into foreign databases, for instance, constitutes
no offense as long as direct damage is not detectable and accordingly, the way in which
governments would react remain unclear. There are number of important formal and informal
governmental and non-governmental actors that deal with cybersecurity issues and operate at the
international level. The General Assembly of the United Nations play a central role in the issue
of cybersecurity issue as well as organizations such as the International Telecommunication
Union (ITU), the Group of 20 (G20), the Group 8 (G8), NATO, the Shanghai group, and Interpol

also play a significant role.

The world is organized around nation-states and national governments, and every physical

artifact of information technology is located somewhere. Consequently, one might expect
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cyberspace-related tensions to arise between nations exercising sovereignty over their national
affairs and interacting with other nations (Charney et al. 2009, p. 6). Proponents of cyberspace
sovereignty usually present a normative argument, which is that nations should respect the rules
of cyberspace. There are many scenarios in which nation-states arbitrarily intervene into the
internationally interconnected infrastructure to exercise their power or demonstrate their cyber

capabilities.

RUSSIA

As many cyber security researchers agree today, Russia has the world’s best hackers and
high-technology capabilities that enable them to do various cyber operations without being
caught. In fact, Russia has been accused of being behind several of the best-known politically
motivated cases of international cyber conflict to date. Russia was suspected in 2007 in using
cyber-attacks in retaliation against Estonia, one of the most wired countries in Europe, for having
moved a Soviet-era statue (Joshua Davis 2007). In 2008, Russia was again the prime suspect in
denial-of-service (DoS) attacks on Georgian government websites. U.S. Deputy Secretary of
Defense William Lynn said that these cyber-attacks, USB-vector attacks on Central Command
(CENTCOM), were the “most significant breach of U.S. military computers ever” (Lynn J.W.
2010). In 2009, Russian security services were blamed in another leak scandal known as
‘Climategate’. Russian hackers were suspected, because the explosive hacked emails from the
University of East Anglia were leaked via a small web server located in Siberia. The purpose of
this cyber-attack was to undermine the Copenhagen summit on global warming (Will Stewart
2009). In 2010, Alexey Karetnikov, a Microsoft software tester was suspected of spying and

further deported to Russia (Anastasia Ustinova 2010). In 2014, a cyber-security company named
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FireEye reported about more sophisticated cyber-attacks backed by the Russian government
against NATO, the EU, and government ministries.

Today, Russia plans to create special cyber defense units to protect the country against online
warfare. The formation of units will be conducted in stages and will be completed by 2017

(Vadim Gorshenin 2013; Geoffrey Ingersoll 2013; Military and Intelligence 2014).

CHINA

Based on the string of cyber operations implemented by Chinese hackers against other
governments and organizations, cyber defense experts argue that the most energetic cyber
warriors are Chinese. In 1999, top officials in the Clinton administration warned that China
posed an “acute intelligence threat” to the government’s nuclear weapons laboratories (Gerth
1999). In 2001, Chinese hackers threatened the U.S. government that it would launch an attack to
government and company websites in retaliation for the mid-air collision between a Chinese
fighter jet J-811 and a U.S. Navy EP-3 signals intelligence (SIGINT) aircraft (Wagstaffi 2001). In
2009, Citizen Lab researchers discovered the existence of GhostNet - a malware-based cyber-
espionage network of over 1,295 infected computers in 103 countries, 30% of which were high-
value targets such as ministers of foreign affairs, embassies, international organizations, news
media, and NGOs (Information Warfare Monitor 2009). Aside from that, the Pentagon reported
in 2009 that computer spies had breached the most advanced U.S. fighter jet project and blamed
on it the Chinese military (Siobhan Gorman 2009). Recently, Chinese hackers have attacked
America’s defense establishment, as well as Google, Intel, Adobe, RSA, Lockheed Martin, and
Northrop Grumman, the New York Times, the Wall Street Journal, and the Washington Post

(Gross 2011; Perlrot 2013). In 2013, U.S. cyber security experts strongly suspected China’s
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military in a cyber-attack against 23 natural gas pipeline operators to steal crucial information
that could compromise security (Clayton 2013). In the same year, Chinese hackers were again
suspected by US intelligence agencies for the cyber intrusion into sensitive U.S. Army Corps of
Engineer’s National Inventory of Damns (Gertz 2013)

In turn, Chinese officials also claim that their country is not excluded in being a target of
cyber-attacks operated by other governments. In 2006, the China Aerospace Science and
Industry Corporation (CASIC) found spyware on its classified network. In 2007, the Chinese
Ministry of State Security said that foreign hackers, 42% of which were Taiwan and 25% of
which were American had been stealing information from Chinese key areas. In 2009, Chinese
Prime Minister Wen Jiabao announced that a hacker from Taiwan accessed a Chinese State
Council computer in order to steal the draft of the National People’s Congress Report (CSIS
2006). In 2013, Edward Snowden, the NSA whistleblower, told China Press that the U.S.
government spied on universities in China and further collected information from mobile phones.
Thus, this means that U.S. spy agencies had been watching China and Hong Kong for years
(Rapoza 2013). In the same year, China claimed that the Chinese computer emergency response

team (CERT) reported “mountains of data” cyber-attacks by the U.S. (Hille 2013).

THE UNITED STATES

Cyber security expert Ralph Langner (2011) states that the U.S. is the only cyber
superpower in the world and that Stuxnet® is the only true cyber-attack the world has ever seen.
According to a New York Times report, the attack could have been authorized by the Bush
administration and sped up by the Obama administration (Lemos, 2011). David E. Sanger (cited

in Geers 2014) argues that the most amazing thing about Stuxnet was its true purpose was

° A worm created jointly by the US and Israel in order to attack Iran’s nuclear programme.
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changing the course of world history. It was designed to help prevent an expansion of the
world’s most exclusive club, the “nuclear club.” To some degree, that means that Stuxnet
replaced a squadron of aircraft that would have violated foreign airspace and left a smoking
crater in the Earth’s surface. Richard Clarke, America’s longtime counterterrorism czar,
disclosed that the U.S. government is engaged in a very different, very dramatic and new way of
using its cyber offensive capability, when he commented on if his government was behind the
Stuxnet attack (Rosenbaum 2012). In 2012, Iran was targeted by another espionage malware
known as Flame. According to the world’s best cryptography experts, this malware could only
been developed by world-class cryptographers with the backing of a wealthy nation-state
(Goodin 2012). After Stuxnet, the cyberworld has been attacked by some other advanced
malware such as Duqu, Flame, and Gauss, which may all have been developed by the same
organization or nation (Bencsath 2012). The news website The Intercepts reported that the
highly-complex malware known as Regin was used in systematic spying campaigns against
governments, businesses, researchers, and private individuals. The malware appeared to be

linked to U.S. and British intelligence (Samson 2014).

In response to the U.S. attacks, a group supported by Iran and calling itself the Cutting
Sword of Justice hacked the world’s most valuable company Saudi Aramco. The virus
‘Shamoon’ erased data on three-quarters of Aramco’s corporate computers replacing all of it
with an image of a burning American flag (Perlroth 2012). Another group of hackers, known as
Martyr I1zz a d-Din al-Qassam Cyber Fighters struck with DDoS attacks against US financial
institutions (Walker 2013). In 2013, US officials reported that Iranian-backed hackers had

increased surveillance missions against the US cooperation (Gorman 2013).
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NSA whistleblower Edward Snowden provided writer James Bamford with previously
unreported allegations of NSA cyberattack tools, including a piece of software codenamed
MonsterMind,° that would automate a hostile response when it detected a network intrusion.
Moreover, Snowden also reported that a 2012 incident that took Syria’s internet offline was due
to a failure of the NSA. On November 29, 2012, the analysis firm Renesys reported that out of
92% of the routed networks providing internet connectivity for Syria, 77% of them had gone

dark (Ackerman 2014).

3.1.2 Reliable Access
States should not arbitrarily deprive or disrupt individuals’ access to the Internet or other
networked technologies.

International Strategy for Cyberspace 2011

John P. Barlow (cited in Betz and Stevens, 2011) compares cyberspace, in its present
condition, with the 19th century wild West in the U.S. It is vast, unmapped, culturally and legally
ambiguous, verbally terse, hard to get around in, and up for grabs. Large institutions already
claim to own the place, but most of the actual natives are solitary and independent, sometimes to
the point of sociopathy. It is, of course, a perfect breeding ground for both outlaws and new ideas
regarding liberty. In fact, nation-states have differing visions of cyberspace and any issues
related to it such as information access, sovereign authority, and sovereign responsibilities.
China and Russia, Hurwitz (2011) argues, have a dissident view of internet freedom and are less

concerned than the U.S. about industrial espionage. As a matter of fact, issues related to internet

10 The MonsterMind software is a digital tool that would detect the beginnings of a hostile cyber incursion and automates a
hostile response.
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freedom or the free flow of information have been very contentious topics with regard to the role
of governments on internet control and its future. Since the rights to information, expression and
association have built the use and growth of cyberspace, internet freedom is both a human rights
and a cyberspace issue.

Today, more states are engaged in internet control and restrictions on social media. More
than forty countries now are involved in developing second and third generation filtering
techniques. At the international policy level, many of these same states are trying to create a
norm of the state as the final arbitrator of the internet within its territory, through the promotion
of the ITU as the appropriate agency for internet governance, and with the disparaging of
ICANN!! and the associated multi-stakeholder model (Hurwitz 2011, p. 20). Due to asserting
sovereign control over their national cyberspace, countries are deploying technologies which will
allow them enforce control and to create multilateral governance structures to legitimize these
actions (Glenny 2010). The most frequently conducted form of state control in cyberspace is
internet filtering or censorship, which is the prevention of access to information online within
territorial boundaries (Villeneuve 2006). Deibert and Crete-Nishihata (2012) point out that
nation-states have various motives for internet filtering within their boundaries. Some states
justify internet filtering in controlling access to content that violates copyright, concerns the
sexual exploitation of children, or promotes hatred and violence. Other countries filter access to
content related to minority rights, religious movements, political opposition, and human rights
groups. In China, for instance, any regulation related to internet access and agreements between
the government and individual ISPs are carried through legislation. Today, only nine ISPs in
China have licenses to provide internet access. Accordingly, the government has centralized

control over internet users and information flow within the country (Zittrain and Edelman 2003).

11 The Internet Corporation for Assigned Names and Numbers
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Overall, more than sixty laws limit the content available to Chinese web users. Yet, no standards
have been set forth in law as to what content is to be filtered nor is there official admission of
filtering (ONI 2004, p. 7).

Since 2003, the ONI has been conducting research on national internet filtering. A study
reported that annually more than sixty countries are engaged in some type of internet filtering.'?
In the beginning of this study, only a few governments were involved in internet censorship,
however ONI reports later indicates that more than forty countries engage in this practice and a
growing number of them are democratic, industrialized countries (see Figure 2). Based on this
study, Deibert and Crete-Nishihata (2012) claim that the norm of national internet filtering is
growing and the rationale for implementing filtering varies widely from country to country.

Figure 2 shows the results of the 2007-2012 ONI Internet Censorship study. In that
period of time, over 70 states were tested on various types of internet censorship which were
afterwards categorized according to the following themes: social, political, conflict and internet

tools.

12 ONI uses the following technical methodology to verify Internet censorship. Lists of websites and keywords are collected that
cover topics that might be targeted for censorship including pornography, gambling, international and independent news
media, human rights, and political content. A data collection software client designed to query these predefined lists of URLs is
distributed to researchers within countries suspected of engaging in Internet censorship. The list of URLs is accessed
simultaneously over http both in the country suspected of Internet filtering and a country with no filtering regime (e.g.,
Canada). The data gathered from the country with no filtering is used as a control to compare the data from the country
suspected of filtering. Where appropriate, the tests are run from different locations to capture the differences in blocking
behavior across ISPs.
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As mentioned earlier, the number of governments employing a broader range of
regulatory, legal, covert, and offensive means to cyberspace are increasing which, in turn,
explains the fact that the fifth domain is becoming another international strategic zone. The ONI
Report indicates the growing number of incidents where governments have blocked access to
communication networks for political purposes, especially during elections and public
demonstrations. ONI calls these actions ‘just-in-time blocking’—a phenomenon in which access
to information is denied during important political moments when the content may have the
greatest potential impact such as elections, protests, or anniversaries of social unrest. (Deibert
and Rohozinski 2008) In 2011, during the Arab Spring, both Egyptian (Dunn 2011) and Libyan
(Cowie 2011) governments instituted a widespread shutdown of communication tools. ONI
reports from both 2007 and 2009 reveal that shutdown strategy was seen in Nepal (2005), Burma
(2007), and China (2009). There are some cases in which democratic states have implemented

some form of disruptions of access to communications in response to protests and social unrests.
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In 2011, Prime Minister David Cameron delivered a statement to the House of Commons on the
disorder and looting that was taking place in London and other cities. He stated that the
government is working with the police, intelligence services, and industries to look at whether it
would be right to stop people communicating via social media when they know they are plotting
violence, disorder, and criminal activities (British PM Speech 2011). Another case related to
communication interruption took place in San Francisco in 2011. The Bay Rapid Transit System
(BART) shut down its cell phone services to four stations in response to a planned protest in an
effort to disrupt its organization (BRTS Report 2011). These examples demonstrate how the
government approach to cyberspace has been rapidly changing over the last decade.

The data below provides an overview of the most recent ONI ratings of the breadth and
depth of internet censorship in seventy-four countries across four content categories (political,
social, internet tools and conflict/security). Thirty-three countries out of 74 have used some type
of internet censorship for political purpose. Figure 3 illustrates the relative magnitude of
censorship only for a political category:

Pervasive filtering (score of 4): Filtering that is characterized by both its depth—
a blocking regime that blocks a large portion of the targeted content in a given
category—and its breadth—a blocking regime that includes filtering in several
categories in a given theme.

Substantial filtering (score of 3): Filtering that has either depth or breadth: either
a number of categories are subject to a medium level of filtering or a low level of

filtering is carried out across many categories.
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Selective filtering (score of 2): Narrowly targeted filtering that blocks a small
number of specific sites across a few categories or filtering that targets a single

category or issue.

Political

pervasive, 8

=

substantial, 4 -
selective, 21

= selective = substantial = pervasive

Figure 3 Magnitude of Political Censorship

Source: ONI Reports, 2007-2012

In fact, concerns over the misuse of cyberspace by state and non-state actors for
disruptive and malicious activities are growing by day, particularly as cases of cyber-espionage,
attacks on critical infrastructure, financial thefts and cyber terrorism are increasing. As soon as
cyberspace has become another important arena for human activities, nation-states will not be
able to avoid controlling this virtual domain, and, when necessary, will not be able fight for this
new artificial environment. The Group of Government Experts (GGE) reports that individuals,

groups or organizations, including criminal organizations may act as proxies for states in the
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conduct of malicious activities in cyberspace. Moreover, they claim that the absence of a
common understanding of acceptable state behavior in cyberspace can endanger international

peace and security.
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CHAPTER 4
FINDINGS

4.1 Cyber WARFARE® vs. COOPERATION

The well-known whistle blower of NSA documents to The Guardian and The
Washington Post said, ‘I’'m willing to sacrifice all of that because I can’t in good conscience
allow the US government to destroy privacy, internet freedom and basic liberties for people
around the world with this massive surveillance machine they’re secretly building” (Meyer
2013).

In 2010, U.S. Deputy Secretary of Defense William J. Lynn declared that the Pentagon
had formally recognized cyberspace as a new domain of warfare. Despite the fact that it is a
man-made domain, cyberspace has become just as critical to military operations as land, sea, air,
and space (Lynn 2010). The growing threat of cyber war requires from governments to develop
their cyberspace defense strategies as soon as possible. Many countries, including the United
States, are developing weapons for it, like ‘logic bombs’ that can be hidden in computers to halt
them at crucial times or damage circuitry; “botnets” that can disable or spy on Web sites and
networks; or microwave radiation devices that can burn out computer circuit miles away
(Markoff 2009). For instance, one of the latest the US cyber invention is the MonsterMind
software, which is designed to detect the beginning of a hostile cyber-attack and automate a
hostile response. With other words, the software can turn a potential act of war into an automated
command, without input from the chain of command, and not necessarily target at the perpetrator

of the attack, as many such digital penetrations are routed through third countries (Ackerman

13 Clarke and Knake - “the unauthorized penetration by, on behalf of, or in support of, a government into another nation’s
computer or network, or any other activity affecting a computer system, in which the purpose is to add, alter, or falsify data, or
cause the distribution of or damage to a computer, or network device, or the objects a computer system controls.”
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2014). The most public U.S. cyber-war projects are Plan X, a DARPA (Defense Advanced
Research Projects Agency) project for the development cyber warfare technologies that reputable
sources claim seeks to track exploitable vulnerabilities of every (civilian, commercial, etc...)
device connected to the internet, and ACT (Agile Cyber Technologies), a project developed by
Air Force Research Laboratory (AFRL) (Paganini 2012).

Scott Camil, a former sergeant in the U.S. Marine Corps who served four years in
Vietnam, says that the number one war crime is starting a war, as all other war crimes emanate
from that first crime (cited in Peganini 2012). Accordingly, the decision to develop and maintain
the capability for engaging in cyberwar is the first crime, engaging in cyberwar being the second.
Cyber security expert, Clarke (2010) states that a cyber-war has already begun as governments
are developing strategies and preparing the ‘battlefield’ to hack into each other’s networks and
infrastructures. As a matter of fact, the cyber war is ‘real’ and has a capability to destroy any
nation-state.

In a secret U.S. policy document known as Presidential Policy Directive 20, President
Barack Obama has outlined details of how the United States conducts offensive operations in
cyberspace against other countries (Farnsworth 2013). In 2013, the The Guardian published an
article that claimed Obama ordered the U.S. to draw up an overseas target list for cyber-attacks.
And such an action of the White House may heighten fears over the increasing militarization of
the internet (Greenwald 2013). As cyberspace has emerged as a new international battlefield, the
armed forces of a number of countries (including China, India, Israel, Great Britain, Iran and
Estonia) started to set their cyber units. Moscow takes a guarded view of Washington’s activities,
believing them to be one of the main causes of the cyber race that has swept the world. In March

2012, Russian officials declared plans to create a cyber-command similar to the one that exists in
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the United States. Later on, Vladimir Putin ordered the Federal Security Service (FSB) to
develop a national system to forecast and prevent cyber-attacks, giving the agency new powers
to fight cybercrime (Chernenko 2013). Specialists say that Russia and China have been
supporting an arms control treaty for cyberspace in order to regulate the offensive use of cyber
technologies by governments and to block cyber-attacks in the international infrastructure
(Markoff 2009). Russia has even drafted a proposal for a Convention on International
Information Security (CIIS 2011). But the majority of states, including the U.S. do not see the
necessity of such a treaty as they claim that existing rules and law enforcement mechanisms are
sufficient (Markoff 2008). As a matter of fact, any agreement on cyberspace presents special
difficulties because of issues like internet governance, sovereignty and actors who might not be
subject to a treaty. US officials believe that a significant proportion of cyber-attacks against the
American government comes from China and Russia. Accordingly, the disagreement over
approach impedes cooperation in international law enforcement. Russian officials claim that the
absence of a treaty permits a kind of arms race with potentially dangerous consequences
(Markoff 2008).

A recent study by the UN Institute for Disarmament Research reports that more than 40
nation-states have now developed some military cyber capabilities, 12 of them for offensive
cyberwarfare (UNIDIR 2013). Erika Mann, Executive Vice President of the Computer and
Communications Industry Association and a Member of the Board of Directors for ICANN,
characterizes the internet as a stimulating and fascinating instrument, ‘if you come in with a
heavy hand because of threats, you are misjudging the security environment’ (Dowdall 2011, p.

5).
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The A/65/201 Report points out the increase of ICTs development as instruments of
warfare and intelligence, and for political purposes by states. Within the framework of this
report, the Group of Governmental Experts offer recommendations for building further
cooperation among like-minded partners in order to confront the challenges of the twenty-first
century. They believe that the collaboration among States, and between States, the private sector
and civil society, is important (Report A/65/201). The UN group of governmental experts do
understand the arms control approach can be a starting point of confidence-building measures in
cyberspace.

At this point, based on facts mentioned above, | can claim that such behavior of nation-
states - disagreements on cybersecurity cooperation and the development of offensive or
defensive cyberwarfare capabilities — creates mistrust and competitiveness in the international
system which, in turn, decrease the cybersecurity of others. Such consequence of events is
familiar to international relations theorists as a ‘security dilemma’ — ‘the tendency for states in a
context of uncertainty to defect from cooperative arrangements if they perceive other states’
security preparations as threatening (misperception; arms racing)’ (Cerny 2000, p. 623).
Competitive systems of interaction are prone to security ‘dilemmas,” in which the efforts of
actors to enhance their security unilaterally threatens the security of the others, perpetuating
distrust and alienation. The forms of identity and interest that constitute such dilemmas,
however, are themselves ongoing effects of, not exogenous to, the interaction; identities are
produced in and through ‘situated activity’ (Alexander 1981). Wendt (1992) argues that self-help
security systems evolve from cycles of interaction in which each party acts in ways that the other
feels are threatening to the self, creating expectations that the other is not to be trusted. ‘If today

we find ourselves in a self-help world, this is due to process, not structure. Structure has no
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existence or casual powers apart from process. Self-help and power politics are institutions, not
essential features of anarchy. Anarchy is what states make of it” (p. 394-95)

In fact, cyberspace is a shared virtual domain which is vast, unmapped and a perfect
breeding ground for all actors — state, non-state, criminals, etc - to manifest their power. The
internet, is only a set of connections between computers (or a set of protocols allowing
computers to exchange information); it can have no impact apart from its use by human beings.
(Kalathil 2003, p. 2) Moreover, we should not forget that ‘social relations begin and end outside
cyberspace’. Thus, based on all arguments provided above, the answer to the question as to why
nation-states infringe upon international norms of state behavior in cyberspace is that nation-
states with high cyber capabilities are more likely to benefit from anonymity and
interconnectivity of this virtual domain to exercise their power internationally by arbitrarily
interfering with internationally interconnected infrastructure or using any type of information
control techniques. On the contrary, countries with low cyber capabilities prefer to survive in
such borderless and competitive domain by denying, disrupting, manipulating their citizens’
access to the internet or other networked technologies. In our case, all three nation-states (Russia,
China, and the U.S.) have high cyber capabilities, but different political values. Thus, the U.S.
with its liberal values supports the free flow of information across borders and wants to maintain
its freedom of action in cyberspace. But Russia and China having an authoritarian values (Russia
has a semi-authoritarian value) are very concerned on issues related to internet governance, net
neutrality, and freedom of speech. Accordingly, Russia and China are actively engaged in
various types of internet control activities. This difference on political views and high cyber
capability enable these three cyberpowers - Russia, China and U.S. — to manifest their power in

this virtual domain by infringing international norms of state behavior in cyberspace. Moreover,

52



all cases of norm infringement in a virtual domain are directly related to the political conflicts in
reality. If this virtual domain became another arena for warfare then this is not because of its

ubiquitous or anonymous feature, this is what states make of it.

CONCLUSION

Cyberspace, having a unique feature of transnationality, has formally been recognized as
a new domain of warfare just like land, sea, air, and space. As the new domain largely disguises
and blurs the identity of cyberspace actors it makes direct attribution impossible. The danger that
a humanity faces today comes with the development of digital technologies where aggressive
state behavior in cyberspace causes increasing damage and ill-will among nations. Military
strategists have been busy adapting their force structures to a new zone of strategic competition
for the next global arms race. Russia, China and the U.S. are increasing their budget for cyber-
warfare and expanding their offensive capabilities. The military cyber spending of these three
countries in 2013 is: United States - $582 billion, China — $132, 203 billion, and Russia
Federation — $68, 887 billion (Paganini 2014). States spend hundreds of millions of dollar on
building cyber-capabilities in the sense of urgency that other nations have been using cyberspace
to attack adversaries or steal secrets. In fact, the U.S. always brands China and Russia as the
main source of cyber threats. But with the recent revelation of former NSA agent Edward
Snowden on cyberspace offensive operations conducted by the U.S. has encouraged other states
to find their own solutions in adapting to a competitive virtual domain.

No doubt that mutual cyber-attacks will continue despite the effort spent by each

government to improve the security in cyberspace and prevent infringement within its network.
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States do realize that new conflicts will involve new actors in a critical infrastructure such as
independent and state sponsored hackers, cyber criminals and cyber terrorists that could create a
imbalance among nation-states. Moreover, states do understand that they need to get some norms
and rules of state behavior in cyberspace. But due to the different political and social values of
each state any attempt to bilateral cooperation turns into a fiasco. For instance, the U.S. with its
liberal values is more concerned on industrial espionage, but Russia and China with their
authoritarian values have a dissident view of internet freedom. Consequently, there might be
little agreement on where to begin and the specification of norms might be slow and piecemeal.
As Wendt claimed that international anarchy is a construct, which may be established differently
according to perception and attitude of involved states towards each other. So will nation-states
change their attitude towards each other on the issues related to security in cyberspace or prefer
to keep this ‘grey- area’ anarchic for arms race and future cyber wars? Moreover, which states
will reconsider their political values towards building a cooperation on security related issues in

cyberspace?
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