ABSTRACT

As our world is getting digitalized, all the tools and devices we use in our daily
lives are beginning to integrate with technology. As technological developments
increase in individual and social level, systems and services that work together are
emerged. The combination of these systems and services creates smart cities that

have been integrated to make our daily life easier.

Smart city technologies are used to measure city-related risks and manage
uncertainties. Many different smart city technologies, especially used in
transportation, energy, environment, construction, infrastructure, public service,

health and agriculture, increase productivity.

Systems and services are connected to each other and internet through a network in
order to work integrated with each other. A system which is connected to any
network, security risks are beginning to occur. As the digitalization increases in
areas where smart city technologies are used, the cyber-attack surface in network,
server and application layer levels expands and creates different security
vulnerabilities that need to be managed and resolved. In order to manage and
resolve these vulnerabilities, cyber vulnerabilities in smart city technologies should

be explored.

In this research, cyber security vulnerabilities, which are likely to be found in smart
city technologies, will be reviewed with various attack scenarios and a roadmap

proposal will be presented to enable cyber security in smart city technologies.

In the first chapter, smart city concept will be mentioned in general, smart cities
will be defined and their characteristics will be examined. In the second chapter,
city of Copenhagen in Denmark will be examined as an example smart city. In the
third chapter, technologies used in smart cities will be mentioned. In the fourth
chapter, cyber world and cyber security will be introduced. In the fifth chapter

issues need to be taken into consideration about cyber vulnerabilities will be
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described. In the sixth chapter, the possible effects of the cyber-attacks will be seen
through the attack scenarios that likely take place in the smart cities. In the seventh
chapter, the security principles, traditional, legal and modern solutions to be
followed in the way of being a secure and smart city will be suggested.
Keywords: Smart City Technologies, Internet of Things, Cyber Security, Cyber
Weaknesses, Cyber Attacks
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OZET
Diinyamiz djjitallestikge, giindelik hayatimizda kullandigimiz araglarin hepsi

teknoloji ile entegre olmaya baslamaktadir. Teknolojik gelismeler bireysel ve
toplumsal seviyede arttikga, birbiri ile entegre calisan sistemler ve servisler
olusmaktadir. Bu sistemlerin ve servislerin birlesimi ise, glindelik hayatimizi

kolaylastirmak i¢in entegrasyonu saglanmis akilli sehirleri olusturmaktadir.

Akilli sehir teknolojileri, sehir ile ilgili riskleri 6l¢mek ve belirsizlikleri yonetmek
icin kullanilmaktadir. Ozellikle ulasim, enerji, gevre, insaat, altyap1, kamu hizmeti,
saglik ve tarim alanlarinda kullanilan birgok farkli akilli sehir teknolojisi verimliligi

arttirmaktadir.

Sistemler ve servisler, birbiri ile entegre ¢alismak i¢in bir ag lizerinden birbirlerine
ve internete bagli hale gelmektedirler. Herhangi bir aga bagl olan bir sistemde,
giivenlik riskleri olusmaya baslamaktadir. Akilli sehir teknolojilerinin kullanildigt
alanlarda dijitallesme arttik¢a; ag, sunucu ve uygulama katmani seviyelerinde siber
saldirnt ylizeyleri genislemektedir ve yonetilmesi ve coziilmesi gereken farkl
giivenlik acikliklart olugmaktadir. Bu giivenlik agikliklarinin yonetilmesi ve
coziilebilmesi i¢in, akilli sehir teknolojilerinde bulunan siber zayifliklar

incelenmelidir.

Bu arastirmada, akilli sehir teknolojilerinde bulunma ihtimali olan siber giivenlik
acikliklari, cesitli saldir1 senaryolar1 ile birlikte incelenecek, akilli sehir
teknolojilerinde siber giivenligin saglanabilmesi igin bir yol haritas1 Onerisi
sunulacaktir. Birinci boliimde genel olarak akilli sehir konseptinden bahsedilecek,
akilli sehirlere bir tanim yapilacak ve dzellikleri incelenecektir. ikinci bdliimde
ornek bir akilli sehir olan Danimarka’nin Kopenhag sehri incelenecektir. Ugiincii
boliimde akilli sehirlerde kullanilan teknolojilerden bahsedilecek, dordiincii
boliimde ise siber diinya ve siber giivenlik konularina giris yapilacaktir. Besinci
boliimde siber zayifliklar konusunda dikkat edilecek konulara deginilecek, altinci

boliimde ise akilli sehirlere gerceklesecek saldir1 senaryolari tizerinden, saldirilarin
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olast etkileri goriilecektir. Yedinci bolimde giivenli akilli sehir olma yolunda
izlenmesi gereken giivenlik prensipleri, geleneksel, yasal ve modern ¢oziim
onerilerinde bulunulacaktir.

Anahtar Kelimeler: Akilli Sehir Teknolojileri, Nesnelerin Interneti, Siber
Giivenlik, Siber Zayifliklar, Siber Saldirilar





